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1. Introduction

1.1 Problem Statement

In the era of cloud computing and microservices architectures, containerization has emerged as a cornerstone of modern software
development and deployment [, Containers encapsulate application code along with all its dependencies, providing a consistent
runtime environment across different infrastructures, from development workstations to large-scale production clusters. This
capability has drastically reduced the "it works on my machine™ dilemma, improving software delivery speed and reliability.
Docker, introduced in 2013, revolutionized containerization by offering a comprehensive platform for building, shipping, and
running containers. It simplified container lifecycle management, making containerization accessible to developers and fostering
a new wave of DevOps collaboration 1. As a result, Docker became synonymous with containers, dominating the market with
a robust ecosystem of tools and a vibrant community. By 2018, Docker usage was reported in 49% of technology companies,
according to a survey by RightScale ], and its adoption continued to grow across industries.

However, as container adoption scaled, limitations in Docker’s architecture began to surface.
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Key concerns included:

= Security: Docker's reliance on root privileges raised
alarm bells in environments with strict security and
compliance requirements. A compromised container
running as root could potentially allow attackers to
escalate privileges across the host system.

= Single Daemon Architecture: Docker operates a central
daemon process, which serves as a single point of failure
and can create performance bottlenecks under heavy
workloads.

= Flexibility in multi-tenant environments:
Organizations with multi-tenant setups often require
more granular control over container runtimes, which
Docker's architecture doesn't fully support.

Recognizing these limitations, Red Hat engineers developed
Podman as a modern alternative to Docker, addressing many
of these architectural shortcomings. Podman employs a
daemonless and rootless design, ensuring that containers can
run without requiring elevated privileges and reducing attack
surfaces significantly 1. Furthermore, Podman supports the
use of standard OCI (Open Container Initiative) images,
ensuring compatibility while enhancing security and
reliability.
The implications of Podman’s design are particularly
significant for organizations managing sensitive data or
operating in heavily regulated industries. For example,
healthcare and financial institutions often face stringent
compliance standards, such as HIPAA and PCI DSS that
demand robust security mechanisms. A rootless container
runtime, such as Podman, aligns well with these requirements
by minimizing risk and meeting compliance needs.
Despite these advantages, Docker continues to dominate the
market due to its mature tooling ecosystem and widespread
adoption. Its compatibility with CI/CD pipelines,
orchestration systems like Kubernetes, and third-party
integrations provides a compelling value proposition for
many organizations. Moreover, many teams hesitate to
transition to alternative container engines due to concerns
about the learning curve, migration costs, and ecosystem
differences.
Thus, a clear gap exists in the literature and industry practices
regarding the trade-offs between Docker and Podman. While
Podman addresses critical security and reliability concerns,
the practical implications of these advantages are not yet fully
understood or quantified. For instance:
» How do Docker and Podman compare in terms of
performance under different workloads?
* To what extent does Podman’s rootless design improve
security in real-world scenarios?
=  What is the impact on developer productivity and team
collaboration when transitioning from Docker to
Podman?

Addressing these questions requires a thorough investigation
of real-world use cases, quantitative performance
benchmarks, and qualitative insights from industry
practitioners. Bridging this knowledge gap is essential for
guiding organizations in making informed decisions about
container runtime selection, ensuring alignment with their
technical and business goals.

1.2 Relevance of the topic
The ability to deploy, scale, and manage containerized
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applications efficiently underpins modern DevOps and site
reliability engineering (SRE) practices 1. Given the ubiquity
of containers in continuous integration/continuous delivery
(CI/CD) pipelines, service meshes, and

Kubernetes-based orchestration, choosing the right container
engine can impact an organization’s software supply chain,
security posture, and operational overhead ™. As more
industries adopt microservices, serverless functions, and
hybrid cloud models, comparative analyses of Docker and
Podman have gained urgency. Key questions revolve around
how each engine manages container resources, handles
security  constraints, integrates  with  orchestration
frameworks (e.g., Kubernetes), and supports advanced
features such as rootless operation.

Consequently, understanding these tools’ architectural
differences and workflow implications is critical for
organizations seeking to optimize both efficiency and
security.

1.3 Objective and Contributions

This white paper aims to:

= Compare Docker and Podman architectures, detailing
their client-server vs. daemonless designs, resource
management strategies, and unique capabilities.

= Evaluate performance, security, and workflow
integration, highlighting how these factors influence
decision-making in DevOps pipelines.

=  Propose a comprehensive solution approach, backed by
industry case studies and research, for organizations with
varying levels of maturity and different regulatory
requirements.

= Offer evidence-based recommendations and best
practices for integrating container solutions into large-
scale, multi-tenant, and regulated environments.

By merging insights from recent peer-reviewed research,
technical documentation, real-world implementations, and
open-source community knowledge, this paper aspires to
advance the discourse around container adoption strategies.
It places particular emphasis on Podman’s unique rootless
capabilities and Docker’s well-established ecosystem, aiming
to guide both academic research and industry practices.

2. Background

2.1 Evolution of Containerization

The roots of containerization trace back to chroot (introduced
in Unix in 1979) and continued with technologies like Solaris
Zones and FreeBSD Jails, which leveraged OS-level
virtualization to isolate application processes [6l. Modern
container technologies rely heavily on Linux control groups
(cgroups) and namespaces, which provide process-level
resource isolation and encapsulation, respectively [/l Docker
emerged in 2013, simplifying container creation and
management by introducing high-level tools, a user-friendly
interface, and a public image registry (Docker Hub).
Docker’s widespread adoption made ‘“containerization” a
household term in software development. Over time,
however, limitations related to security, root privileges, and
the design of its central daemon spurred new container
runtimes and engines [¢. CRI-O, containerd, and Podman are
examples of next-generation solutions, each tackling
Docker’s limitations in specific ways while maintaining
compatibility with the Open Container Initiative (OCI)
standards.
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2.2 Introduction to Docker

Docker’s architecture revolves around a client-server model

(20 The Docker Daemon (dockerd) manages all container

lifecycle operations, including image pulls, container

launches, networking configuration, and container logging.

Users typically interact with the daemon through a command-

line interface (CLI) or REST API calls. Key components

include:

= Docker Daemon: Runs as a privileged process that
handles requests, tracks container states, and orchestrates
container networking.

= Docker Client: A CLI used to interact with the daemon.

= Docker Registry: A repository of container images;
Docker Hub is the default public registry.

While this architecture streamlines container management,
the daemon has root privileges and can become a single point
of failure [Y, Early critiques also revolved around the
inability to run containers without root, thus increasing attack
surfaces in multi-tenant or HPC environments.

2.3 Introduction to Podman

Podman (short for “Pod Manager Tool”) emerged from Red

Hat’s engineering teams, underpinned by the libpod library

[, Designed to operate without a central daemon, Podman

runs containers as independent child processes. It also

natively supports rootless operation, aligning with growing

security demands 2. Primary features include:

= Daemonless Architecture: Containers are spawned and
managed by individual commands rather than a
continuously running root-level daemon.

= Rootless Mode: By leveraging user namespaces,
Podman isolates container processes from the host root
user, significantly reducing security risks.

= Integration with CRI-O: Podman interoperates
seamlessly with CRI-O, making it natively compatible
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with Kubernetes runtime APIs.

Such features address key shortcomings in Docker’s
architecture, although they can introduce complexities in
monitoring and logging when a central daemon is absent 13,

3. Architectural comparison of docker and podman

3.1 Core design principles

3.1.1 Docker’s client-server model

Docker’s client-server approach centralizes all container
operations within a daemon process. This design pattern
allows for simpler user interactions—running a single
command or API call triggers container creation, networking,
and logging services, all orchestrated by the daemon.
However, this daemon must run with elevated privileges (or
at least have the capability to manipulate cgroups and
namespaces), potentially making it a prime target for
malicious attacks M. If the Docker Daemon crashes, it may
disrupt all running containers. Docker has taken steps to
mitigate these concerns by introducing user namespaces and
rootless configurations, but these features remain less mature
than Podman’s equivalents 1171,

3.1.2 Podman’s daemonless model

In contrast, Podman removes the reliance on a single
background process. Each container runs as a distinct child
process of the Podman command or service spawned by the
user. This model effectively eliminates a single point of
failure: if one container fails, it does not necessarily impact
others. Additionally, because Podman embraces rootless
execution from its inception, the container’s privileges on the
host are minimized. Despite these benefits, the daemonless
approach can complicate tasks such as centralized logging or
container orchestration, as multiple processes must be
individually monitored [,

The table below summarizes key architectural distinctions:

Table 1: High-level comparison of Docker vs. Podman architectures.

Feature

Docker (Daemon)

Podman (Daemonless)

Container Control

Centralized Docker Daemon

Independent container processes

Security Model

Root privileges by default; optional rootless

Rootless mode supported natively

Orchestration

Docker Swarm, supports containerd, K8s

Integrates with CRI-O for Kubernetes

Reliability

Single point of failure (daemon)

Reduced single point of failure

Logging & Monitoring

Centralized via daemon

Requires distributed or external tooling

3.2 Process and resource management

Docker’s daemon spawns and controls all container

processes, effectively bundling resource management (CPU,

memory, /O throttling) and lifecycle events into a unified

system [19],

Conversely, Podman spawns each container as a child

process of the user’s session or the Podman service,

distributing management responsibilities . From an

operational standpoint:

= Docker: Single daemon eases container control but
concentrates risk; container isolation depends on kernel-
level features, complemented by Docker’s own security
configurations.

= Podman: Child processes can be monitored
individually, enabling more fine-grained control over
container lifecycle. Podman typically depends on user

namespaces to provide isolation without root privileges
2]

3.3 Networking Stacks

Docker creates and manages virtual bridges (e.g., dockerQ)
and network namespaces through its daemon. By default, all
containers connect to a user-defined network that allows
service discovery and DNS-based container name resolution
[0 podman, by relying on CNI (Container Network
Interface) plugins, manages these tasks without a daemon [*51,
Both Docker and Podman can integrate with Kubernetes
networking models, although Podman’s alignment with CRI-
O can simplify CRI-compliant orchestration flows [,
Network performance differences between the two engines
are minimal, often dominated by the underlying host
configuration (31,

3.4 Storage Management

From a storage perspective, both Docker and Podman use
union file systems to layer container images 2. However,
Docker provides a volume subsystem for persisting data
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across container reboots, orchestrated by the Docker
Daemon. Podman employs local file paths and optional
overlays (such as overlayfs or fuse-overlayfs), particularly
when operating in rootless mode [*61. While these approaches
are functionally similar, some performance differences
emerge when handling large volumes of data or complex
filesystem permissions . Podman rootless users must be
cautious with fuse-overlayfs, which can introduce overhead.

4. Security Implications

4.1 Rootless containers and user namespaces

Originally, Docker required full root access to manage
containers, which raised security concerns in environments
with stringent access control requirements 2. While Docker
later introduced a rootless mode by remapping user
namespaces, its implementation is still evolving and presents
challenges, particularly in networking and volume
management. For instance, rootless Docker containers may
struggle with mounting certain types of volumes or utilizing
specific network drivers, limiting their utility in complex
scenarios 71,

Conversely, Podman was designed with rootless containers
as a core feature, enabling it to provide robust user and group
ID mapping from inception @, This ensures that container
processes operate with the minimum necessary permissions,
effectively isolating them from the host's root resources. A
study by Red Hat demonstrated that running containers in
rootless mode reduces the attack surface by 50% compared
to traditional root-based containers [8],

However, these advantages come with trade-offs. Rootless
containers can introduce complications with filesystem
access, particularly in cases involving shared directories or
overlay filesystems. Additionally, the implementation relies
on modern kernel features, meaning organizations running
older Linux kernels may need significant updates to leverage
this functionality fully (81,

4.2 Daemon vs. Daemonless Security

A significant architectural difference between Docker and
Podman lies in the presence or absence of a centralized
daemon. Docker employs a highly privileged daemon to
manage container lifecycles, which, if compromised, could
grant attackers control over all containers managed by the
daemon. This "single point of failure” has been a critical
concern in security-sensitive deployments [, For example,
a vulnerability in the Docker Daemon was exploited in 2019,
enabling attackers to gain unauthorized access to host
resources via improperly configured APIs [,

Podman eliminates the need for a daemon entirely, adopting
a daemonless design that distributes the risk across individual
container processes. Each container runs as a separate process
under the invoking user, reducing the likelihood of a systemic
compromise. This model enhances security by limiting the
scope of a successful attack to a single container. However,
it also introduces challenges in areas such as distributed
logging, monitoring, and updates. To address these, Podman
integrates with tools like systemd for process management
and journald for logging, simplifying administrative tasks in
multi-container environments [¥1. Despite these tools,
operational complexity in larger deployments may still deter
some organizations from fully adopting Podman’s
architecture.

www.allmultidisciplinaryjournal.com

4.3 Image signing and verification

As container ecosystems underpin modern software supply
chains, securing container images has become paramount.
Both Docker and Podman offer mechanisms for image
signing and verification, ensuring the integrity of container
images before deployment. Docker employs Docker Content
Trust (DCT), which uses Notary for cryptographic signing of
images. This allows users to verify the provenance and
integrity of images pulled from Docker Hub or private
registries 129,

Podman, aligned with open-source principles, integrates with
a broader range of signing tools, including GPG and Sigstore.
Sigstore, a collaboration supported by Linux Foundation
projects, offers transparency logs and public key verification,
making it a preferred choice for securing software supply
chains 2. These mechanisms have become critical as real-
world incidents, such as attackers uploading cryptomining
containers to public registries, highlight the need for verified
and trusted images 2. However, the responsibility does not
end with signing. Best practices for both engines include
regular vulnerability scanning, the use of minimal base
images, and adherence to zero-trust security models, which
emphasize strict access controls and continuous monitoring.

4.4 Addressing real-world security incidents
High-profile incidents underscore the potential risks
associated with container ecosystems. For instance, a 2021
report revealed that over 30 malicious container images on
Docker Hub were downloaded thousands of times, enabling
attackers to mine cryptocurrency on unsuspecting users'
infrastructure 24, This incident emphasized the criticality of
supply chain security for containerized applications.
Podman’s default rootless design helps mitigate some of
these risks by restricting container privileges, making it more
difficult for compromised containers to escalate attacks to the
host. However, this does not address vulnerabilities inherent
in unverified images or insecure configurations. Research
from Palo Alto Networks found that 51% of publicly
available container images analyzed contained at least one
critical vulnerability %, To combat these threats,
organizations leveraging either Docker or Podman should
implement robust security practices, including:
= Automated vulnerability scanning for container images.
= The use of digitally signed images from trusted sources.
= Employing read-only file systems within containers to
minimize write access.
= Regular updates to base images and
environments to patch known vulnerabilities.

runtime

By addressing these factors, organizations can enhance the
security of their containerized applications, regardless of the
container engine in use. While Podman offers architectural
improvements over Docker, real-world security remains a
shared responsibility that requires a comprehensive, layered
approach.

5. Workflow considerations and performance

5.1 Integration with CI/CD

5.1.1 Docker-centric pipelines

Many CI/CD platforms (e.g., GitHub Actions, GitLab CI,
Jenkins) provide native Docker integrations 2. A typical
Docker-based CI/CD pipeline might flow as follows:
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= Code Commit: A developer merges a feature branch
into the main repository.

= Build Stage: The CI system uses Docker to build an
image from the project’s Dockerfile.

= Test Stage: The newly built image is instantiated in one
or more containers, which then run automated tests.

= Security Scan: The container image is scanned for
vulnerabilities using a tool such as Anchore, Trivy, or
Clair.

= Deployment Stage: The tested image is pushed to a
Docker Registry (public or private), from which
production systems (e.g., Kubernetes) pull and run the
image.

The frictionless integration of Docker with most DevOps
toolchains is a significant advantage, particularly for
organizations with established Docker-based processes.

5.1.2 Podman-centric pipelines

While Podman supports a Docker-compatible CLI, adopting

Podman in existing CI/CD pipelines can necessitate

adjustments:

= Podman Installation: The CI runner must have Podman
installed. Some might also need the Podman REST API
socket for Docker CLI compatibility.

= Build & Test: Podman can replicate Docker commands
(podman build, podman run), but certain Docker-specific
features or environment variables might require
refactoring.

= Rootless Configuration: To leverage Podman’s
security benefits, pipelines often must run under non-
root user privileges, demanding additional environment
configuration.

= Integration: Tools that rely heavily on Docker-specific
APIs may need alternative methods for container
orchestration or logging.

Despite these nuances, Podman’s OCI compliance typically
ensures that container images remain interchangeable %31,

5.2 Ecosystem support and community

Docker remains the most recognized container engine, with a
vast ecosystem of third-party plugins, orchestration solutions,
and developer tutorials 2. Podman, on the other hand, is
rapidly gaining traction within the Red Hat ecosystem,
especially among Fedora, CentOS, and RHEL users [,
Community discussions on Stack Overflow, GitHub, and
related forums indicate growing interest in Podman’s
approach to security and daemonless operation. Though
Docker’s head start in enterprise adoption remains
substantial, Podman’s momentum signals the market’s
demand for alternative container engines.

5.3 Performance Benchmarks

Multiple independent benchmarks reveal that Docker and

Podman display similar performance profiles for container

creation, startup times, and resource usage [& %l Some

variations emerge when rootless mode is enabled:

= Podman Rootless: Slight overhead for file operations due
to fuse-overlayfs.

= Docker Rootless: Experimental, with occasional
limitations in network and volume management.

In HPC settings, Podman often outperforms Docker because
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the absence of a central daemon reduces overhead for multi-
user scenarios 1* 16 Docker’s caching mechanisms and
client-server pipeline can be advantageous in single-user or

large-scale enterprise CI/CD contexts where builds are
frequent Bl Ultimately, environment configurations (host
operating system, kernel versions, CPU, network, and storage
subsystems) can play a larger role in performance than the
container engine itself (131,

5.4 Orchestration and Kubernetes integration
Historically, Docker was a default component in Kubernetes,
facilitated by the dockershim—this approach was deprecated
in favor of containerd or CRI-O 24, Docker remains usable
in Kubernetes, but it now typically operates under the hood
through containerd. Podman does not directly embed itself in
Kubernetes; instead, it integrates with CRI-O to meet the
Container Runtime Interface (CRI) requirements . For
teams deploying workloads on managed Kubernetes
platforms, both Docker and Podman can function effectively,
although Podman’s compatibility with CRI-O aligns with
Kubernetes’ strategic direction [?°],

6. Industry Examples

6.1 Example A: Docker at eBay

eBay, a global e-commerce giant, containerized its
monolithic applications into microservices using Docker for
consistent deployments and automated CI/CD pipelines [39
By leveraging Dockerfiles and an internal container registry,
eBay’s engineering teams minimized discrepancies between
development and production environments, enabling rapid
rollouts during peak traffic periods. The centralized Docker
Daemon simplified command execution and networking,
while Kubernetes provided orchestration at scale.

6.2 Example B: Docker at PayPal

PayPal, a major online payments provider, adopted Docker to
standardize the runtime environments of its microservices
under stringent PClI DSS compliance requirements [ 01,
Using Docker Compose locally and Docker Engine in
production, PayPal’s DevOps teams established uniform
builds, automated testing, and faster shipping of new features.
In addition, Docker’s ecosystem support—especially for
vulnerability scanning—helped reduce security risks in
payment workflows.

6.3 Example C: Podman at SAS

SAS, an enterprise analytics leader, integrated Podman’s
rootless mode into data analytics workflows to reduce
potential attack surfaces and maintain strict regulatory
compliance (e.g, HIPAA) 2512, By eliminating a privileged
container daemon, SAS aligned with least-privilege policies
in environments handling sensitive data. The daemonless
design also provided resilience against single-point-of-failure
scenarios, enabling more flexible scaling of analytic services
on Red Hat Enterprise Linux hosts.

6.4 Example D: Podman in HPC Environments

In high-performance computing (HPC) clusters at several
research institutions, Podman is used to run parallel scientific
workloads under individual user namespaces [** 181 This
rootless approach supports security and resource isolation in
multi-tenant HPC settings, mitigating the risk posed by
Docker’s privileged daemon. Administrators also report
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negligible overhead when running large MPI-based jobs in
Podman containers, affirming its viability in performance-
critical HPC scenarios.

7. Discussion: Impact and Opportunities

7.1 Impact on DevOps practices

The ongoing debate between Docker and Podman reflects the
broader challenges in DevOps, where balancing productivity,
security, and compliance is critical. Docker, with its
centralized daemon architecture, offers simplicity and
consistency, making it a natural choice for teams prioritizing
rapid iteration and established workflows. Its mature tooling
ecosystem integrates seamlessly with CI/CD pipelines,
Kubernetes, and third-party plugins, enabling faster
deployment cycles and robust monitoring capabilities. A
2022 survey by the Cloud Native Computing Foundation
(CNCF) revealed that Docker remains the dominant container
runtime, with adoption by over 85% of organizations using
containers in production %11,

Podman’s daemonless architecture, on the other hand,
distributes container state across individual processes,
fundamentally altering traditional container management
workflows. This distributed design enhances security by
isolating processes but requires tailored tools for logging,
monitoring, and orchestration. For example, while Docker
provides built-in logging and monitoring capabilities,
Podman relies on external integrations, such as journald and
systemd, to achieve similar outcomes [, This shift introduces
complexity for teams accustomed to Docker’s all-in-one
approach, but it aligns with DevOps best practices in
security-focused organizations.

Organizational adoption patterns

= Security-focused enterprises: Financial, healthcare,
and government sectors prioritize security and
compliance, making Podman’s rootless model attractive.
These organizations often operate in environments
subject to stringent regulations, such as HIPAA or PCI
DSS, where Podman’s design reduces the attack surface
and supports compliance initiatives.

= Speed-to-market startups: Startups and smaller teams
lean toward Docker for its ease of use, extensive
community support, and quick deployment. Developer
surveys consistently indicate a strong preference for
Docker within startup environments due to its robust
documentation and seamless integration with modern
DevOps tools. Podman may be introduced gradually as
teams scale and require enhanced security or compliance
capabilities.

7.2 Research gaps and future directions

Despite the growing adoption of container technologies,

academic and industry research comparing Docker and

Podman remains limited. Current evaluations are often

anecdotal or focused on specific use cases, leaving significant

gaps in understanding their comparative advantages. Future

research areas include:

= Large-scale performance metrics: Studies examining
real-world performance of Docker and Podman over
extended periods in high-load environments. For
example, benchmark studies indicate that Podman
performs well under certain workloads with a high
volume of containers, but more extensive evaluations are
needed for validation.
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= Security longitudinal studies: Rootless containers are a
promising security innovation, but their long-term
resilience against evolving threats remains unclear.
Investigating their effectiveness in multi-tenant public
cloud environments, such as AWS or Google Cloud,
would provide valuable insights.

= Edge and loT Scenarios: Containers are increasingly
used in resource-constrained environments like edge
devices and loT. Comparing Docker and Podman in
these contexts could reveal differences in resource
efficiency, security, and usability.

= Serverless Integration: Serverless platforms, such as
AWS Lambda and Knative, rely on ephemeral container
runtimes. Researching how Docker and Podman handle
transient workloads in serverless environments could
uncover opportunities for optimization.

7.3 Potential integrations and innovations

As container technologies evolve, integrating advanced

features and addressing operational challenges will be crucial

for both Docker and Podman.

= Rootless Orchestration
Podman’s rootless containers enhance security, but their
orchestration capabilities are limited compared to
Docker’s integration with Kubernetes. Expanding
Podman’s ability to manage distributed container
environments without root privileges could make it a
game-changer for shared clusters and multi-tenant
environments. Tools like Podman Compose are already
paving the way for simpler orchestration.

= Enhanced Observability
Observability is critical for managing modern
containerized applications. While Docker provides
robust tools for centralized logging and metrics
collection, Podman’s distributed process model requires
enhanced tools that unify logs, metrics, and traces across
container processes.
Innovations in observability tools tailored to Podman’s
architecture, such as OpenTelemetry integrations, could
significantly improve its adoption.

= Supply chain security
As software supply chain attacks increase, both Docker
and Podman must prioritize advanced security features.
For instance, the U.S. Executive Order on Improving the
Nation's Cybersecurity mandates the use of Software Bill
of Materials (SBOM) to ensure transparency and
security in software components. Integrating SBOM
workflows with advanced image signing, vulnerability
scanning, and artifact verification will be essential for
both engines. Podman’s integration with open-source
tools like Sigstore provides a promising direction, but
wider adoption and compatibility improvements are
needed.

By addressing these areas, Docker and Podman can better
align with the evolving needs of DevOps teams, enabling
secure, efficient, and scalable containerized workflows.

8. Conclusion and Recommendations

8.1 Summary of Findings

Containerization underpins modern software delivery,
accelerating the shift toward continuous integration, rapid
feature releases, and scalable microservices. Docker’s
pioneering role established a robust ecosystem, focusing on
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ease of use, a centralized daemon, and extensive community
support. Podman, by contrast, prioritizes security and
reliability through a daemonless and rootless model,
addressing critical concerns in high-security and multi-tenant
environments. Benchmark comparisons suggest that
performance differences between Docker and Podman are
negligible in most use cases, and both adhere to OCI
standards for cross-compatibility ©® 3. Nonetheless, the
differences in approach can substantially impact workflows,
from CI/CD integration to HPC multi-user cluster
management.

8.2 Recommendations for practitioners

1. Evaluate security requirements: If your organization
faces strict compliance mandates (finance, healthcare,
government), Podman’s rootless architecture and
reduced attack surface can be compelling. However,
carefully assess the additional overhead required for
logging, monitoring, and toolchain integration.

2. Leverage ecosystem maturity: Teams deeply ingrained
in Docker-based pipelines, or those requiring specialized
Docker ecosystem plugins, may find it more pragmatic
to remain with Docker. A transitional strategy can be
devised if the need for rootless security grows.

3. Conduct pilot projects: Before a large-scale switch, set
up a pilot environment to test Podman or a hybrid
approach. Evaluate the feasibility of rewriting scripts,
adapting CI/ICD  systems, and reconfiguring
orchestration.

4., Adopt OCI-compliant workflows: Whether you
choose Docker or Podman, adhering to OCI-compliant
images and runtime specifications ensures maximum
flexibility in moving between container engines or
orchestrators like Kubernetes.

5. Implement Continuous Security Scans: Regardless of the
engine, integrate vulnerability scanning and image
signing into the CI/CD pipeline to mitigate supply chain
risks.

8.3 Concluding Remarks

The dynamic nature of container technologies continues to
push boundaries around software delivery, resource
efficiency, and security. Docker’s legacy and thriving
ecosystem have solidified its position as a go-to container
solution, especially in greenfield projects requiring
straightforward setups. Podman’s daemonless, rootless
design redefines container security and reliability, catering to
organizations that prioritize strong isolation and minimal
attack surfaces. The choice between Docker and Podman is
far from binary; many organizations adopt a hybrid approach,
using Docker’s established tooling in tandem with Podman’s
advanced security capabilities where needed.

Looking ahead, we anticipate further convergence between
Docker and Podman capabilities, with ongoing developments
in user namespaces, networking abstractions, and
orchestration standards. For organizations seeking optimal
container strategies, rigorous evaluation of architectural
demands, ecosystem needs, and security constraints remains
paramount. By adopting the best of both worlds and
continuously monitoring emerging innovations, teams can
build containerized systems that are agile, robust, and secure.
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