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1. Introduction

In microservice architecture today, syncing discrepancies between User Interface (Ul) and back-end APl Application
Programming Interface (API) is next to impossible. As long as back-end systems return the intended JSON output, the data
shown on the Ul is potentially stale and imprecise. This is JSON drift. This may refer also to client rendering sync timing
mechanism, caching policies, transformation layers and so on. This all costs a company like Charter Communications with
lasting inefficiencies in operations and risk of losing customer trust. This paper will elaborate on solution framework that
provides a systematic way to correct discrepancies in a synchronized approach. The process is simply taking the DOM state with
Selenium WebDriver while using the same API payload from the source of truth at the same time. This double-pronged approach
that is embedded into our nightly regression suites allows us to catch synchronization errors well before we would run any tests.
This decreased amount of analysis removed and the overall assurance we have with releases is increased.

2. Background and Rationale

Ul - API data mismatch occurs because modern web applications have decoupled architecture design. The front-end uses
complex technologies like asynchronous data loading and heavy client-side caching to improve user experience. These
enhancements can work, but they do create a time delay, from the state of the data represented by the backend to the DOM state
it is displayed in. Current testing approaches operate in a siloed approach, so they cannot verify the above with confidence. Ul
tests can only verify that the DOM state is correct, but don't verify that the data that originated the state is correct. API tests can
verify that the backend business logic and data definitions are correct by the specification or agreement, but cannot ensure the
value is represented properly in the DOM. Validating those two approaches, separately is not practical. Validating them both is
moreover possible with both an automated, synchronized approach. Thus, we can argue that the only way we would ever know
data is consistent, all the way down the stack, from service to presentation would be via.
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3. The Discrepancy Resolution Framework: Architecture
and Core Components

The core consists of three interlocking building blocks. The
first block (3rd) is Ul State Capture, which we utilize a
selenium-WebDriver to bind our Ul expectations and
automation on the front end in the app. Ul State Capture, the
automation for creating an automation sequence, is somewhat
different then Ul State Capture from the User in application
of design. Ul State Capture captures a specific DOM element,
“locates”, uses a specified locator, and captures the displayed
value (text, attributes, states, etc) and image at user
determinable moments in time.

The 2nd building block, API Payload Copying, produces
verification along with interaction with the user interface.
The automation logic does this by getting to the correct REST
API endpoint that would have returned back the data that is

being displayed in the ui-component being tested, the logic
verification gets the raw source of the json file at the service
tie [,

The last and most important component is Sync-Check Logic.
This logic acts as the comparison engine that performs a
systematic, field by field, comparison of the Ul captured data
and the JSON payload data retrieved. The Sync-Check Logic
is architected to account for the needed data formatting (ex.
converting epoch to regular readable dates on the Ul). The
logic also includes configurable thresholds for acceptance to
mitigate small acceptable variances (e.g. constantly updated
timestamps or calculated values). Depending on your context,
this comparison engine knows when to ignore real data sync
defects and undesirable but expected variances and the
system will only flag the problematic data for inspection [,
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Fig 2: Automation Testing

4. Integration into the CI/CD Pipeline

The framework operates seamlessly through an embed into
your existing Continuous Integration & Continuous Delivery
(C1/CD) pipeline in Jenkins. The validation checks are not
intended to serve as tests; they are defined to their own step
in the nightly regression test suite. The Jenkins pipeline is
triggering jobs defined to run based on a schedule to provide
consistent automated runs. In order to provide runs for test
cases for test levels in deployment, the test suite is highly
parameterized [, So, the same test-case definition can run in
some form of environment, either development, QA, or

staging by just inputting in the build parameters the URL,
user id/password for each environment. This does genuinely
mean UI-API validation is the automated and unquestionable
quality gate in the software pipeline. It gives real time and
continuous feedback around the accuracy of the data you are
testing and enhances the resilience of builds so ultimately you
know that sync variance will never go to Production. This
framework in CI/CD is not just some tool or tool, but has been
intentionally developed as a part of the organizations DevOps
maturity model with standards of the quality coded [,
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5. Scalability and Cloud-Based Execution References
The framework has been designed for scalability and cloud 1. Alonso JC, Martin-Lopez A, Segura S, Garcia JM, Ruiz-

technologies so it has provided incredible test invoking and
while providing no affect to run-times. The primary intent of
the framework is to invoke tests concurrently as perhaps

realistically as possible with a grid of distributed browser 2.

nodes. Among other things, you can use Selenium Grid with
containers so tests are actually truly running concurrently
with unending matrix of browser
combinations Cloud test execution provides amazing
elasticity on running tests to provision or de provision

resources, as appropriate, to the linear regression suite in peak 4.

times of regression testing. This on demand resource
provisioning for cloud tests gives the ability to ramp
resources up or down based on the financial implications.

6. Automated Reporting and Discrepancy Analysis

Where the framework brings a lot of value is in the automated 5.

reports and analysis functionalities, and exactly for defect
resolution. In the case of Ul vs API discrepancies, the
framework generates an evidence report on its own, beyond
the normal pass/fail report, it is an evidence-based report with
a full diagnostics package including for each fail. The

diagnostics package includes a screen capture of the user 6.

interface, and the exact validation failure point, the value
copied from the DOM element and the raw JSON payload
that was returned from the API. Each of these individualized
reports are directly linked from the build results of Cl and can

easily be automated into a defect management tool or 7.

collaborative tool. This ultimately gets immediately scoped
visibility to appropriate engineering teams without needing
manual communications; and creates a unassailable audit trail
for every defect that was raised [61.

7. Conclusion

In conclusion, the resolution framework for JSON & Ul
inconsistency delivers further validation for distributed
applications already out in the wild. The framework offers a
higher level of test consistency, zero defect detection time by
legally comparing from front end to canonical back-end data,
while your benefits are even more simplistic; zero time in
manual check, lower false positives with justification
comparison logic, and new found audacity with every release
of your software. An integrity of state data, a stable back-end
to Ul relationship will be an eventual goal of any quality
program even with released software.
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