
International Journal of Multidisciplinary Research and Growth Evaluation www.allmultidisciplinaryjournal.com  

 
    533 | P a g e  

 

 

 
Implementation of Caesar Cipher Encryption Using Python Programming Language 
  

Olanrewaju, Babatunde Seyi 1*, Oghene Freddinnand Best 2, Akilo, Babalola Eyitemi 3 
1-3 Department of Computer Science, Wellspring University, Benin City, Edo State, Nigeria 

 

* Corresponding Author: Olanrewaju, Babatunde Seyi 

 

 

 

Article Info 

 

ISSN (online): 2582-7138 

Volume: 05  

Issue: 05 

September-October 2024 

Received: 22-07-2024  

Accepted: 26-08-2024 

Page No: 533-539

Abstract 
Information security is a vital aspect of data communication that is of great concern 
while using computing devices. It is therefore not out of place in introducing 
cryptography at the early stage of the study of computer security. Many modern 
cryptographic methods are deeply rooted in mathematical principles and this makes it 
a little difficult to comprehend by some students who are deficient in mathematics in 
learning cryptography. An example of a simple and foremost technique used in 
cryptography is the Caesar cipher substitution method. This method is considered very 
weak in this modern day of quantum computing whereby the cipher text could be 
easily be deciphered. However, introducing cryptography principles using the Caesar 
cipher method would likely spur the interest of learners interested in computer security 
because of its simplicity. This paper was aimed at providing an easy approach to 
learning cryptographic principles at the introductory stage using the Caesar cipher 
encryption technique. An easy to comprehend algorithm was developed and 
implemented in Python programming language. The result produced the cipher text of 
the plain text encrypted. Also, a brute force attack was used to decipher the cipher text 
to expose the weakness of the method. This result would make learners to have an 
increased interest in modern cryptographic techniques. 
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1. Introduction 

Communication is a vital aspect of human existence whereby messages are sent to the desired recipients in different forms [1]. 

Communication, especially in verbal or written form will be desired to be made private for different reasons, either positive or 

negative [2]. Information communication technologies have been adopted to limit the barriers that could impede successful and 

securely transmitted messages. The means of using information technologies to transmit messages whether verbal or written, 

could be compromised to retrieve secret messages.  

In social or organisational media networks or platforms where information sharing is the basis of such networks, there may be a 

need to send a confidential message to only one or a group of recipients. To ensure data or information privacy in such an 

environment, there is a need to put measures in place to provide every means of confidentiality of private data [3, 4]. There are 

several measures put in place to guarantee data confidentiality; a popular approach is data encryption. The changing of the textual 

format or representation of data is generally known as data encryption. Data encryption is a cryptographic principle whereby a 

proven mathematical concept is used to transform a message into a non-readable format [5]. 

Anyone who desires to practice network security must have adequate knowledge of cryptography. In learning cryptography, an 

in-depth knowledge of mathematics is required. According to [6], knowing certain basic mathematical concepts would aid the 

understanding of cryptography. Mathematical concepts like counting techniques, permutations, plotting a curve, raising a 

number to a power, modular arithmetic, and congruence would be needed. Introducing these complex mathematical concepts at 

the onset of studying cryptography to those who are not well-grounded in mathematics, could frustrate their ambitions.  

 

https://doi.org/10.54660/.IJMRGE.2024.5.5.533-539


International Journal of Multidisciplinary Research and Growth Evaluation www.allmultidisciplinaryjournal.com  

 
    534 | P a g e  

 

This paper presented the implementation of a simple 

cryptographic technique in a way to stimulate interest in the 

study of cryptography.  

 

2. Literature review 

According to [5] and [7], the most widely known encryption 

technique in cryptography is Caesar Cipher. In Caesar's 

cipher, characters of plaintext are replaced with a fixed 

number of locations down the alphabet [8]. It is also called 

‘shift cipher’. This method was used by Julius Caesar to 

communicate with his generals and it works only on shifting 

of characters based on the key value [9]. Julius Caesar used 

shift cipher with a constant left shift of three (3) as shown in 

Table 1 to encrypt important military messages during the 

war [10].

 
Table 1: Julius Caesar’s Shift Cipher with Shift 3 

 

 
 

The Caesar Cipher is an ancient and widely used cipher that 

is easy to encrypt and decrypt. It works by shifting the letters 

of the alphabet over to create an entirely new alphabet [11]. 

For example, to implement Caesar cipher using a key shift of 

one (1), the plaintext and the corresponding ciphertext will be 

as shown in Figure 1. 

 

 

 
 

Fig 1: Caesar Cipher with Key 1 

 

From the above figure, the plaintext ‘HELLO WORLD’ will 

be encrypted as ‘IFMMP XPSME’ as shown in Figure 2 

below. 

 
 

Fig 2: Plaintext and the Corresponding Ciphertext using Caesar 

Cipher with Key 1 

 

If different shift key is used, the same plaintext will be 

encrypted to produce different ciphertext. As an illustration, 

if the same ‘HELLO WORLD’ is to be encrypted with a shift 

key of 12, the ciphertext that will be produced as shown in 

Figure below will be different from the one produced with a 

key shift of 1 in Figure 2.

 

 
 

Fig 3: Plaintext and the Corresponding Ciphertext using Caesar Cipher with Key 12 

 

This Caesar substitution cipher is very weak because if the 

quantity of displacement is known, privacy is no longer 

achievable. Without the knowledge of the displacement, the 

plaintext could still be discovered very easily because the 

quantity of possible cipher solutions is only 25. The issues 

identified in this system are: 

1. It is more prone to attacks because the key ranges 

between 1 to 26. Brute force attackers try all the 

conceivable combinations of keys and gets the message 

in a very easy way. So, the key should be more and more 

complex to create hindrance in brute force attacks. 

2. Too simple and easy to decrypt by an unauthorized user. 

It can be easily hacked. It means the message encrypted 

by this method can be easily decrypted. The pattern of 

letters provides a clue to the hacker about the possible 

cipher shift [12]. 

3. Provides the minimum layer of security. If the number of 

possible keys in any encryption system is not large 

enough, an attacker could attempt every one of the likely 

keys and guess right with little effort in a few trials [13]. 

This would make the system not to be properly 

secured. The Caesar-cipher encryption system is based 
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only on a shift in keys and in this modern computing this 

is not too difficult because there is no additional layer of 

security to the system. 

 

3. Methodology 

An algorithm of the Caesar cipher encryption technique as 

represented by a flowchart is shown in Figure 4. In the 

flowchart, the message to be encrypted is written and a shift 

key to be used is defined. The system then picks each of the 

characters in the message, and checks if it is an alphabet, if 

yes it will be converted to upper case otherwise, it will be 

added directly to the encrypted message. The characters are 

converted to upper cases to avoid errors in the representation 

of characters in different cases using ASCII codes. In other 

words, both the encrypted and the resultant decrypted 

message are represented in upper cases. 

The character in the message that has been converted to 

ASCII code is added to the already defined shift key to 

produce a new character in ASCII code. A test is performed 

on the new ASCII code to ensure that it is within the range of 

recognised ASCII codes for alphabets. If the new ASCII code 

is greater than 90 which is the code for the last alphabet ‘Z’, 

26 which is the range of the alphabet will be subtracted from 

it to get a code within the range of the alphabet. If the code is 

less than 65 which is the code for the first alphabet ‘A’, 26 is 

added to the new code. The new character code after the 

addition or subtraction of 26 as the case may be applied is 

then converted to character in which now represents the 

encrypted message.

 

 
 

Fig 4: Flowchart for Caesar Cipher Encryption Method 
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The Caesar cipher encryption method was implemented in 

Python Programming language using the ASCII table. The 

Python code is presented below.

 

 
 

 
 

The internal coding system of the computer is capable of 

representing the letters of the alphabet. Different sets of bit 

patterns have been designed to represent text symbols. Each 

set is called a code, and the process of representing symbols 

is called coding. The American National Standards Institute 

(ANSI) developed a code known as the American Standard 

Code for Information Interchange (ASCII). The ASCII codes 

for the letters of the alphabet in upper case are shown in Table 

2.
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Table 2: ASCII Codes for Alphabet in Upper Cases 
 

 
 

4. Result discussion 

The Caesar cipher and the enhanced encryption methods 

were implemented and run from the console of the Python 

programming language’s Integrated Development 

Environment (IDE). To perform encryption, the system asks 

the user to enter the message to be encrypted thereafter, the 

desired shift to be used for the Caesar cipher encryption is 

entered. Figure 5 shows the Caesar cipher encryption of the 

message “I want you to come to my party on the second of 

November.”. The encryption was done using a key shift of 

“12” resulting in the cipher text “U IMZF KAG FA OAYQ FA 

YK BMDFK AZ FTQ EQOAZP AR ZAHQYNQD.”

 

 
 

Fig 5: Caesar Cipher Encryption of Plain Text 

 

To perform the decryption of the cipher text for Caesar cipher 

encryption, the same application was used. The cipher text 

was entered as a message to be decrypted and the negation of 

the shift key used to encrypt was entered to decipher the 

cipher text. 

Figure 6 shows the decryption of the cipher text “U IMZF 

KAG FA OAYQ FA YK BMDFK AZ FTQ EQOAZP AR 

ZAHQYNQD.” produced from the encryption process 

performed earlier. The deciphering was achieved by using “-

12” as the shift key that represents the reverse of the 

encryption operation. The plain text was recovered as “I 

WANT YOU TO COME TO MY PARTY ON THE SECOND 

OF NOVEMBER.”

 

 
 

Fig 6: Caesar Cipher Decryption of Cipher Text 
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Using the cipher text generated from the plain text encrypted 

earlier in Figure 5, Table 3 shows the brute force attempts 

using all the possible shift keys. From the table, it is shown 

that trying the correct shift key (-12) will reveal the plain text. 

This shows the weakness of the Caesar cipher encryption 

technique.

 
Table 3: Brute Force Attack on Caesar Cipher Encryption Technique 

 

 
 

5. Conclusion 

There is sometimes a need to ensure some kinds of 

information are received only by the intended recipients. This 

need involves data encryption for transforming a written 

message to a non-readable format. This principle known as 

cryptography is an important aspect of information security. 

This paper aims to stimulate a desire to study cryptography 

by presenting its implementation in the simplest possible 

way. The paper hides the complexities of mathematical 

concepts needed to develop a very strong cryptographic 

system. This research used a simple Programming language 

to implement a simple encryption technique called Caesar 

cipher. The result shows how messages could be encrypted 

and decrypted. The weakness of the Caesar cipher was 

demonstrated by applying a brute-force attack. The result is 

to show that stronger mechanisms are needed if information 

security is highly desired. Therefore, whosoever aspires to be 

a network administrator needs to have a good knowledge of 

mathematics. When such concepts are presented there will 

still be interest in the study of cryptography while using 

complex mathematical principles. 
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