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1. Introduction

1.1. Importance of Automation in Energy Industries: Introduction to the increasing role of automation in improving
operational efficiency and safety in oil, gas, and renewable energy sectors.

The increasing integration of automation in the energy industries, particularly in oil, gas, and renewable energy sectors, marks a
pivotal shift toward enhancing operational efficiency and ensuring worker safety. Automation, defined as the application of
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technology to perform tasks with minimal human
intervention, is transforming these industries by optimizing
processes, reducing costs, and mitigating workplace hazards.
The complexity and hazardous nature of energy production
and distribution  have  necessitated  technological
advancements, making automation not only a strategic asset
but also a safety imperative.

In oil and gas, automation technologies such as robotic
drilling systems, autonomous underwater vehicles, and
digital twins have significantly reduced human exposure to
high-risk environments, including offshore rigs and deep-sea
explorations. These advancements enable precise operations
in extreme conditions, thereby reducing accidents caused by
human error. Similarly, the renewable energy sector has
embraced automation to enhance efficiency in solar and wind
energy production, with automated monitoring systems
improving the reliability and safety of photovoltaic plants and
wind turbines.

Despite its transformative potential, the implementation of
automation introduces challenges that require careful
consideration. One significant issue is the displacement of
skilled labor, leading to workforce disruptions. Furthermore,
the reliance on complex automated systems increases
vulnerabilities to cybersecurity threats and system failures,
which can pose risks to both operations and worker safety.
Addressing these challenges necessitates a balanced
approach that integrates robust safety protocols, continuous
worker training, and advanced cybersecurity measures to
ensure that automation fulfills its potential as a catalyst for
progress.

The role of automation in renewable energy is particularly
critical in achieving global sustainability goals. The
integration of artificial intelligence and machine learning in
energy management systems allows for real-time data
analysis, optimizing energy production and consumption
patterns. For instance, smart grids leverage artificial
intelligence to enhance energy distribution efficiency,
reducing wastage and ensuring uninterrupted supply. Such
innovations underscore the importance of automation in
driving the transition to cleaner energy sources while
maintaining high safety standards for workers and
infrastructure.

The interrelation between automation and safety in these
industries is further emphasized by regulatory frameworks
and industry standards that promote safe automation
practices.  Organizations are increasingly adopting
international standards for occupational health and safety
management to guide the integration of automation
technologies. These frameworks ensure that automation not
only improves operational efficiency but also aligns with
ethical and safety considerations, protecting both human and
environmental well-being.

Automation represents a cornerstone of innovation in the
energy industries, offering immense benefits in operational
efficiency and safety. However, its successful
implementation requires a nuanced approach that addresses
associated risks and challenges. By fostering collaboration
between industry stakeholders, regulatory bodies, and
technological innovators, the oil, gas, and renewable energy
sectors can harness the full potential of automation to drive
progress while safeguarding the workforce. This paper
underscores the critical need for strategic planning and
policy-making to ensure that automation remains a tool for
sustainable development and safety enhancement in the
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1.2. Objectives of the Review

The primary objective of this review is to systematically
evaluate the increasing application of automation in
enhancing worker safety across oil, gas, and renewable
energy industries. This entails assessing the effectiveness of
automation technologies in mitigating occupational hazards,
improving operational efficiency, and supporting the
transition to sustainable energy production. Furthermore, the
review aims to identify the risks and challenges associated
with automation, such as cybersecurity vulnerabilities,
technological failures, and workforce displacement, while
proposing strategies to address these concerns within the
framework of industry best practices.

The review seeks to provide a comprehensive understanding
of how automation minimizes exposure to high-risk tasks,
thereby reducing the likelihood of workplace accidents. In
industries like oil and gas, where operations often involve
hazardous environments such as offshore platforms and
drilling rigs, the deployment of robotic systems and remote-
controlled machinery has been pivotal in safeguarding
workers. Similarly, in renewable energy sectors, automated
monitoring systems have enhanced the safety and reliability
of solar and wind energy production processes, particularly
during installation and maintenance activities.

An additional objective is to examine the alignment of
automation with regulatory and safety standards, ensuring
that technological advancements adhere to global
occupational health protocols. The review highlights the role
of international frameworks in fostering a culture of safety,
particularly in high-risk sectors, while emphasizing the
importance of regular assessments to address emerging
threats posed by advanced technologies.

To achieve these objectives, the review adopts a
multidisciplinary approach, incorporating insights from
engineering, environmental science, and occupational health
studies. By synthesizing findings from diverse fields, this
study aims to provide actionable recommendations for
policymakers, industry leaders, and safety professionals. This
will ensure that automation is harnessed not only as a tool for
operational efficiency but also as a cornerstone for advancing
worker safety and well-being in energy industries.

The objectives of this review are aligned with the overarching
goal of fostering innovation while maintaining rigorous
safety standards. By exploring the interplay between
automation and worker safety, the review aims to bridge the
gap between technological advancement and practical
implementation in real-world scenarios. This alignment is
critical in ensuring that automation continues to serve as a
driving force for progress in the energy sector while
safeguarding human lives and promoting sustainable
practices.

1.3. Clarification of the review’s aims and scope, focusing
on evaluating the safety benefits of automation while
addressing potential risks and their mitigation

Automation has become an integral part of modern industries
and systems, promising unparalleled benefits in efficiency
and safety. However, its adoption raises significant questions
about the balance between its safety advantages and the
potential risks it introduces. This review aims to examine the
safety benefits of automation, identify the associated risks,
and explore strategies for their mitigation. By evaluating
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recent advancements and practical implementations, the
discussion underscores how automation can be both a boon
and a challenge in safety-critical domains.

The promise of automation lies in its ability to enhance
operational safety by minimizing human error, performing
hazardous tasks, and maintaining system stability under
challenging conditions. For instance, automation systems,
such as adaptive automation frameworks, have been designed
to assist human operators in critical scenarios, thus reducing
the likelihood of accidents arising from human oversight or
fatigue (Inagaki & Itoh, 2007) (31, Similarly, frameworks like
SafetyOps have emerged, integrating advanced practices to
ensure the safety lifecycle of autonomous systems, thereby
mitigating risks through real-time interventions (Siddique,
2020) 1221,

Despite these advantages, automation is not devoid of
challenges. One critical issue is the phenomenon of risk
compensation, where individuals may engage in riskier
behavior due to over-reliance on automation, potentially
offsetting its intended safety benefits (ltoh, Sakami &
Tanaka, 2000) 1. Additionally, the integration of safety
mechanisms such as Safety Integrity Levels (SIL) has shown
to reduce fatal risks in automated processes, yet these systems
must contend with the unpredictability of human-automation
interactions and the potential for systemic failures.

The implementation of automation systems often requires a
delicate balance between maximizing reliability and
minimizing risks. For example, industrial safety standards
such as IEC 61508 provide guidelines for enhancing the
safety of programmable control systems, which are essential
for maintaining high safety integrity levels in complex
industrial setups (Krosigk, 2000) €1, However, the challenge
lies in unifying these standards across industries to ensure
consistent safety benchmarks, as observed in comparative
studies of Performance Level (PL) and SIL (Ciucias,
Nowakowski & Pietruszczak, 2019) ['1.

Moreover, as automation systems become increasingly
sophisticated, new frameworks are being developed to
dynamically adapt to evolving operational environments. The
integrati learning and real-time monitoring systems has
proven effective in managing safety risks, more proactive
approach to addressing potential failures (McDermid, Jia &
Habli, 2019) 21, However, these advancements also bring
about concerns related to cybersecurity and the vulnerability
of automated systems to external threats, underscoring the
need for robust intrusion detection mechanisms (Schuster &
Paul, 2012) (391,

While automation presents remarkable opportunities for
enhancing safety in various domains, its adoption must be
accompanied by a thorough understanding of its limitations
and risks. By leveraging advanced technologies, adhering to
stringent safety standards, and fostering human-machine
synergy, the potential risks associated with automation can be
mitigated. This review seeks to provide a nuanced
perspective on these dynamics, contributing to the broader
discourse on the safe and effective implementation of
automation in critical systems.

1.4. Current Challenges in Worker Safety and
Automation: Discussion of challenges such as ensuring
workforce adaptability, managing new risks from
automation, and balancing human and machine integration in
hazardous environments

The integration of automation into workplace safety presents
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a paradox. On the one hand, it has revolutionized industries
by enhancing efficiency and mitigating traditional risks. On
the other hand, it introduces new challenges that demand
strategic management to ensure workforce adaptability, risk
control, and seamless integration between human and
machine in hazardous environments. This review explores
these challenges, emphasizing the pressing need for adaptive
safety measures and collaborative systems.

Automation underpins the promise of reducing worker
exposure to dangerous tasks by streamlining operations.
However, this shift brings with it psychosocial stresses due to
changing roles and responsibilities, particularly in Industry
4.0. The evolving nature of work necessitates continuous
training and reassessment of occupational safety frameworks
to equip workers with the skills needed to navigate automated
systems effectively.

The challenge of managing risks introduced by automation is
further compounded by the need for robust safety
mechanisms. The reliance on automated machine guarding
systems underscores the importance of implementing
protective measures from the onset of automation processes.
Similarly, advancements in tools like Safety Integrity Levels
(SIL) and real-time monitoring systems have been pivotal in
mitigating risks but require a high degree of precision and
constant oversight to maintain efficacy.

Balancing human and machine integration in hazardous
settings involves addressing ergonomic and cognitive risks.
Risks associated with autonomous maintenance, where
untrained operators take on tasks traditionally performed by
skilled personnel, expose them to potential hazards. This shift
necessitates not only technical training but also the
development of comprehensive risk identification and
mitigation strategies.

Furthermore, automation does not eliminate all risks; it
transforms them. Workers face indirect risks associated with
new technologies, such as data-driven safety solutions.
Integrating safety management systems that evolve with the
lifecycle of technical devices in high-risk industries is
critical. ~ Similarly, loT-based solutions, like those
implemented in safety helmets for construction sites, aim to
proactively alert workers to potential dangers but rely heavily
on the accuracy and timeliness of data.

Worker adaptability remains a critical concern. Robotic
systems reduce traditional risks but also introduce novel
threats, requiring workers to adapt rapidly to unfamiliar
technologies. This adaptation often hinges on comprehensive
safety training programs and a supportive organizational
culture that prioritizes safety. Hierarchical workplace
structures can impede active worker participation in safety
programs, highlighting the importance of collaborative
approaches in accident prevention.

The intersection of worker safety and automation presents a
complex landscape of opportunities and challenges. While
automation promises to revolutionize safety protocols, it
necessitates an equally robust framework for risk
management and worker adaptation. By fostering
collaboration between humans and machines and investing in
advanced safety technologies, organizations can navigate this
transition effectively, ensuring a safer and more adaptable
workforce.

2. Literature Review

2.1. Overview of Automation Technologies in Energy
Industries: Exploration of automation technologies
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commonly used in oil, gas, and renewable energy industries,
such as robotics, 10T systems, autonomous vehicles, and Al-
powered monitoring systems.

The energy industry has witnessed a significant
transformation with the advent of automation technologies
that enhance efficiency, reduce environmental impact, and
ensure operational safety. In the oil, gas, and renewable
energy sectors, tools such as robotics, loT systems,
autonomous vehicles, and Al-powered monitoring systems
play pivotal roles. This literature review provides an in-depth
examination of these technologies, emphasizing their
applications and contributions to advancing energy
industries.

Robotic systems are increasingly used in hazardous
environments to perform tasks that would otherwise pose
significant risks to human workers. For example, robotics can
be deployed for pipeline inspections, reducing the likelihood
of accidents and ensuring continuous monitoring of system
integrity. Their precision and ability to function in extreme
conditions make them indispensable in offshore oil platforms
and remote renewable energy facilities. The adoption of
autonomous robotic technologies has not only improved
safety but has also enhanced the efficiency of routine and
emergency operations, a critical aspect in managing complex
energy infrastructures (Panevnik, 2021).

The integration of loT systems into the energy sector has
revolutionized real-time monitoring and data analysis. These
systems enable the seamless connection of equipment,
sensors, and control units, fostering a comprehensive
understanding of operational dynamics. In oil and gas
production, 10T technologies facilitate  predictive
maintenance, minimizing downtime and optimizing resource
utilization. Similarly, in renewable energy sectors like solar
and wind power, 10T systems monitor energy generation and
grid integration, ensuring efficiency and stability in energy
distribution (Cimino et al., 2015; Kryukov, 2016) (& 201,
Autonomous vehicles are another critical innovation in
energy industries. They are employed for material transport
in oil fields and renewable energy installations, where terrain
and environmental conditions pose logistical challenges. By
reducing reliance on manual operations, these vehicles
enhance safety and operational efficiency. Their application
in offshore wind farms, for example, underscores their
versatility in addressing the unique challenges of renewable
energy generation (Sheludko et al., 2018) 31,

Al-powered monitoring systems are at the forefront of
automation technologies in the energy industry. These
systems leverage machine learning algorithms to analyze vast
datasets, predict failures, and optimize processes. In the oil
and gas sector, Al facilitates reservoir management, drilling
optimization, and environmental impact assessments. For
renewable energy, Al algorithms optimize energy storage and
distribution, balancing supply and demand while reducing
waste. These systems exemplify the integration of advanced
computational techniques to address the complexities of
energy production and consumption (Smith, 2016) 31,
Hybrid energy solutions exemplify the role of automation
technologies in integrating traditional and renewable energy
sources. The use of photovoltaic (PV) systems alongside
diesel generators in oil fields highlights the industry's shift
toward sustainable practices. Studies demonstrate that hybrid
systems not only reduce operational costs but also
significantly cut greenhouse gas emissions, showcasing their
environmental and economic benefits (El-Yamany et al.,
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2021) [,

In the renewable energy domain, automation technologies
have enabled the deployment of advanced control systems for
solar and wind energy farms. These systems ensure the
optimal alignment of solar panels and wind turbines,
maximizing energy capture. Additionally, Al-driven
analytics support grid management by predicting energy
demand and supply fluctuations, ensuring stability in power
distribution networks (Smith, 2016; Kryukov, 2016) 33 201,
The adoption of these technologies in the energy industry
underscores a commitment to innovation, efficiency, and
sustainability. As the sector continues to evolve, the
integration of robotics, 10T systems, autonomous vehicles,
and Al-powered monitoring will likely expand, driving
further advancements in energy production and management.

2.2. Benefits of Automation for Worker Safety: Analysis
of how automation reduces safety risks, such as exposure to
hazardous environments, repetitive stress injuries, and
fatigue-related incidents.

Automation has emerged as a transformative force in
improving workplace safety by significantly mitigating risks
associated with hazardous environments, repetitive stress
injuries, and fatigue-related incidents. This literature review
explores these benefits, emphasizing how automation
technologies enhance safety through innovation and
efficiency.

Automation  technologies, including robotics and
autonomous systems, reduce the need for human presence in
hazardous environments. For instance, robots can take over
tasks such as operating in toxic or high-temperature areas,
which traditionally posed severe health risks to workers.
These systems not only improve safety but also enhance
operational efficiency by performing tasks with greater
precision and consistency (Kaylo et al., 2023) 71, Similarly,
in roadside construction, automated traffic management and
machinery have been shown to reduce road worker fatalities
by over 30%, highlighting their efficacy in high-risk zones
(Bergquist et al., 2013) 2,

Another significant advantage of automation lies in
mitigating repetitive stress injuries. Repetitive tasks often
lead to musculoskeletal disorders, which are a major cause of
workplace absenteeism. Automation addresses this by taking
over such tasks, thereby reducing physical strain on workers.
For example, automated manufacturing systems are designed
to handle tasks like lifting, assembly, and material transport,
creating safer work environments while also increasing
productivity (Floyd, 2011) [1°. Furthermore, immersive
technologies, such as virtual reality (VR) simulators, enhance
employee training by providing risk-free environments for
practice, reducing errors and injuries caused by human
factors (Simonov, 2020).

Fatigue-related incidents, a prevalent safety issue, are also
effectively mitigated through automation. Fatigue can impair
decision-making and reaction times, leading to accidents.
Automated systems can operate continuously without
performance degradation, significantly lowering the risk of
incidents due to worker exhaustion. In manufacturing, for
instance, automation ensures consistent production quality
and reduces the physical and cognitive workload on
employees, thereby minimizing burnout and improving
morale (Sedore, 2023).

During the COVID-19 pandemic, automation played a
crucial role in maintaining workplace safety by reducing
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employee exposure to potential contagion. Automated
systems, including digitized and soft automation
configurations,  minimized human interaction in
manufacturing ~ environments,  demonstrating  their
adaptability in addressing emergent risks (Heredia et al.,
2022) M1, Moreover, smart technologies, such as the SAFE
helmet, exemplify how integrated sensors and autonomous
alerts can proactively enhance worker protection in industrial
settings (Altamura et al., 2019) (4,

While the benefits of automation for safety are well-
documented, it is essential to consider the challenges and
limitations associated with its implementation. Automation
can introduce new risks, such as over-reliance on systems or
the potential for technical failures. Thus, a balanced approach
that includes comprehensive safety assessments and human
oversight is necessary to maximize the benefits of these
technologies while mitigating potential drawbacks (Oglesby
etal., 2014) 7],

Automation significantly enhances worker safety by reducing
exposure to hazardous environments, preventing repetitive
stress injuries, and addressing fatigue-related risks. Through
advancements in robotics, immersive training technologies,
and integrated safety systems, automation continues to
reshape workplace safety. However, the integration of
automation must be accompanied by robust risk management
strategies to ensure its effectiveness and reliability in diverse
industrial contexts.

2.3. Risks Associated with Automation in Energy
Industries: Examination of risks, including over-reliance on
technology, cybersecurity  vulnerabilities,  workforce
displacement, and new safety hazards introduced by
automated systems.

The integration of automation technologies in the energy
industry has transformed operational efficiencies, safety, and
sustainability. However, this evolution introduces critical
risks that require careful examination, including over-
reliance on technology, cybersecurity vulnerabilities,
workforce displacement, and new safety hazards. This review
explores these dimensions, highlighting their implications for
energy industry stakeholders.

Over-reliance on technology represents a significant risk, as
increased dependence on automated systems can lead to
vulnerabilities when these systems fail or perform
unpredictably. Automation, while minimizing human
intervention, may lead to oversight errors or system failures.
For example, the integration of inverter drives in industrial
energy systems enhances efficiency but also introduces risks
of control failures and interference in operations (Leonowicz
& Lempart, 2012) 2, These risks necessitate robust
redundancy mechanisms and continuous system monitoring
to maintain operational integrity.

Cybersecurity vulnerabilities are among the most pressing
concerns in the automation of the energy sector. Automated
systems in energy grids are particularly susceptible to cyber-
attacks, such as False Data Injection (FDI) and Denial of
Service (DoS) attacks, which can compromise grid reliability
and cause widespread disruptions (Li et al., 2024). The
adoption of Distributed Energy Resources (DER) introduces
additional attack vectors due to the decentralized nature of
these systems, further complicating risk management
strategies (Kumar & Jayantilal, 2011) 4, Addressing these
threats requires the integration of advanced cybersecurity
measures, as emphasized by Kosmowski et al. (2022) 1€,
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who propose a business continuity management framework
to mitigate cyber risks effectively.

Workforce displacement poses another critical challenge
associated with automation. The introduction of Al and
robotics in the energy sector reduces the demand for certain
roles, leading to economic and social implications for
affected workers. This issue extends beyond the energy
sector, as highlighted by Trunina et al. (2023) 4, who discuss
the broader risks of job displacement due to Al technologies.
Ethical frameworks and policies are crucial to managing this
transition, ensuring that displaced workers are retrained for
roles that complement automated processes.

In addition to these systemic risks, new safety hazards
emerge with the deployment of automated systems. The
complexity of automation can introduce unanticipated
interactions between components, leading to accidents.
Furthermore, automation often requires specialized
knowledge for maintenance and troubleshooting, which can
exacerbate operational risks if adequately trained personnel
are unavailable. For instance, Kostyunina (2018) [
highlights the importance of data mining technologies for
analyzing and classifying cyber risks, underscoring the need
for skilled professionals to address these challenges.

The rapid integration of automation in energy industries calls
for a balanced approach that maximizes its benefits while
addressing associated risks. Comprehensive risk assessment
frameworks and robust cybersecurity protocols are essential
to safeguarding against technological vulnerabilities.
Additionally, workforce adaptability must be prioritized
through training programs and policy interventions to
mitigate the socioeconomic impacts of automation. By
acknowledging and addressing these risks, the energy sector
can navigate its automation journey effectively, ensuring
sustainable growth and resilience.

2.4. Role of Human-Machine Collaboration: Discussion of
the importance of balancing human oversight with
automation to maintain safety and adaptability in energy
operations.

The increasing reliance on automation within the energy
industry has highlighted the crucial need for effective human-
machine collaboration to maintain safety and adaptability.
This literature review explores the balance between
automation and human oversight, emphasizing its importance
in energy operations to ensure operational efficiency and
safety.

Human operators remain indispensable in the supervision of
complex energy systems, particularly in tasks requiring
adaptability and critical decision-making. As noted by
Meshakti  (2007) [, the interplay between human,
organizational, and technological subsystems is vital for
preventing catastrophic failures and maintaining reliability in
energy operations (Meshakti, 2007) 8, The evolving
relationship between humans and machines necessitates
novel safety concepts that integrate advanced technologies
such as 10T, Al, and ICT, promoting harmonious interactions
within industrial environments (Kanamaru & Ogihara, 2019)
(18 In high-risk tasks, such as high-voltage electrical
operations, collaborative robotic systems have shown
significant promise. These systems allow human operators to
manage operations remotely, minimizing direct exposure to
hazards while leveraging the precision and efficiency of
automation. Wang et al. (2023) 71 demonstrated that dual-
arm collaborative robots equipped with human-computer
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interaction interfaces not only enhance safety but also reduce
operational risks in energy environments (Wang et al., 2023)
B7], Similarly, the concept of “Symbiotic Safety,” as explored
by Ishigooka et al. (2022) [*4, involves the dynamic
adjustment of action plans and safety rules to optimize
collaboration between humans and machines, ensuring both
safety and efficiency (Ishigooka et al., 2022) 4],

Advanced human-machine interfaces are also transforming
the landscape of occupational safety. Real-time monitoring
systems that measure human cognitive states, such as EEG-
based systems, enable machines to adapt their behavior based
on the operator’s mental workload, thereby enhancing safety
in energy operations. These systems exemplify the synergy
between human adaptability and machine precision, a
cornerstone of effective collaboration.

The integration of automation has also necessitated
innovative safety protocols, particularly in collaborative
environments. Califano et al. (2022) B! introduced a task-
based safety protocol that uses energy constraints to
minimize collision risks in human-robot interactions,
demonstrating its efficacy in maintaining operational safety
in shared workspaces (Califano et al., 2022) Bl. Similarly,
Pini and Leali (2019) @° highlighted the importance of
computer-aided assessments to design safety
countermeasures in industrial applications, ensuring
compliance with rigorous safety standards (Pini & Leali,
2019) 291,

In collaborative manufacturing scenarios within Industry 4.0,
safety assurance has become a critical component of human-
machine collaboration. By integrating real-time safety
monitoring and adaptive control measures, systems can
address potential hazards proactively, sustaining safety
across all operational components (Bi et al., 2021). The role
of augmented reality (AR) technologies, such as ABB Ability
Augmented Field Procedures, further underscores the
importance of enhancing information exchange between
human operators and automated systems in ensuring
workplace safety.

Human-machine collaboration is indispensable in balancing
the benefits of automation with the necessity of human
oversight in energy operations. Through advanced interfaces,
adaptive safety protocols, and integrative technologies, this
collaboration fosters a safer and more adaptable operational
environment. The energy sector must continue to invest in
these synergistic approaches to harness the full potential of
automation while safeguarding human involvement.

2.5. Case Studies of Automation Impact on Worker
Safety: Review of specific case studies showcasing the
benefits and challenges of automation in improving worker
safety in oil, gas, and renewable energy operations.
Automation has significantly impacted worker safety in
energy industries, including oil, gas, and renewable energy
operations. Through various case studies, the benefits and
challenges of implementing automation in these sectors are
evident, highlighting real-world applications and their
implications for safety and operational efficiency.

One notable case involves implementing formal modeling to
improve safety and security in automated manufacturing
systems. This approach analyzed risk identification and
mitigation in these systems, providing valuable insights into
worker safety within energy industries. It underscored the
importance of using formal methods to address the inherent
risks associated with automation.
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In the oil and gas sector, automation has played a pivotal role
in managing safety for technical devices such as tanks,
boilers, and pipelines. The critical role of automation in
maintaining safety throughout the equipment's service life
has been demonstrated, illustrating its application in
hazardous environments. Automation has contributed to
reducing workplace risks by enhancing monitoring and
control systems.

The adoption of augmented reality (AR) technologies has
further enhanced occupational safety systems in energy
operations. AR's application in power plant settings has
improved risk assessment and employee protection. This
technology has demonstrated potential by providing workers
with real-time information, enhancing situational awareness,
and mitigating safety risks.

Automation has also been instrumental in designing
advanced safety management programs for energy sector
employees. Comprehensive safety management approaches
have addressed typical safety management challenges and
significantly improved worker safety by integrating risk
assessment and preventive measures.

In renewable energy, ergonomic assessments have been
integrated into automation strategies to enhance worker
safety and health. Evaluations of ergonomic factors have
provided biomechanical recommendations that reduced
worker complaints and optimized workplace conditions,
ensuring safety in automated energy operations.

Despite these advancements, automation in energy industries
presents challenges that require careful consideration. While
advanced technologies improve safety in manufacturing jobs,
they also introduce new risks for operators. The necessity of
safety engineering in designing automated systems has been
emphasized to safeguard workers effectively.

These case studies illustrate the transformative role of
automation in improving worker safety across oil, gas, and
renewable energy sectors. By integrating advanced
technologies such as AR, formal modeling, and ergonomic
assessments, automation has reduced workplace hazards and
enhanced operational efficiency. However, addressing the
challenges associated with automation, such as new safety
risks and the need for rigorous safety engineering, remains
critical to ensuring its long-term success in energy operations.

3. Benefits and Challenges

3.1. Benefits of Automation in Enhancing Safety:
Discussion of benefits such as reduced human exposure to
hazardous tasks, enhanced predictive maintenance, and
improved incident response times.

Automation plays a pivotal role in enhancing worker safety
within the energy sector, offering numerous advantages such
as reducing human exposure to hazardous tasks, enhancing
predictive maintenance, and improving incident response
times. These advancements not only safeguard employees but
also contribute to operational efficiency and reliability across
industries.

One of the primary benefits of automation is its ability to
minimize human involvement in hazardous environments.
By delegating dangerous tasks to machines, workers are
shielded from exposure to toxic substances, high
temperatures, and physically demanding conditions.
Electrical automation technologies employed in power plants
monitor equipment status and provide timely alerts for
operational issues, reducing the need for human intervention
in perilous scenarios. Such systems not only enhance safety
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but also ensure continuous monitoring and quick resolution
of potential problems.

Predictive maintenance, enabled by automation, has
significantly improved operational safety and efficiency.
Advanced systems utilize real-time data to predict equipment
failures and schedule maintenance proactively, thereby
preventing accidents and  minimizing  downtime.
Programmable logic controller (PLC) technology facilitates
the real-time monitoring of power equipment, enabling
efficient diagnostics and energy-saving measures while
maintaining a high standard of safety in energy operations.
Furthermore, predictive maintenance reduces the financial
and human costs associated with unexpected equipment
failures.

Automation also enhances incident response times by
leveraging advanced technologies to detect and address
safety concerns swiftly. Emergency automation systems are
designed to monitor power systems, process unsafe
conditions, and implement corrective actions
instantaneously. These systems ensure stability and safety in
critical energy operations by utilizing loT-enabled devices
for rapid data acquisition and response. Similarly, augmented
reality (AR) applications in safety protocols provide workers
with real-time visual cues, enabling them to react promptly to
potential hazards.

The implementation of automation in safety processes is
complemented by international standards and frameworks
that ensure compliance and operational consistency. The
adoption of safety-related control systems guided by global
frameworks has revolutionized the energy sector by
integrating programmable electronics into safety functions.
This evolution has greatly improved the safety integrity of
automated systems, ensuring that critical operations remain
within acceptable parameters.

Despite these benefits, the integration of automation
technologies must address challenges such as system
reliability and cybersecurity vulnerabilities. These challenges
underscore the importance of rigorous design and continuous
monitoring of automated systems to sustain their
effectiveness in enhancing safety. Nonetheless, the benefits
of automation in reducing exposure to hazards, enabling
predictive maintenance, and expediting incident responses
remain unparalleled in the energy sector.

3.2. Challenges in Implementing Automation for Safety:
Identification of challenges, including technological
integration costs, skill gaps in the workforce, and managing
the transition from manual to automated systems.

The integration of automation in industries, particularly
within the context of safety, holds substantial promise for
improving operations. However, it also presents significant
challenges, particularly regarding technological integration,
workforce adaptation, and the transition from traditional
manual systems. This section explores the complexities
involved in implementing automation for safety, highlighting
both the benefits and challenges associated with its adoption.
A central challenge in automation is the high cost of
technological integration. The expense of designing and
implementing automation systems can be formidable,
particularly for industries such as energy, where safety-
critical processes must be automated to mitigate risks. For
instance, in the Floating LNG (FLNG) 1 project, one of the
most ambitious and risky projects ever undertaken in recent
years, the integration of safety and automation systems was
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complex and costly. The project required a substantial
number of safety sensors and automation systems, far
exceeding the typical requirements for facilities of similar
size. Given the lack of reference for such projects, the FLNG
1 team had to develop and thoroughly appraise these systems
to ensure high safety integrity while maintaining the
operational availability of the facility (Dahlan, 2018) 8],
These high costs can deter companies from adopting
automation, especially in the early stages when the return on
investment (ROI) is not immediately apparent.

Another significant barrier to the successful implementation
of automation in safety is the skill gap in the workforce. As
automation systems become more complex, the workforce
must be trained to handle these advanced technologies
effectively. Many workers may not have the technical
expertise required to operate or maintain automated systems,
which can lead to a dependency on a smaller, more
specialized workforce. This issue is particularly pronounced
in industries such as oil and gas, where the transition to
automation requires not only new skills but also a
fundamental shift in how safety is perceived and managed.
As noted by Oglesby et al. (2014) ?7], the interaction between
human operators and automated systems must be carefully
considered to ensure that safety and efficiency are
maximized. Without adequate training, the workforce may
struggle to adapt, which could compromise both safety and
productivity.

The transition from manual to automated systems presents
additional challenges. Many industries, particularly those in
the energy sector, have long relied on manual systems and
processes. Moving from these traditional methods to
automated systems requires significant adjustments not only
in the technical infrastructure but also in organizational
culture. Resistance to change is common in such transitions,
as workers and managers may fear job displacement or feel
uncertain about the reliability of automated systems.
Furthermore, automated systems introduce new types of risks
that were previously unknown, creating a need for continuous
oversight and adaptation. For example, Huffman (2015) [*3]
explored the role of automation in improving process safety,
noting that while basic automation can enhance the ability to
maintain processes within acceptable limits, it also requires
new approaches to monitoring and intervention. The lack of
historical precedent for automated systems can make the
transition even more challenging, as teams must devise
entirely new strategies to address unforeseen risks.
Moreover, the integration of automation often leads to new
types of safety risks. While automation can reduce human
exposure to hazardous tasks, it also introduces complexities
in the systems that manage these tasks. Automation in
environments like oil and gas or renewable energy must
account for a wide range of factors, including the reliability
of sensors, the potential for system failure, and the possibility
of unforeseen interactions between automated components.
In the case of the FLNG 1 project, the unique combination of
marine, subsea, and process systems required that safety and
automation systems be designed to ensure high integrity
without compromising the operational availability of the
facility (Dahlan, 2018) [8], These considerations highlight the
importance of thoughtful system design to mitigate new risks
introduced by automation.

Despite these challenges, the integration of automation in
safety systems offers considerable benefits. Automation can
enhance predictive maintenance by using sensors and
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monitoring systems to detect early signs of equipment failure
before it results in catastrophic incidents. This capability not
only reduces the frequency of accidents but also improves the
overall efficiency of operations. Automation can also
drastically improve incident response times. Automated
systems can detect abnormalities more rapidly than human
operators, allowing for faster responses to emerging issues,
such as equipment malfunctions or hazardous conditions. By
reducing human error and improving the precision of
response mechanisms, automation contributes to safer and
more reliable operations across energy sectors (Vagas et al.,
2018) 13,

While the implementation of automation for safety in
industries such as energy presents a host of challenges,
including technological costs, workforce skill gaps, and the
transition from manual to automated systems, it also offers
substantial benefits. These benefits include improved
predictive maintenance, faster incident response times, and
enhanced safety by reducing human exposure to hazardous
tasks. However, overcoming the barriers to automation
requires careful planning, investment in workforce training,
and an ongoing commitment to system evaluation and
improvement. As industries continue to evolve, it will be
crucial to balance the benefits of automation with its
associated challenges to achieve the optimal level of safety.

3.3. Strategic Solutions for Balancing Risks and Benefits:
Insights into strategies to address challenges, such as
fostering workforce training, implementing fail-safe systems,
and adopting hybrid human-machine models.

Automation in safety-critical systems has brought significant
advancements in operational efficiency and risk mitigation.
However, balancing the risks and benefits of automation
necessitates strategic solutions, including workforce training,
fail-safe system implementation, and hybrid human-machine
models. These approaches ensure that the integration of
automation  enhances safety  without introducing
unmanageable risks.

Workforce training is a cornerstone of balancing
automation’s benefits with its inherent challenges. As
automation systems grow increasingly sophisticated, workers
must be equipped with the necessary skills to operate and
maintain these technologies effectively. Training programs
focused on technical and cognitive skills are crucial in
ensuring that human operators can collaborate with
automated systems. For instance, Cook et al. (2018) [
emphasize the importance of synergy between human
operators and machines, as over-reliance on automation can
lead to misunderstandings and potentially hazardous
situations. Training initiatives that address these challenges
can empower workers to utilize automation responsibly while
mitigating risks associated with human error (Cook et al.,
2018) 81,

Fail-safe systems are another critical component of effective
automation strategies. These systems are designed to
maintain safety even in the event of equipment failure or
human error. By integrating multiple layers of safety
controls, fail-safe mechanisms ensure that operations remain
within acceptable limits, preventing catastrophic incidents.
Huffman (2015) 12 discusses the role of sequential
automation in maintaining process safety, noting that
thoughtful system design can prevent conditions requiring
emergency interventions. The implementation of such
systems reduces the likelihood of accidents, ensuring that
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safety remains a priority even under
circumstances (Huffman, 2015) 12,

Adopting hybrid human-machine models further enhances
the balance between automation’s risks and benefits. These
models integrate human oversight with automated processes,
ensuring that critical decisions are informed by human
judgment while routine tasks are managed by machines.
Ishigooka et al. (2022) [ introduce the concept of
“Symbiotic Safety,” where action plans and safety rules
dynamically adapt to optimize collaboration between humans
and machines. This approach minimizes risks while
maintaining operational , particularly in autonomous
systems, where automated processes must comply with
stringent safety requirements. These frameworks enable
continuous evaluation and adaptation, ensuring that risks are
managed proactively (Machin et al., 2018) 54,

Balancing the risks and benefits of automation requires a
multifaceted approach that includes comprehensive
workforce training, robust fail-safe systems, and hybrid
human-machine models. By adopting these strategies,
industries can harness the advantages of automation while
mitigating potential risks, ensuring that safety and efficiency
coexist harmoniously.

challenging

4. Future Directions

4.1. Emerging Trends in Automation and Worker Safety:
Speculation on future trends, including Al-driven safety
analytics, enhanced machine learning algorithms for risk
prediction, and real-time safety monitoring through loT
integration.

Emerging trends in automation and worker safety are poised
to revolutionize industry practices through advanced
technologies such as Al-driven safety analytics, enhanced
machine learning algorithms for risk prediction, and real-time
safety monitoring facilitated by loT integration. These
innovations offer the potential to not only mitigate workplace
risks but also create more adaptive and resilient safety
systems.

Al-driven safety analytics represents a transformative
development in understanding and preventing workplace
accidents. Advanced systems analyze historical safety data to
identify patterns and predict potential risks before they
manifest. This predictive capability underscores the role of
Al in preemptively addressing safety concerns, thereby
enhancing decision-making processes in labor protection
management.

Enhanced machine learning algorithms further elevate risk
prediction capabilities by adapting to dynamic workplace
conditions. These systems utilize extensive datasets to refine
their understanding of safety risks and propose tailored
interventions. For example, deep learning models have been
integrated into factory safety monitoring systems to ensure
the proper usage of protective equipment, directly reducing
accident rates. Such systems exemplify how machine
learning can contribute to maintaining compliance with
safety protocols while fostering a culture of accountability.
IoT integration complements these advancements by
enabling real-time monitoring and communication across
safety-critical operations. 10T devices, equipped with sensors
and connectivity features, collect and transmit data on
environmental conditions, equipment status, and worker
behavior. The enhancement of systems with 10T technology
demonstrates how GPS tracking and biometric verification
can ensure adherence to safety protocols before commencing
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hazardous tasks. Such innovations mitigate human errors and
provide actionable insights into improving operational safety.
As these technologies mature, the synergy between Al,
machine learning, and 10T is expected to define the future of
worker safety. Analytical approaches, such as data mining to
assess occupational risks using injury safety indicators,
further emphasize the potential of data-driven insights to
enhance workplace safety. By integrating these
methodologies into comprehensive safety platforms,
industries can achieve real-time decision-making and
proactive risk management.

The future of automation and worker safety is centered on
leveraging advanced technologies to predict, monitor, and
mitigate risks dynamically. By adopting Al-driven analytics,
refining machine learning algorithms, and embracing 10T-
enabled systems, industries can foster safer working
environments and adapt to evolving safety challenges. These
trends hold the promise of reshaping safety standards and
setting new benchmarks for proactive risk management in
diverse industrial landscapes.

4.2. Opportunities for Safer Work Environments:
Exploration of opportunities to improve safety and
productivity by advancing automation technologies, fostering
industry collaboration, and enhancing regulatory frameworks
for automated operations.

The advancement of automation technologies presents
significant opportunities to improve safety and productivity
in industrial operations. By fostering industry collaboration
and enhancing regulatory frameworks, stakeholders can
address challenges and unlock the potential of automated
systems to create safer work environments.

Emerging automation technologies such as collaborative
robots (cobots) and safety-integrated systems play a crucial
role in advancing safety standards. Cobots, designed to work
alongside humans, require robust safety protocols and
compliance with industry standards to ensure their
effectiveness. These systems not only enhance productivity
but also mitigate risks in shared workspaces, emphasizing the
importance of continual refinement of safety measures. In
industrial automation, leveraging collaborative technologies
fosters innovation and reinforces the commitment to secure
and efficient operations.

Industry collaboration serves as a cornerstone for promoting
safer automation practices. Collaborative efforts across
sectors enable the sharing of expertise and the development
of best practices tailored to unique operational environments.
For instance, integrated management systems that combine
safety training and accessible educational resources have
demonstrated improved compliance with safety standards,
while fostering a culture of shared responsibility. Such
approaches highlight the value of partnership in driving
progress in workplace safety initiatives.

Regulatory frameworks also play a pivotal role in ensuring
the safe deployment of automation technologies. By
integrating updated safety standards, such as Safety Integrity
Level (SIL) protocols, regulatory bodies provide a structured
approach to addressing the complexities of automated
operations. These frameworks not only enforce compliance
but also encourage innovation by setting clear benchmarks
for system design and implementation. The alignment of
automation technologies with regulatory requirements
strengthens the foundation for secure industrial operations,
reducing risks associated with equipment failure or system
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vulnerabilities.

Further opportunities lie in the integration of digital
technologies into safety management. For example, the
adoption of 10T devices and Al-based systems enables real-
time monitoring and adaptive responses to dynamic industrial
conditions. By collecting and analyzing data on operational
hazards, these technologies facilitate predictive maintenance
and proactive risk management. Enhanced safety measures,
supported by such innovations, demonstrate the potential for
automation to transform traditional approaches to industrial
safety.

Advancing automation technologies, fostering industry
collaboration, and enhancing regulatory frameworks
collectively offer transformative opportunities to improve
safety and productivity. By embracing these strategies,
industries can create secure and efficient work environments,
paving the way for sustainable progress in automated
operations.

Conclusion

Automation has emerged as a pivotal force in reshaping
industrial safety, offering transformative benefits while
presenting unique challenges. Across various sectors,
automation has demonstrated its ability to enhance
operational safety by reducing human exposure to hazardous
tasks, enabling predictive maintenance, and improving
incident response times. These advancements have not only
safeguarded workers but have also contributed to greater
operational efficiency and reliability. However, the
integration of automation into safety-critical operations is not
without complexity, as it introduces new risks, including
over-reliance on technology, cybersecurity vulnerabilities,
and skill gaps within the workforce.

The research underscores the importance of strategic
solutions to balance the benefits and risks of automation.
Workforce training emerges as a critical factor in ensuring
that employees are equipped to handle advanced technologies
effectively. Comprehensive training programs enable
workers to adapt to the evolving demands of automation,
fostering a synergy between human expertise and machine
precision. Additionally, the implementation of fail-safe
systems provides a robust safety net, ensuring that automated
processes maintain integrity even in the face of technical
failures or human errors. Hybrid human-machine models
further enhance this balance by integrating human oversight
into automated systems, leveraging the strengths of both to
maintain safety and adaptability.

Emerging trends in automation, such as Al-driven safety
analytics, enhanced machine learning algorithms, and 10T-
based real-time monitoring systems, highlight the potential
for transformative advancements in worker safety. These
technologies enable predictive insights, adaptive responses,
and dynamic risk management, significantly reducing
workplace hazards. By embracing such innovations,
industries can create safer and more resilient operational
environments. However, the successful implementation of
these technologies requires careful consideration of
regulatory frameworks and collaborative efforts to ensure
alignment with safety standards and best practices.
Opportunities for further advancements in automation and
worker safety lie in fostering industry collaboration and
enhancing regulatory frameworks. Collaborative efforts
among stakeholders promote knowledge sharing and the
development of industry-wide best practices, which are
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essential for addressing the multifaceted challenges posed by
automation. Enhanced regulatory frameworks provide a
structured approach to managing safety risks, setting
benchmarks for system design and operational compliance.
Together, these efforts create a foundation for sustainable
progress in automated safety systems.

Automation represents a significant opportunity to
revolutionize worker safety while enhancing productivity and
operational efficiency. The benefits of automation, when
effectively harnessed, outweigh its challenges. Strategic
solutions such as workforce training, fail-safe mechanisms,
and hybrid models offer pathways to mitigate risks and
optimize safety outcomes. By embracing emerging trends
and fostering collaboration and regulation, industries can
navigate the complexities of automation with confidence.
The future of automation in safety is promising, offering the
potential to redefine industrial practices and establish new
standards for protecting workers in an increasingly automated
world.

References

1. Altamura A, Inchingolo F, Mevoli G, Boccadoro P.
SAFE: Smart helmet for advanced factory environment.
Internet Technol Lett. 2019;2(2):e86.
DOI:10.1002/itl2.86.

2. Bergquist S, Grante C, Fredriksson J, Sjéberg J.
Automation for improved safety in roadside
construction.  In:  ISARC. Proceedings of the
International Symposium on Automation and Robotics
in Construction; c2013. Vol. 30:1. IAARC Publications.
DOI:10.22260/ISARC2013/0028.

3. Bi ZM, Chen B, Xu L, Wu C, Malott C, Chamberlin M.
Security and safety assurance of collaborative
manufacturing in industry 4.0. Ent Inf Syst
2022;16(12):2008512.
DOI:10.1080/17517575.2021.2008512.

4. Borenius S, Gopalakrishnan P, Bertling Tjernberg L,
Kantola R. Expert-guided security risk assessment of
evolving power grids. Energies. 2022;15(9):3237.

5. Califano F, van Dijk D, Roozing W. A task-based post-
impact safety protocol based on energy tanks. IEEE
Robot Autom Lett. 2022;7(4):8791-8798.
DOI:10.1109/Ira.2022.3187254.

6. Cimino R, Brocco V, Castaldo F, De Ghetto G, Favaretto
M, Akmal T. Deploying a Solar Hybrid Technology in a
Remote Oil and Gas Production Site. J Japan Inst
Energy. 2015;94(10):1163-1168.
DOI:10.3775/JIE.94.1163.

7. Ciucias M, Nowakowski W, Pietruszczak D. Safety of
industrial automation systems. Autobusy: technika,
eksploatacja, systemy transportowe. 20109.
https://dx.doi.org/10.24136/atest.2019.124.

8. Dahlan SR. Challenges in Implementing Safety and
Process Automation in Floating LNG 1 Project. In:
Offshore Technology Conference Asia; c2018 Mar;
D011S001R004. OTC. DOI:10.4043/28472-MS.

9. El-Yamany MM, Abdullatif SO, Ghali HA.
Investigating the Techno-economic Utility of Integrating
an Optimized PV/diesel Hybrid System in an Entire Qil
Field in the Western-dessert in Egypt. WSEAS Trans
Power Syst. 2021;16:104-120.
DOI:10.37394/232016.2021.16.11.

10. Floyd L. Opportunities in Automation and Control
[From the Editor's Desk]. IEEE Ind Appl Mag.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

www.allmultidisciplinaryjournal.com

2011;17(2):2. DOI:10.1109/MIAS.2010.939805.
Heredia Pérez J, Geldes C, Flores A, Heredia W,
Carbajal Gamarra FM, Miranda Obando L. A
configuration approach to reduce the risk of COVID-19
employees infection in manufacturing firms: the role of
machine automatization. Int J Technol. 2022.
DOI:10.14716/ijtech.v13i4.5287.

Huffman DA. The role of sequential automation in
improving process safety. Process Saf Prog.
2015;34(2):199-201. DOI:10.1002/prs.11727.

Inagaki T, Itoh M. Adaptive automation as an ultimate
means for assuring safety. IFAC Proc Vol.
2007;40(16):443-448.
https://dx.doi.org/10.3182/20070904-3-KR-
2922.00078.

Ishigooka T, Yamada H, Otsuka S, Kanekawa N,
Takahashi J. Symbiotic safety: safe and efficient human-
machine collaboration by utilizing rules. In: 2022
Design, Automation & Test in Europe Conference &
Exhibition (DATE); c2022 Mar; c280-281. IEEE.
DOI:10.23919/DATE54114.2022.9774687.

Itoh M, Sakami D, Tanaka K. Dependence of human
adaptation and risk compensation on modification in
level of automation for system safety. In: SMC 2000
Conference Proceedings; c2000 Oct; Vol. 2:1295-1300.
IEEE. https://dx.doi.org/10.1109/ICSMC.2000.886032.
Kanamaru H, Ogihara H. Harmonious Safety-
Collaboration, Cooperation and Coordination between
Workers, Machines and Environments. In: 2019 58th
Annual Conference of the Society of Instrument and
Control Engineers of Japan (SICE); c2019 Sep; 1766-
1771. IEEE. DOI:10.23919/SICE.2019.8859830.

Kaylo I, Lubinets D, Kryvenko D, Mykolaiets D,
Platonova H. Robotics and Automation: Their Impact on
the Social Security of Critical Infrastructure Workers.
PETITA. 2023;8:79. DOI:10.22373/petita.v8i2.205.
Kosmowski KT, Piesik E, Piesik J, Sliwinski M.
Integrated functional safety and cybersecurity evaluation
in a framework for business continuity management.
Energies. 2022;15(10):3610.
DOI:10.1109/ISGTEurope.2011.6162745.

Kostyunina T. Data Mining Technologies for Analysis
of Cyber Risks in Construction Energy Companies. In:
Energy Management of Municipal Transportation
Facilities and Transport; c2018. p. 185-192. Cham:
Springer International Publishing. DOI:10.1007/978-3-
030-19868-8_18.

Kryukov OV. Automation of gas transmission units.
Russ Internet J Ind Eng. 2016;4(1):36-41.
DOI:10.24892/rijie/20160104.

Kumar J, Jayantilal A. Models of distributed energy
resources markets in distribution grid operations. In:
2011 2" |EEE PES International Conference and
Exhibition on Innovative Smart Grid Technologies;
c2011 Dec; 1-6. IEEE.
DOI:10.1109/ISGTEurope.2011.6162745.

Leonowicz Z, Lempart A. Assessing the benefits and
risks of application of inverter drives in industry. In:
2012 11th International Conference on Environment and
Electrical Engineering; c2012 May; 144-148. IEEE.
DOI:10.1109/EEEIC.2012.6221562.

Li T, Wang L, ChenJ, Liu Y, Zhao H, Geng H. Detection
of False Data Injection Attacks in New Energy Systems
Based on Supervised Learning. In: 2024 6th

1282|Page



International Journal of Multidisciplinary Research and Growth Evaluation

24,

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

International Conference on Internet of Things,
Automation and Artificial Intelligence (I0TAAI); c2024
Jul; 112-116. IEEE.
DOI:10.1109/10TAAI62601.2024.10692678.
Matviienko H, Kucherkova S, Yanovska V, Hurochkina
V, Ternovsky V, Kesy M. Governmental Management
and Regulatory Measures for Advancing Al in the
Ukrainian Energy Sector as a Basis for Rapid and
Sustainable Development of the Ukrainian Economy. In;
2023 13th International Conference on Advanced
Computer Information Technologies (ACIT); c2023
Sep; 303-307. IEEE.
DOI:10.1109/ACIT58437.2023.10275486.

McDermid JA, Jia Y, Habli I. Towards a framework for
safety assurance of autonomous systems. In: Artificial
Intelligence Safety 2019; ¢2019. p. 1-7. CEUR
Workshop Proceedings.
https://dblp.org/rec/conf/ijcai/McDermidJH19.html.
Meshakti N. The safety and reliability of complex energy
processing systems. Energy Sources Part B.
2007;2(2):141-154. DOI:10.1080/15567240500400838.
Oglesby JM, Stowers K, Leyva K, Dietz A, Sonesh S,
Burke S, Salas E. Assessing human-automation system
safety, efficiency, and performance: Developing a
metrics framework. In: Proceedings of the Human
Factors and Ergonomics Society Annual Meeting; c2014
Sep; Vol. 58(1):1149-1153. Sage CA: Los Angeles, CA:
SAGE Publications. DOI:10.1177/1541931214581240.
Panevnyk D. Analysis of integration processes of
renewable energy technologies in the oil and gas
industry. Prospect Dev Oil Gas Fields. 2021;4(21):7-15.
DOI:10.31471/1993-9973-2021-4(81)-7-15.

Pini F, Leali F. Computer-aided assessment of safety
countermeasures for industrial human-robot
collaborative applications. In: Human-Friendly Robotics
2019: 12th International Workshop; ¢2020. p. 186-198.
Springer International Publishing. DOI:10.1007/978-3-
030-42026-0_13.

Schuster F, Paul A. A distributed intrusion detection
system for industrial automation networks. In: 2012
IEEE 17th International Conference on Emerging
Technologies & Factory Automation (ETFA 2012);
c2012 Sep; 1-4. IEEE.
https://dx.doi.org/10.1109/ETFA.2012.6489703.
Sheludko LP, Gulina SA, Biruk VV, Tyan VK.
Efficiency increase of the technological electric plant on
oil-pumping stations of the main oil pipeline. In: Journal
of Physics: Conference Series; ¢2018 Dec; Vol.
1111(1):012064. 10P Publishing. DOI:10.1088/1742-
6596/1111/1/012064.

Siddique U. Safetyops. arXiv preprint. 2020 Aug.
arXiv:2008.04461.

Smith CJ. The Cost and Sustainability Benefits with
Integrated Process and Power Automation Architectures
in Electro-Intensive Oil and Gas Plants. In: Abu Dhabi
International Petroleum Exhibition and Conference;
c2016 Nov; D031S076R002. SPE.
DOI:10.2118/183033-MS.

Trunina I, Bilyk M, Yakovenko Y. Artificial Intelligence
from Industry 5.0 Perspective: Threats and Challenges.
In: 2023 IEEE 5th International Conference on Modern
Electrical and Energy Systems (MEES); 2023 Sep; 1-5.
IEEE. DOI:10.1109/MEES61502.2023.10402468.
Vaga$ M, Simsik D, Galajdova A, Onofrejova D. Safety

36.

37.

38.

39.

www.allmultidisciplinaryjournal.com

as a necessary aspect of automated systems. In: 2018
16th International Conference on Emerging eLearning
Technologies and Applications (ICETA); c2018 Nov;
617-622. IEEE. DOI:10.1109/ICETA.2018.8572130.
Von Krosigk H. Functional safety in the field of
industrial automation. The influence of IEC 61508 on the
improvement of safety-related control systems. Comput
Control Eng. 2000;11(1):13-18.

Wang L, Wang R, Wu H, Yang G. Keeping workers safe
in electric working: A robot system for high-voltage live
operation. In: 2023 IEEE International Conference on
Industrial Technology (ICIT); c2023 Apr; 1-5. IEEE.
DOI:10.1109/1C1T58465.2023.10143040.

Cook MJ, Simpson T, Garrett D, Thody M. Three laws
good: Technology is a dangerous master. In: Conference
Proceedings of iSCSS; ¢2018 Oct.
DOI:10.24868/ISSN.2631-8741.2018.016.

Machin M, Guiochet J, Waeselynck H, Blanquart JP,
Roy M, Masson L. SMOF: A safety monitoring
framework for autonomous systems. IEEE Trans Syst
Man Cybern Syst. 2016;48(5):702-715.
DOI:10.1109/TSMC.2016.2633291.

1283|Page



