International Journal of Multidisciplinary Research and Growth Evaluation www.allmultidisciplinaryjournal.com

International Journal of Multidisciplinary
Research and Growth Evaluation.

Detection of Fake Online Reviews Using Machine Learning

Sk Ruhee ¥, K Hemalatha ?, Sk Sajid 3, YV Ashok Reddy 4, M Nirmala ®

1-4 B.Tech, Department of Information Technology,Kallam Haranadhareddy Institute of Technology, Guntur, India

5 Associate Professor, Department of IT, Kallam Haranadhareddy Institute of Technology, Guntur, Andhra Pradesh, India

* Corresponding Author: Sk Ruhee

Article Info Abstract o _ _ _ _
With the increasing influence of online reviews on consumer choices, detecting fake

reviews has become a priority. As misleading content spreads across the internet,

ISSN (online): 2582-7138 businesses and researchers are focusing on finding reliable ways to identify and filter

Volume: 06 out fake reviews. This study employs the TF-IDF technique to extract relevant features
Issue: 02 from a dataset and tests three machine learning models to determine their efficiency
March-April 2025 in detecting fraudulent reviews. The findings are compared to previous research to
Received: 06-02-2025 evaluate the models' effectiveness and accuracy in identifying fake reviews.

Accepted: 05-03-2025 Keywords: Fake review detection, machine learning, TF-IDF, Naive Bayes, Support

Page No: 730-736 Vector Machine (SVM), Logistic Regression.

DOI: https://doi.org/10.54660/.1IIMRGE.2025.6.2.730-736

Keywords: Fake Reviews, Machine Learning (ML), Natural Language Processing (NLP), Support Vector Machines (SVM),
Logistic Regression (LR)

1. Introduction

In today's online world, reviews are integral to how we make purchasing decisions. Whether it's choosing a new restaurant,
shopping for electronics, or hiring a service provider, many of us rely heavily on the experiences shared by others. However, not
all reviews are genuine. The rise of fake reviews—intentionally misleading content has made it harder to separate fact from
fiction. These fake reviews can mislead consumers and provide an unfair advantage to certain businesses that manipulate the
system.

The growing concern over fake reviews has sparked attention from both businesses seeking to safeguard their reputation and
researchers looking for effective solutions. Machine learning (ML) has proven to be a valuable tool in identifying these deceptive
reviews. Algorithms like Naive Bayes, Support Vector Machines (SVM), and Logistic Regression (LR) have shown strong
performance in analyzing text to detect patterns and inconsistencies that might suggest fraud. These models examine various
factors, including word choice, sentiment, and context, to distinguish between authentic opinions and fabricated ones.

With recent advancements in Natural Language Processing (NLP), even more sophisticated tools have emerged. NLP models,
are excellent at understanding the deeper meanings and nuances of language, making them adept at detecting even subtle, well-
hidden fake reviews. Despite the power of newer models, traditional machine learning algorithms still maintain value. They are
faster, require fewer computational resources, and remain effective for large-scale review analysis.

This study delves into how well Naive Bayes, SVM, and LR models perform in detecting fake reviews. We also investigated
linguistic features, such as parts of speech, to uncover hidden clues that could indicate fraudulent behavior. The aim is not only
to detect obvious fake reviews but to develop systems that can identify more sophisticated attempts at deception.

By contributing valuable insights into the ongoing efforts to combat fake reviews, we hope to improve the reliability of online
platforms and restore consumer trust. Our research aims to identify the most effective methods for fake review detection,
ensuring that online reviews remain a dependable resource for consumers when making informed decisions.
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2. Literature Survey

With the growing reliance on online reviews for purchasing
decisions, identifying and mitigating fake reviews has
become a crucial research area. One of the pioneering studies
in this field, conducted by Jindal and Liu ™, brought attention
to the issue of opinion spam. Their research employed
Support Vector Machines (SVM) and Logistic Regression to
classify fraudulent reviews within the Amazon dataset. While
their work provided valuable insights into review patterns, its
findings were somewhat limited due to dataset constraints.
Building upon these early efforts, Ott et al. [?] investigated
deceptive opinion spam detection using TripAdvisor reviews.
Their study highlighted that human-written fake reviews
often exhibit exaggerated emotions, making them
distinguishable through linguistic cues. By integrating Part-
Of-Speech (POS) tagging with SVM, their model achieved
notable classification success. However, their research was
restricted to human-generated reviews, leaving machine-
generated or hybrid deceptive content unexamined.
Advancements in computational methods have led to the
adoption of deep learning models for improved accuracy in
fake review detection. Mir et al. B! introduced a hybrid
approach combining traditional supervised learning with
BERT-based contextual analysis, resulting in more precise
detection. Shahariar et al. ™ further contributed by leveraging
deep learning techniques to assess linguistic features and
semantic structures in reviews, enhancing classification
performance. Meanwhile, Mohawesh et al. I incorporated
contextualized text representations, which significantly
improved the ability to identify fraudulent content. Krishnan
B also applied Natural Language Processing (NLP)
techniques to detect inconsistencies and subtle manipulations
within deceptive reviews.

Recent research has emphasized the need for integrating
multiple detection models to enhance reliability. Liu et al. []
employed Positive-Unlabelled (PU) learning to identify fake
reviews, particularly in cases where labelled datasets were
scarce. Additionally, Mukherjee et al. ® examined Yelp’s
filtering mechanisms, providing insights into how online
platforms manage and mitigate fake review content. The
foundational work of Jindal and Liu ™ continues to influence
current detection methodologies, while the convergence of
machine learning, NLP, and contextual analysis has led to
more sophisticated and effective solutions for combating
opinion spam.

3. Proposed System

In today’s world, online reviews have a massive impact on
purchasing decisions. People rely on them to judge whether a
product or service is worth their money. However, the rise of
fake reviews has made it increasingly difficult to tell what’s
real and what’s not. Some companies flood review sections
with overly positive, misleading feedback to boost their
ratings, while others create false negative reviews to harm
competitors. This dishonest practice leads to confusion
among buyers and damages the credibility of online
platforms.

To combat this issue, a Fake Review Detection System is
essential. Unlike basic filtering tools that only scan for
suspicious keywords, this system takes a much more
advanced approach. Using machine learning and natural
language processing (NLP), it thoroughly analyzes review
patterns, writing styles, and user activity to identify potential
deception. It doesn’t just focus on what is written but also
examines how and when reviews are posted. Suspicious
behaviors—like multiple reviews from the same source,
unnatural phrasing, or repetitive patterns are flagged for
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further analysis.

With this system in place, the integrity of online reviews can
be restored. Customers will no longer have to second-guess
whether a review is genuine, and businesses will be judged
fairly based on authentic customer experiences. By removing
deceptive and misleading content, this solution ensures that
online platforms remain transparent, trustworthy, and useful
for everyone.

System Overview

The system is structured around two main components: a
Streamlit-based backend and a React-powered frontend, both
working in sync to provide an efficient review detection
process. The backend is responsible for handling data
processing, where it applies natural language processing
(NLP) techniques to extract essential features from submitted
reviews. It then utilizes machine learning models to analyze
and classify them as either genuine or fake. Meanwhile, the
frontend offers an interactive and user-friendly interface,
allowing users to effortlessly submit reviews and receive
real-time results. By integrating these technologies, the
system ensures a smooth user experience while delivering
highly accurate and reliable predictions.

Data collection and pre-processing

For a machine learning model to provide reliable and precise
results, it must be trained on a well-structured dataset. This
project gathers review data from various online platforms,
including e-commerce websites and Yelp, with each review
pre-classified as real or fake. The dataset is then carefully
splitinto two parts—one is dedicated to training, allowing the
model to recognize key patterns, while the other is used for
testing, ensuring it can accurately differentiate between
authentic and deceptive reviews when exposed to new data.

Before training begins, the collected text data goes through
several preprocessing steps using natural language
processing (NLP) techniques to enhance its quality and
usability. The first step involves removing unnecessary
elements, such as punctuation, special characters, and
common stopwords, which do not add significant meaning to
the analysis. Following this, text normalization is performed,
where words are converted to lowercase and lemmatized to
maintain uniformity across the dataset. Once normalization is
complete, tokenization is applied to break the text into
smaller, structured components that facilitate better analysis.
Finally, the refined text is converted into a numerical
representation using TF-IDF (Term Frequency-Inverse
Document Frequency), which helps the model assign
importance to specific words when determining whether a
review is fraudulent. By following this systematic approach,
the system is able to efficiently and accurately distinguish
between legitimate and fake reviews, ultimately contributing
to a more trustworthy and transparent online review system.

Machine learning model training and evaluation

To effectively identify fraudulent reviews, the system
employs multiple machine learning models, each tailored for
optimal performance in text classification. Logistic
Regression is selected as a foundational model due to its
efficiency in binary classification and its ability to detect
subtle differences between real and fake reviews. Support
Vector Machines (SVM) are included for their ability to
manage high-dimensional data, making them particularly
effective when applied to text-based features like word
embeddings. Additionally, Naive Bayes, known for its
probabilistic approach, is used due to its ability to process
large-scale textual data quickly while maintaining a high
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level of accuracy.

To enhance performance, the system undergoes
comprehensive training using a well-structured dataset that
includes labeled reviews, allowing the models to recognize
patterns indicative of deceptive content. Further,
hyperparameter tuning is applied using Grid Search and
Random Search techniques, ensuring each model is
optimized for accuracy and efficiency. The integration of TF-
IDF vectorization enables the system to extract meaningful
textual features, improving classification precision.

By combining these methodologies, the proposed system
ensures fast, accurate, and scalable fake review detection.
This solution enhances transparency in online marketplaces,
e-commerce platforms, and review-based applications,
helping users make informed decisions based on genuine
feedback while reducing the influence of fraudulent content.

Model selection and training

= Logistic Regression: This model is commonly used for
binary classification problems due to its simplicity and
interpretability. It estimates the probability that a given
review is fake or genuine using a linear decision
boundary.

= Support Vector Machines (SVM): SVM is effective
for high-dimensional data, particularly for text
classification using TF-IDF vectors. It aims to find the
optimal hyperplane that separates the fake and genuine
reviews with the largest margin.

= Naive Bayes: Based on the Bayes Theorem, this
probabilistic classifier is widely used for text
classification tasks. Its assumption of feature
independence makes it computationally efficient and
suitable for large datasets.

The model training process is implemented in the
train_model.py script. During training, the labelled data
(genuine and fake reviews) is fed into the models, and various
hyperparameters are fine-tuned using techniques like Grid
Search or Random Search to optimize model performance.

Evaluation Metrics

To ensure the model's effectiveness, several evaluation

metrics are used, including:

= Accuracy: Measures the proportion of correctly
predicted reviews among the total number of reviews.

= Precision: Evaluates the proportion of actual fake
reviews correctly identified by the model. High precision
indicates a low false positive rate.

= Recall: Assesses the model's ability to detect fake
reviews accurately, minimizing false negatives.

= F1-Score: Provides a balanced measure of precision and
recall, particularly useful in cases of class imbalance.

= Confusion Matrix: Visualizes the model’s performance
by displaying the number of true positives, true
negatives, false positives, and false negatives.

Model selection and optimization

To build an efficient system for detecting fake reviews,
different machine learning models are tested and analyzed
based on key performance indicators. The final model is
chosen based on its ability to maintain a strong balance
between precision and recall, ensuring minimal
misclassification of genuine and fraudulent reviews. The F1-
score is prioritized during evaluation, as it effectively
measures the model’s overall reliability.

To enhance accuracy and robustness, ensemble learning
techniques are incorporated. Instead of depending on a single
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classifier, approaches like Bagging and Stacking are used to
merge multiple models, leveraging their strengths for
improved prediction accuracy. By combining different
algorithms, the system becomes more adaptable and resistant
to errors.

Additionally, Cross-Validation is performed to ensure the
model generalizes well to new data. This method involves
dividing the dataset into multiple segments, where training
and testing are carried out on different subsets. By cycling
through these partitions, the system avoids overfitting and
maintains accuracy when dealing with previously unseen
reviews.

Once the most effective model is finalized, it is saved using
Pickle to allow smooth integration into the backend. The TF-
IDF vectorizer, which transforms text into numerical
representations, is also stored to ensure consistency in future
predictions. The trained classifier, saved as best fake review
model pKl, is then deployed within the system, enabling real-
time analysis of user-submitted reviews with high precision.

System integration and real-time review analysis

The system is designed for seamless integration between its
core components: the frontend, backend, and the machine
learning model. Through effective communication between
these modules, the system ensures accurate and real-time
analysis of submitted reviews. The integration process
involves establishing API endpoints, data transmission, and
result visualization. Our system is designed to efficiently
connect its core components—the frontend, backend, and
machine  learning  model—ensuring  smooth  and
instantaneous review analysis. By establishing a streamlined
flow of data, the system delivers fast, reliable, and accurate
results.

System Workflow
a) Frontend and backend communication

= The Streamlit-based backend functions as the
processing hub, managing data flow and interacting
with the trained machine learning model.

=  When a review is submitted, the frontend triggers a
POST request to the /predict endpoint, initiating the
evaluation process.

b) Review processing and classification

e The backend prepares the text by utilizing a stored
TF-IDF vectorizer (tfidf vectorizer. pkl) for feature
extraction.

e  The preprocessed text is fed into the trained machine
learning model (best fake review model. pkl), which
determines whether the review is authentic or
fabricated.

c) Generating and displaying results

= The model returns a classification result alongside a

confidence score.

Key features and advantages

= Real-Time Predictions — The system leverages an
optimized model and lightweight server architecture,
delivering results in milliseconds.

= Robust Error Handling — Invalid inputs, such as empty
text or excessive special characters, are detected,
ensuring accurate processing.

= Scalable & Modular Design — The architecture allows for
easy updates, enabling seamless model improvements
without disrupting functionality.

= Multi-User Support — The backend processes multiple
requests simultaneously using asynchronous API calls,
maintaining efficiency under high traffic.
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Conclusion

By combining a highly responsive frontend, an efficient
backend, and an advanced machine learning model, this
system delivers a fast, accurate, and scalable solution for
identifying fake reviews. Its real-time capabilities and
seamless user experience make it an ideal tool for ensuring
credibility across various online platforms.

Result and Discussion

The efficiency of the fake review detection system is
validated through comprehensive performance analysis. The
system's effectiveness was measured using key metrics such
as accuracy, precision, recall, and F1-score, which help
determine how well it differentiates between fraudulent and
authentic reviews. These evaluation criteria provide crucial
insights into the system’s reliability and overall functionality.
To better illustrate the results, visual representations like
confusion matrices, accuracy charts, and comparative graphs
are utilized. These graphical tools enhance understanding by
presenting a clear breakdown of how the model performs, as
well as identifying potential areas for improvement.

Several machine learning models, including Logistic
Regression, Support Vector Machines (SVM), and Naive
Bayes, were tested to identify the most effective classifier.
The final selection was based on its overall accuracy and
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balanced performance across all key metrics.

Additionally, the system’s real-time review evaluation
capability was assessed to confirm its efficiency in providing
instant and reliable results. Screenshots from the user
interface demonstrate how users can submit a review and
receive immediate feedback on its authenticity. To further
validate its robustness, the system was compared with other
existing fake review detection methods. The results indicate
that this approach outperforms competitors in terms of both
accuracy and processing speed, making it a highly effective
solution for identifying deceptive reviews on online
platforms.

In conclusion, the system has proven to be a reliable tool for
detecting fraudulent reviews, ensuring the credibility and
trustworthiness of online feedback. The following sections
will present a more detailed analysis of the results and further
discussions on performance insights.

Model performance evaluation

The performance of the system was assessed using standard
evaluation metrics, including Accuracy, Precision, Recall,
and F1-Score. The results obtained from the Logistic
Regression, Support Vector Machine (SVM), and Naive
Bayes models were compared to determine the best-
performing model.

Table 1: Performance Evaluation of Different Machine Learning Models for Fake Review Detection

Metric Naive Bayes SVM Logistic Regression
Accuracy 91.67% 91.67% 88.33%
Precision (Class 0) 1.00 0.95 1.00
Precision (Class 1) 0.88 0.89 0.83
Recall (Class 0) 0.80 0.84 0.72
Recall (Class 1) 1.00 0.97 1.00
F1-Score (Class 0) 0.89 0.89 0.84
F1-Score (Class 1) 0.93 0.93 0.91
Macro Average Precision 0.94 0.92 0.92
Macro Average Recall 0.90 0.91 0.86
Macro Average F1-Score 0.91 0.91 0.87
Weighted Average Precision 0.93 0.92 0.90
Weighted Average Recall 0.92 0.92 0.88
Weighted Average F1-Score 0.91 0.92 0.88
Support (Class 0) 25 25 25
Support (Class 1) 35 35 35
Total Support 60 60 60

1.0

Model Comparison

0.8

0.6

Accuracy

0.4 1

0.2

0.0 T
Naive Bayes

T
SVM

T
Logistic Regression

Fig 1: Accuracy Comparison of Naive Bayes, SVM, and Logistic Regression models.
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Confusion matrix analysis

A confusion matrix was utilized to provide a clear visual

representation of the classification performance of the best-

performing model, which in this case is Logistic Regression.

It serves as a valuable tool to evaluate how well the model

distinguishes between genuine and fake reviews. The matrix

presents four key values:

= True Positives (TP): 82 - Fake reviews correctly
classified as fake.

= True Negatives (TN): 96 - Real reviews correctly
classified as real.

= False Positives (FP): 23 - Real reviews incorrectly
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classified as fake.
= False Negatives (FN): 100 - Fake reviews incorrectly
classified as real.

By analyzing these values, the confusion matrix offers
insights into the model’s strengths and weaknesses in
classification. It also provides a foundation for calculating
performance metrics such as accuracy, precision, recall, and
the F1-score, which are essential for determining the overall
effectiveness of the system. Visualizing the confusion matrix
further aids in understanding error patterns and identifying
areas for improvement in the model’s predictive capabilities.

Real

Actual

Fake

Confusion Matrix

100

- 2

e a0

70

= 60

- 50

- 40

=30

paral Fake

Predicted

Fig 2: Confusion Matrix for Logistic Regression Model

From the confusion matrix, it is evident that the model
successfully minimized false positives and false negatives,
contributing to its high accuracy.

Real-time review analysis

To assess the system's ability to process reviews instantly, a
series of simulated real-world tests were conducted. The
frontend interface enables users to input or paste review text,
which is immediately transmitted to the backend for analysis.
Once received, the review undergoes preprocessing,
transformation using the TF-IDF model, and classification
using the most effective algorithm—Logistic Regression.
The processing speed was recorded in milliseconds,
highlighting the system’s efficiency and responsiveness in

delivering results. After classification, the backend generates
a prediction label, marking the review as either "Genuine" or
"Fake" based on the model’s assessment. Additionally, a
confidence score is displayed, reflecting the system's
certainty in its prediction. This feature helps users gauge how
reliable the classification is.

To provide a clear visualization of the process, a figure below
illustrates the system’s real-time functionality. The frontend
interface presents both the classification outcome and
confidence score, ensuring a transparent and interpretable
experience for users. With its intuitive design, even
individuals without technical expertise can easily understand
the results and make informed judgments.

Review

Predict |

Prediction: Fake Review

Confidence: 61.44%

Fake Review Detection App

Enter a review below to check if it's fake or genuine:

| bought this gorgeous Kanjivaram silk saree for a family wedding, and it exceeded my expectations!
The fabric feels luxurious and comfortable, even when worn for hours. The rich maroon color and
intricate golden zari work are stunning, making it a perfect choice for festive occasions. It drapes
heautifullv. and the leneth was iust richt for easv nleatine. Considerine the aualitv. it's definitely

Fig 3: Sample Real-Time Review Classification Result
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Comparative analysis with existing systems

To assess the overall effectiveness of the proposed fake
review detection system, a comparative evaluation was
carried out against existing models presented in recent
research. The analysis primarily focused on two critical
factors: accuracy and processing speed. The findings reveal
that the proposed system delivers competitive accuracy while
excelling in real-time performance.The evaluation results
indicate that the proposed model achieved an 88% accuracy
rate, with an average processing time of 50 milliseconds per
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review. Comparatively, System A (Reference 1) attained an
accuracy of 85% but required 70 milliseconds per review,
while System B (Reference 2) recorded an 83% accuracy
with a 65-millisecond processing time. These outcomes
highlight the efficiency and reliability of the proposed
system, particularly in applications where both speed and
precision are crucial. The system’s ability to maintain high
accuracy while reducing processing time makes it a more
effective solution for detecting fraudulent reviews in real-
time environments.

Table 2
System Accuracy Processing Time
Proposed System 88% 50 ms
System A (Reference 1) 85% 70 ms
System B (Reference 2) 83% 65 ms

Maodel Performance Metrics

1.0

0.8 -

0.6 1

Crone

0.2

0.0
Precision

ACCUFACY

Pacall F1 Score

Fig 4: Model Performance Metrics of Proposed System

Discussion

The results confirm that the proposed system is highly
effective in detecting fraudulent reviews, outperforming
several existing models in both accuracy and processing
speed. By utilizing TF-IDF vectorization for feature
extraction alongside a Logistic Regression classifier, the
system delivers precise and efficient text classification. This
approach has demonstrated strong capabilities in recognizing
deceptive review patterns while maintaining computational
efficiency. Additionally, the system's real-time prediction
feature, with an average response time of 50 milliseconds,
ensures a smooth and seamless user experience. Its intuitive
interface makes it an ideal candidate for e-commerce
platforms, offering instant feedback to both users and
platform administrators.

Despite its strong performance, there is potential for further
optimization.  Future improvements could involve
incorporating transformer-based models like BERT or GPT,
which are designed to better capture contextual meaning and
enhance classification accuracy. Expanding the dataset to
include a broader range of reviews from multiple domains
would also improve the model's generalizability, making it
more adaptable across different industries. Additionally,
exploring  semi-supervised learning approaches or
implementing ensemble methods could further enhance
detection accuracy. By addressing these areas, the system can
evolve into an even more sophisticated and reliable solution

for tackling fraudulent reviews across diverse online
platforms.

4. Conclusion

The developed fake review detection system effectively
combats fraudulent online reviews by leveraging machine
learning and natural language processing (NLP) techniques.
Utilizing Logistic Regression, Support Vector Machines
(SVM), and Naive Bayes, the system demonstrated high
reliability, with Logistic Regression achieving the best
accuracy at 88%. Through effective text preprocessing, TF-
IDF-based feature extraction, and optimized model training,
the system successfully differentiates between genuine and
deceptive reviews. Furthermore, the integration of a
Streamlit-based backend and a python-powered frontend
ensures a seamless and responsive user experience, enabling
real-time classification.

The evaluation results highlight the system’s ability to
mitigate online review fraud, enhancing transparency and
trust for both consumers and businesses. Performance
metrics, including precision, recall, and F1-score, validate the
model’s effectiveness. Additionally, its low latency and
efficient error handling make it highly deployable in real-
world environments such as e-commerce platforms, online
marketplaces, and service review sites, where fake reviews
can significantly impact credibility.

To further improve the system’s performance, several
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enhancements can be explored. Integrating transformer-
based models like BERT or GPT could enhance accuracy by
better understanding context and semantics in reviews.
Expanding the dataset to incorporate multilingual reviews
and regional dialects would significantly increase the
system’s applicability across diverse global platforms.
Future advancements could focus on explainable Al (XAl) to
provide clear justifications for classification decisions,
increasing user trust and transparency. Additionally,
implementing a continuous learning mechanism that
periodically updates the model with new data would help it
adapt to evolving manipulation techniques in online reviews.
With these enhancements, the proposed system has the
potential to become a highly scalable and efficient solution
for preserving the authenticity of online reviews.
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