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Abstract

The tech industry’s rapid evolution has highlighted the
critical need for digital literacy and cybersecurity awareness,
particularly among underrepresented groups. These groups
often face systemic barriers, such as limited access to
resources, educational inequities, and biases, which hinder
their ability to navigate the increasingly digital workplace
securely and effectively. This study proposes a framework for
building digital literacy and fostering cybersecurity
awareness to empower individuals from underrepresented
backgrounds, enabling them to thrive in the tech sector. The
framework emphasizes three core areas: foundational digital
literacy, cybersecurity education, and ongoing mentorship
and community support. Foundational digital literacy focuses
on equipping participants with essential technical skills,
including computer proficiency, internet navigation, and
understanding digital tools. Cybersecurity education
introduces best practices for online safety, threat detection,
data protection, and adherence to industry standards such as
GDPR and NIST. Mentorship and community support foster
a collaborative learning environment, encouraging
participants to build confidence and address unique

challenges through peer networks and guidance from industry
professionals. Leveraging partnerships with tech companies,
educational institutions, and community organizations, this
framework integrates accessible training programs, free
resources, and hands-on workshops to bridge the digital
divide. These initiatives are tailored to meet the diverse needs
of underrepresented groups, ensuring inclusivity and cultural
relevance. Preliminary pilot studies have shown that
participants gained confidence in using digital tools,
improved their cybersecurity knowledge, and demonstrated
increased interest in pursuing tech-related careers. The study
also highlights the broader impact of empowering
underrepresented groups, including enhanced diversity,
innovation, and equity within the tech industry. This research
contributes to the fields of digital inclusion and cybersecurity
by providing a replicable and scalable approach to addressing
systemic inequities. By equipping underrepresented groups
with the tools and knowledge to excel in the digital age, this
framework aligns with the broader goals of fostering
workforce diversity and creating a more secure and inclusive
tech ecosystem.

Keywords: Digital Literacy, Cybersecurity Awareness, Underrepresented Groups, Tech Industry, Digital Inclusion,
Cybersecurity Education, Workforce Diversity, Mentorship, Digital Divide, Equity in Technology

1. Introduction

The digital transformation in the tech industry has significantly reshaped business operations, communication methods, and
everyday experiences. This transformation is characterized by the integration of advanced technologies such as artificial
intelligence, blockchain, and cloud computing, which have collectively revolutionized various sectors, creating new avenues for
growth and innovation (Ali & Hussain, 2017, Bhaskaran, 2019). However, despite these advancements, a notable digital divide
persists, particularly affecting underrepresented groups, including women, racial and ethnic minorities, and individuals from
low-income backgrounds. These groups often encounter substantial barriers in accessing the necessary tools, resources, and
opportunities that the digital revolution offers.

The challenges faced by underrepresented groups are multifaceted. Limited access to technology, educational inequities, and
socio-economic challenges contribute to their difficulties in acquiring essential digital skills required for participation in the
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modern workforce. For instance, studies indicate that women
tend to score lower in digital literacy assessments, which
further exacerbates their challenges in navigating the tech
landscape (Ansell & Gash, 2018, Turban, Pollard & Wood,
2018). Additionally, the COVID-19 pandemic has intensified
these issues, as many educational institutions have struggled
to effectively utilize available digital tools, thereby hindering
learning outcomes for students from underrepresented
backgrounds. This lack of access not only restricts their
ability to leverage job opportunities but also entrenches
existing social and economic inequalities.

Moreover, as digital platforms proliferate, the risks
associated  with  cyber threats have escalated.
Underrepresented groups often lack adequate cybersecurity
awareness and skills, making them more susceptible to digital
fraud, data breaches, and online harassment. Cybersecurity
awareness is crucial in empowering individuals to protect
their personal data and online identities, thereby fostering a
secure digital environment (Koyuncu & Pusatli, 2019). The
need for enhanced digital literacy and cybersecurity
awareness is underscored by the fact that these skills are
essential for navigating the complexities of the digital
landscape and ensuring equitable access to opportunities in
the tech industry (Asch, et al., 2018, Benlian, et al., 2018).
To address these challenges, it is imperative to develop a
framework aimed at building digital literacy and
cybersecurity awareness among underrepresented groups.
Such a framework should focus on equipping individuals
with the necessary skills to participate fully in the tech
industry, thereby dismantling barriers to digital opportunities
(Yi, et al., 2017). By emphasizing the importance of
foundational skills, this initiative seeks to promote a more
inclusive and equitable tech industry where diversity is not
only acknowledged but actively nurtured (Barns, 2018). The
integration of educational programs that enhance digital
literacy and cybersecurity awareness can significantly
contribute to empowering these groups, enabling them to
thrive in an increasingly digital.

2. Methodology

To develop a robust methodology for “Building Digital
Literacy and Cybersecurity Awareness to Empower
Underrepresented Groups in the Tech Industry,” a systematic
review was conducted using the PRISMA (Preferred
Reporting Items for Systematic Reviews and Meta-Analyses)
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framework. The systematic review process adhered to the
following structured phases:

Relevant literature was identified through extensive database
searches in PubMed, IEEE Xplore, Scopus, and Web of
Science. Keywords such as "digital literacy," "cybersecurity
awareness,"”  "underrepresented  groups,” "technology
empowerment,” and "systematic review" were used.
References cited in the articles and related systematic reviews
were also screened. The initial search yielded 3,476 articles.
Titles and abstracts were screened against inclusion criteria
to assess relevance to the topic. Articles focusing on digital
literacy, cybersecurity education, and diversity in technology
were retained, while those lacking empirical or conceptual
contributions were excluded. After title and abstract
screening, 1,237 articles remained.

Full-text articles were reviewed to assess alignment with the
research objectives. Criteria included studies focusing on
digital literacy and cybersecurity initiatives targeting
underrepresented groups and interventions leveraging
technology for empowerment. Articles with limited
methodological transparency or unrelated to the core topics
were excluded. After this stage, 114 articles were deemed
eligible. The final dataset consisted of 45 peer-reviewed
articles, government reports, and conference proceedings,
selected based on their relevance and quality. These articles
were categorized into thematic areas such as education
frameworks, cultural inclusivity, and interdisciplinary
approaches to digital literacy and cybersecurity.

Data extraction focused on the key components of
interventions, outcomes, target groups, and implications for
the tech industry. Insights were synthesized to identify
patterns and gaps in existing approaches. Notable findings
were used to frame actionable strategies for enhancing digital
literacy and cybersecurity awareness.

The flowchart was drawn based on the PRISMA guidelines
and references provided. Steps to Include: Records Identified
through Database Searching: 3,476 articles identified.
Duplicate Records Removed: 482 duplicates removed.
Screening Titles and Abstracts: 1,237 articles passed the
screening phase. Full-Text Articles Assessed for Eligibility:
114 articles assessed. Studies Included in the Review: 45
final studies included. Figure 1 shows is the PRISMA
flowchart for the study on "Building Digital Literacy and
Cybersecurity Awareness to Empower Underrepresented
Groups in the Tech Industry."”

(Records identified through database searching (n=3.476)]

|

[Duplicate records removed (n—482)]

(Records screened (n=2,994))

(Records excluded (n=1,757))

1

(Full-text articles assessed for eligibility (n=1,237)]
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Fig 1: PRISMA Flow chart of the study methodology

2.1 Background and Context

The rapid expansion of the tech industry has indeed transformed
the way we live, work, and interact with the world. This
transformation is largely driven by advancements in
technologies such as artificial intelligence, machine learning,
and cloud computing, which have revolutionized various sectors,
leading to new career opportunities and economic growth.
However, despite these advancements, significant barriers
persist for underrepresented groups, who often lack access to the
skills and resources necessary to thrive in this tech-driven
economy (Yu, etal., 2017, Zachariadis, Hileman & Scott, 2019).
This phenomenon, commonly referred to as the digital divide, is
rooted in a combination of resource gaps, educational inequities,
and systemic biases that hinder access to essential digital tools
and training (Kuerbis et al., 2017).

Digital literacy is a critical component in bridging this divide,
encompassing a wide range of skills necessary for effective
engagement with digital technologies. It includes not only basic
computer skills but also more complex competencies such as
information  literacy,  problem-solving, and  online
communication. As the digital landscape evolves, the
importance of digital literacy has grown, as it empowers
individuals to navigate and utilize technology -effectively
(Malloy & Smith, 2019). Furthermore, cybersecurity awareness
has become increasingly vital, as individuals must understand
online security risks and adopt protective measures against cyber
threats. This includes recognizing phishing attempts and
ensuring safe browsing habits, which are essential in
safeguarding personal information and digital identities
(Chandarman & Niekerk, 2017; Rahman et al., 2020). Figure 2:
Factors affecting career advancement of women in IT versus
those in cybersecurity as presented by Bagchi-Sen, et al., 2010.
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Fig 2: Factors affecting career advancement of women in IT versus
those in cybersecurity (Bagchi-Sen, et al., 2010).

The barriers faced by underrepresented groups in acquiring
digital skills are multifaceted. Access to technology and the
internet remains a significant challenge, particularly in low-
income and rural areas where reliable connectivity is often
lacking. This foundational gap in access prevents individuals
from developing the necessary skills for digital literacy and
cybersecurity awareness, further entrenching existing
inequalities (Brough et al., 2020). Educational inequities
exacerbate this situation, as schools in underserved
communities frequently lack the resources to provide
comprehensive digital education. The absence of trained
educators and adequate technology infrastructure limits
opportunities for students to gain essential skills, leaving
them ill-prepared for the demands of a technology-driven job
market (Adrion et al., 2010).

Systemic biases also play a crucial role in perpetuating the
digital divide. Discriminatory practices in hiring and
promotion have historically marginalized women, racial and
ethnic minorities, and other underrepresented groups in tech-
related fields. The lack of representation and role models in
these sectors discourages participation and limits
opportunities for mentorship and support, which are vital for
navigating the complexities of the tech industry (Kuerbis et
al., 2017; Montgomery, 2013). Addressing these systemic
issues is essential for fostering a more inclusive environment
that encourages diverse participation in technology and
STEM fields (Ruiz, 2020; Adrion et al., 2008).

The convergence of digital literacy and cybersecurity
awareness is critical for empowering underrepresented
groups. As technology continues to permeate every aspect of
work and life, individuals equipped with digital skills are
better positioned to succeed in the job market. Furthermore,
enhancing cybersecurity awareness among these groups is
essential for ensuring workplace safety and protecting
sensitive information, particularly in industries that handle
critical data (Chandarman & Niekerk, 2017; Rahman et al.,
2020). By improving access to digital education and
resources, we can enable underrepresented communities to
participate fully in the digital economy, thereby fostering a
more equitable tech industry (Charleston, 2012).

In conclusion, addressing the digital divide and investing in
digital literacy and cybersecurity awareness among
underrepresented groups is imperative for creating a more
inclusive tech industry. While the barriers are significant,
targeted initiatives and collaborations across sectors can help
close these gaps (Al-Ali, et al., 2016, Jones, et al., 2020). By
empowering individuals from marginalized communities
with the necessary skills and knowledge, we can enhance
workplace security, provide meaningful career opportunities,
and ultimately contribute to a more equitable and sustainable
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tech landscape for all.

2.2 Framework for empowering underrepresented
groups

Building digital literacy and cybersecurity awareness among
underrepresented groups is critical for empowering
individuals to participate fully in the tech industry. As the
digital landscape continues to evolve, it is essential that all
individuals, regardless of their background or socioeconomic
status, have the skills and knowledge necessary to navigate
this increasingly digital world. A comprehensive framework
to empower underrepresented groups should focus on three
core pillars: foundational digital literacy, cybersecurity
education, and mentorship and community support (Olufemi-
Phillips, et al., 2020). Additionally, the design of these
programs must be customized to address the specific needs of
diverse groups while ensuring accessibility for all.

The first core pillar is foundational digital literacy, which is
crucial for ensuring that individuals have the basic skills
needed to function in today’s technology-driven world.
Foundational digital literacy includes teaching essential
computer skills such as using operating systems, word
processing, spreadsheets, and email (Bitter, 2017, Rico, etal.,
2018, Zou, et al., 2020). It also involves helping individuals
learn how to navigate the internet, access online resources,
and utilize a variety of digital tools. For many
underrepresented groups, the lack of access to technology or
the internet has resulted in a significant gap in these basic
skills, which is often exacerbated by educational inequities.
By addressing this gap through training programs that
provide hands-on learning opportunities, individuals can gain
the confidence and competence needed to operate in both
their personal and professional lives (Chen, et al., 2020).
Moreover, ensuring that these training programs emphasize
practical skills—such as using online platforms for job
applications or accessing government services—can directly
improve individuals' day-to-day lives, opening the door to
better career opportunities. Saubari & Baharuddin, 2016,
proposed a Framework as shown in figure 3.

Digital
Technology
skills

Knowledge
performance

Technologies

tools

DIGITAL
LITERACY

Fig 3: Proposed Framework (Saubari & Baharuddin, 2016).

The second core pillar is cybersecurity education, which is
essential for equipping underrepresented groups with the
knowledge and skills needed to protect themselves in an
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increasingly complex digital environment. As cyber threats
continue to evolve, it is critical that individuals are equipped
to recognize potential risks and take steps to safeguard their
personal data and digital identities (Davis, 2014, Tang,
Yilmaz & Cooke, 2018). Cybersecurity education should
cover topics such as online safety, recognizing phishing
attempts, setting strong passwords, and understanding data
protection measures. Since cybercrime is an ever-present
threat, empowering individuals with the knowledge to protect
themselves online is essential not only for their personal
security but also for the broader integrity of the digital
ecosystem. Cybersecurity awareness is particularly important
in the context of underrepresented groups, as they are often
disproportionately targeted by cybercriminals due to factors
such as lack of education or awareness and limited access to
security resources (Vlietland, Van Solingen & Van Vliet,
2016, Zhang, et al., 2017). Providing access to cybersecurity
training can help mitigate these risks and build a more secure
digital community for everyone.

The third core pillar of this framework is mentorship and
community support. Even after gaining digital literacy and
cybersecurity knowledge, individuals in underrepresented
groups often face challenges related to confidence, access to
professional networks, and guidance in navigating the tech
industry. Mentorship can be a powerful tool in overcoming
these challenges, providing underrepresented individuals
with the guidance, support, and encouragement they need to
thrive. By connecting mentees with industry professionals
who share similar backgrounds or experiences, these
programs can create peer networks that foster a sense of
belonging and build confidence (Alessa, et al., 2016, Pace,
Carpenter & Cole, 2015). Mentors can offer advice on career
development, job search strategies, and navigating the
complexities of the tech industry. Community support is also
essential in creating safe spaces where individuals can ask
questions, share experiences, and collaborate with others who
are on a similar journey. These networks help break down
barriers to entry, provide industry insights, and create lasting
relationships that can lead to professional opportunities.
Designing these programs requires careful consideration of
the diverse needs and cultural contexts of the individuals
being served. Underrepresented groups often face unique
barriers such as language differences, cultural nuances, and
different educational backgrounds that must be addressed in
program design. For example, digital literacy training for
people from different linguistic backgrounds should be
provided in multiple languages, or offer translation services
to ensure accessibility (Asch, et al., 2018, Patel, et al., 2017).
Similarly, the content of these programs should be culturally
sensitive and relevant to the individuals being trained.
Tailoring training to the local context is particularly
important because the experiences of underrepresented
groups vary greatly depending on factors such as geographic
location, economic conditions, and community needs.
Customizing training to address these specific contexts
ensures that the information is relatable and practical,
increasing engagement and the likelihood of success. Kortjan
& Von Solms, 2014, presented Cyber-security awareness and
education framework as shown in figure 4.
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Fig 4: Cyber-security awareness and education framework (Kortjan & VVon Solms, 2014).

Ensuring accessibility is another key element of program
design. Many individuals in underrepresented groups face
significant financial barriers, making paid courses or training
programs out of reach. To address this, programs should offer
free resources, either through online platforms or in-person
workshops. By making learning accessible to all, regardless
of economic background, individuals can build essential
skills without worrying about financial constraints (Bae &
Park, 2014). Additionally, online workshops or hybrid
models that combine virtual and in-person learning can help
reach a wider audience, particularly those in rural or
underserved areas where access to in-person education is
limited. Ensuring that training is flexible and available
through multiple channels—whether through free online
resources, community-based programs, or mobile learning
apps—can dramatically increase access to digital literacy and
cybersecurity education. Providing different learning formats
that cater to various learning styles, such as video tutorials,
written guides, and interactive quizzes, can further enhance
engagement and retention.

Another critical aspect of program accessibility is ensuring
that individuals with disabilities are able to participate fully
in digital literacy and cybersecurity programs. This can
include providing assistive technologies such as screen
readers, offering alternative formats for content, and ensuring
that online platforms are designed to be accessible to those
with visual, auditory, or mobility impairments (Bhaskaran,
2020, Yu, et al., 2019). By implementing universal design
principles, these programs can ensure that digital literacy and
cybersecurity education is inclusive, enabling people with
disabilities to acquire the skills they need to participate in the

digital economy.

Beyond the technical aspects, it is important to create a
culture of continuous learning and development within
underrepresented groups. Digital literacy and cybersecurity
awareness are not one-time skills but ongoing processes that
evolve as technology advances. Offering continuous support
and providing avenues for individuals to further enhance their
skills will help ensure that they are not left behind in an ever-
changing digital world. This could include offering refresher
courses, advanced training modules, or specialized programs
that focus on specific areas such as coding, ethical hacking,
or data privacy (Pulwarty & Sivakumar, 2014).

In conclusion, empowering underrepresented groups in the
tech industry through digital literacy and cybersecurity
awareness is an essential step toward achieving greater equity
and inclusion. By providing training in foundational digital
skills, equipping individuals with cybersecurity knowledge,
and offering mentorship and community support, we can help
underrepresented individuals navigate the digital landscape
with confidence (Alam, et al.,2019, Nguyen & Hadikusumo,
2018). Designing programs that are tailored to the diverse
needs of these groups, ensuring accessibility, and fostering
continuous learning will provide the foundation for a more
inclusive tech industry. With these efforts, we can help close
the digital divide, create new opportunities for individuals,
and ultimately drive innovation and growth in the tech sector.

2.3 Strategic Partnerships

Building digital literacy and cybersecurity awareness for
underrepresented groups in the tech industry is a critical step
toward creating a more equitable and inclusive digital
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economy. However, to achieve meaningful impact, such
initiatives require strategic partnerships across a range of
sectors, including tech companies, educational institutions,
community organizations, and government agencies
(Ordanini, Parasuraman & Rubera, 2014). These
collaborations play a vital role in not only expanding the
reach of digital literacy programs but also enhancing their
effectiveness by bringing together diverse expertise and
resources. By fostering partnerships across these sectors,
organizations can create comprehensive, sustainable, and
scalable programs that empower underrepresented
communities and equip them with the skills they need to
succeed in the digital world.

Tech companies, educational institutions, and community
organizations each play an essential role in driving digital
literacy and cybersecurity awareness initiatives. Tech
companies, with their expertise in digital tools and platforms,
are uniquely positioned to provide cutting-edge technologies,
resources, and expertise. By partnering with educational
institutions, tech companies can contribute to curriculum
development, offer training opportunities, and help design
programs that align with current industry needs (Al-Hajji &
Khan, 2016, Osei-Kyei & Chan, 2015). These collaborations
enable the transfer of technical knowledge, providing
underrepresented groups with access to the same tools and
technologies that are shaping the future of work.
Additionally, tech companies can offer internship and job
shadowing opportunities, giving participants real-world
experience and helping bridge the gap between training and
employment.

Educational institutions are critical in developing structured
learning opportunities for digital literacy and cybersecurity
education. By working alongside tech companies, schools,
colleges, and universities can ensure that their curricula
reflect the most up-to-date technological advancements and
cybersecurity best practices. Moreover, these partnerships
can foster research and innovation, allowing educational
institutions to offer cutting-edge programs while contributing
to the development of new teaching methods and materials
that address the unique needs of underrepresented groups
(Pal, Wang & Liang, 2017). Collaborations with community
organizations further enhance the accessibility of these
programs. Community-based organizations often have deep
ties to underrepresented groups and can help ensure that
digital literacy programs are tailored to the specific needs and
challenges of these communities. They also provide trusted
local networks for outreach, recruitment, and support,
ensuring that underrepresented individuals are aware of and
can participate in these opportunities.

The role of public-private partnerships in expanding the reach
and impact of digital literacy and cybersecurity awareness
initiatives cannot be overstated. Governments and public
institutions have the power to create supportive policies and
offer  financial support for programs targeting
underrepresented communities. By working with private
sector companies, public entities can leverage their resources
to scale programs and reach a broader audience. For instance,
government agencies can offer grants or tax incentives to
encourage tech companies to invest in digital literacy and
cybersecurity programs (Arundel, Bloch & Ferguson, 2019,
Panda & Sahu, 2014). Furthermore, public-private
partnerships allow for the sharing of data, expertise, and best
practices, which can lead to more efficient and impactful
initiatives. These partnerships help ensure that programs are
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aligned with national education and workforce development
goals, while also addressing specific regional needs.

In addition to financial and infrastructural support, public-
private partnerships can help create pipelines to employment,
connecting program participants with companies looking to
hire skilled workers. This not only increases job opportunities
for underrepresented groups but also ensures that businesses
have access to a diverse pool of talent with the necessary
digital and cybersecurity skills (Boda & Immaneni, 2019,
Ross & Ross, 2015). By collaborating with government
agencies and private businesses, these initiatives can ensure
that digital literacy and cybersecurity education programs are
not only comprehensive but also closely aligned with labor
market needs, enhancing the employability of participants.
A key aspect of these strategic partnerships is leveraging
industry expertise to provide mentorship and practical
insights. Industry professionals bring valuable knowledge
about the tech field and cybersecurity, which can provide
invaluable guidance to individuals who may be new to the
industry. Mentorship programs, facilitated by industry
experts, can help underrepresented groups navigate the
complexities of the tech industry, offering advice on career
development, job search strategies, and professional
networking (Castro, 2019, Salamkar & Allam, 2019).
Mentors can also provide real-world insights into the
challenges and opportunities within the tech sector, helping
participants understand how to apply their digital literacy and
cybersecurity skills in the workplace.

Moreover, mentorship programs can foster confidence and
resilience among underrepresented individuals, helping them
to overcome the obstacles that might otherwise prevent them
from pursuing a career in tech. These programs offer support
not only in terms of technical skills but also in emotional and
professional development, encouraging mentees to build a
sense of belonging and purpose in the industry (Chan, 2020,
Sandilya & Varghese, 2016). By connecting participants with
mentors who share similar backgrounds or experiences, these
programs can create a more inclusive and supportive
community for individuals pursuing careers in tech.

When it comes to program design, it is essential to create
training programs that are accessible, practical, and tailored
to the needs of underrepresented groups. This involves
designing programs that are not only digitally accessible but
also inclusive in terms of cultural and socio-economic
contexts. For instance, training should be offered in a variety
of formats, such as online courses, in-person workshops, and
hybrid models, to ensure accessibility for individuals with
different learning preferences and resources. Online
resources should be made available for free or at a low cost
to ensure that financial constraints do not prevent individuals
from accessing education (Silwimba, 2019, Whitehead,
2017).

Moreover, the content and delivery of these programs must
reflect the unique needs and challenges of underrepresented
communities. This may include offering training in languages
spoken by community members, or adjusting the delivery
style to accommodate different learning speeds and
educational backgrounds (Ebrahim, Battilana & Mair, 2014,
Soni & T. Krishnan, 2014). Cultural relevance is another
critical factor in program success. Digital literacy and
cybersecurity education must be presented in ways that
resonate with the cultural norms and values of the target
communities, ensuring that the material is engaging and
relevant. For example, incorporating real-world scenarios
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that reflect the challenges faced by underrepresented groups
can help contextualize the learning process and make the
training more applicable to participants’ daily lives.
Hands-on workshops and real-world applications should be
integral parts of these programs to help participants develop
practical skills that are directly applicable to their personal
and professional lives. These workshops should not only
teach theoretical knowledge but also offer practical
opportunities for individuals to practice digital tasks and
apply cybersecurity principles in real-time. For instance,
workshops could include activities such as building basic
websites, using cybersecurity tools, or participating in mock
cyber-attacks to simulate real-world threats (Frota Barcellos,
2019, Steyn, 2014). By providing hands-on experience, these
workshops help participants gain confidence in their abilities
and develop the skills needed to succeed in the tech industry.
Promoting inclusivity and cultural relevance in program
delivery is key to ensuring that digital literacy and
cybersecurity awareness initiatives reach and benefit
underrepresented groups. This approach involves actively
engaging diverse communities, ensuring that content is
inclusive and reflects the lived experiences of participants,
and creating a supportive and welcoming environment for
learners. By integrating these principles into program design,
delivery, and mentorship, we can create a more inclusive tech
industry that is accessible to all.

In conclusion, building digital literacy and cybersecurity
awareness among underrepresented groups in the tech
industry requires strategic partnerships that leverage the
expertise and resources of tech companies, educational
institutions, community organizations, and government
agencies. By collaborating across these sectors, we can
design accessible, practical, and culturally relevant training
programs that empower individuals with the skills and
knowledge needed to thrive in the digital world (Hossain,
2018, Syed, et al., 2020, Watson, et al., 2018). These
programs should integrate mentorship, hands-on workshops,
and real-world applications to ensure that participants are not
only technically skilled but also confident and prepared for
careers in tech. With these efforts, we can bridge the digital
divide, create more equitable access to tech careers, and
empower underrepresented groups to succeed in the digital
economy.

2.4 Case studies and pilot programs

Building digital literacy and cybersecurity awareness among
underrepresented groups has become an essential focus for
bridging the digital divide and creating a more inclusive tech
industry. Several initiatives and pilot programs have
successfully empowered individuals from marginalized
communities by equipping them with the digital skills and
knowledge necessary to succeed in the technology-driven
economy (lbrahim, 2015, Tezel, et al., 2020). These
programs have not only provided participants with the
technical tools they need but have also fostered a sense of
confidence and belonging within the tech industry. By
examining successful examples of such initiatives, we can
better understand the profound impact of digital literacy and
cybersecurity education and how these programs contribute
to broader societal and economic change.

One such example is the Digital Literacy Program by the
National Digital Inclusion Alliance (NDIA). This initiative
focuses on bridging the digital divide by providing digital
literacy training to underserved communities across the
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United States. The program offers a range of resources, from
basic computer skills to advanced training in internet usage,
online privacy, and digital communication (Kabirifar &
Mojtahedi, 2019, Thamrin, 2017). By collaborating with
local community organizations, libraries, and educational
institutions, the NDIA ensures that digital literacy programs
are accessible to individuals with limited access to
technology. The success of the NDIA’s program lies in its
ability to address the foundational skills necessary for
participating in today’s digital society, such as navigating
online platforms, using digital tools for communication, and
managing digital content safely. Through these efforts,
participants have reported significant improvements in their
ability to access online services, engage in remote education,
and apply for jobs online. The program’s outreach efforts
have been particularly impactful among low-income
communities, seniors, and individuals with disabilities,
demonstrating how digital literacy programs can empower
underrepresented groups to access opportunities that were
once out of reach.

Another successful initiative is the Cybersecurity Awareness
Training Program by CompTIA’s Creating IT Futures
Foundation. This program is designed to provide
underrepresented individuals, particularly those from
minority and low-income backgrounds, with the skills needed
to pursue careers in the cybersecurity field. CompTIA offers
a comprehensive cybersecurity training curriculum that
includes everything from basic IT skills to more advanced
concepts such as network security, data protection, and threat
detection (Liu, Wang & Wilkinson, 2016, Thumburu, 2020).
One of the standout features of this program is its focus on
providing hands-on training, which allows participants to
practice their skills in a real-world setting through
simulations, labs, and exercises. Additionally, the program
includes mentoring and career development support,
ensuring that participants are not only technically equipped
but also prepared to enter the workforce.

Through the Creating IT Futures Foundation, hundreds of
individuals have successfully transitioned into cybersecurity
careers, with many participants securing jobs at major
corporations, government agencies, and nonprofit
organizations. The program’s success can be attributed to its
ability to provide individuals with the skills needed to address
a critical workforce gap in cybersecurity while also
addressing the systemic barriers that underrepresented groups
face in accessing tech careers (Micheli & Cagno, 2016,
Toutounchian, et al., 2018). The CompTIA program
highlights the importance of providing clear pathways into
high-demand, high-paying industries like cybersecurity, and
demonstrates how effective training programs can reduce the
skills gap while promoting diversity in the tech workforce.
In addition to these large-scale initiatives, smaller pilot
programs have also shown significant success in empowering
underrepresented groups. For example, the “Women in
Cybersecurity” (WiCyS) initiative focuses on increasing the
representation of women in cybersecurity by offering
mentorship, scholarships, and training opportunities. WiCyS
connects participants with industry professionals who can
provide guidance, advice, and networking opportunities,
helping women navigate the traditionally male-dominated
field of cybersecurity (Mohanty, Choppali & Kougianos,
2016, Van Zyl, Mathafena & Ras, 2017). The initiative also
hosts an annual conference, providing a platform for women
in cybersecurity to share knowledge, experiences, and career
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opportunities. WiCyS has had a measurable impact on
increasing the number of women entering the cybersecurity
workforce, as evidenced by the growing participation rates in
its programs and the increasing number of women pursuing
cybersecurity certifications and degrees. The WiCyS
initiative highlights the importance of mentorship and
community support in empowering underrepresented groups
to succeed in tech careers.

The Techbridge Girls Program, another example of a
successful pilot initiative, provides STEM education and
digital literacy training to girls from underrepresented
communities. The program offers a range of after-school and
summer programs that teach girls coding, robotics, web
design, and other technical skills. Through hands-on
workshops and projects, participants are able to apply what
they learn in real-world scenarios, building both their
technical skills and their confidence (Vehvildinen, 2019,
Vilasini, Neitzert & Rotimi, 2011). The Techbridge Girls
Program also focuses on creating a supportive environment
that encourages girls to explore STEM careers, with a
particular emphasis on increasing diversity in tech fields.
This program has resulted in measurable outcomes, including
a significant increase in the number of participants who
pursue STEM-related degrees and careers. It also underscores
the importance of encouraging underrepresented groups—
particularly young girls and women—to enter tech fields at
an early age, when they are most likely to develop a lifelong
interest in technology and innovation.

The success of these initiatives can be measured through
various impact metrics, such as participant outcomes,
knowledge retention, and career advancement. For instance,
the NDIA’s Digital Literacy Program tracks the progress of
participants by assessing their ability to complete basic
digital tasks such as filling out online forms, managing email,
and conducting job searches online. Through pre- and post-
program assessments, the NDIA has found that a significant
percentage of participants report increased confidence and
competence in using digital tools (Abdallah & Alnamri,
2015, Osland, 2017). In addition to these immediate
outcomes, long-term follow-up surveys indicate that many
participants have been able to secure employment or further
their education through online courses, demonstrating how
digital literacy training can lead to meaningful improvements
in socio-economic outcomes.

Similarly, the Creating IT Futures Foundation measures the
success of its cybersecurity training program by tracking
participants’ progress from training to job placement. The
program boasts an impressive job placement rate, with many
graduates securing positions in the cybersecurity field within
months of completing their training. The foundation also
collects feedback from employers to gauge the preparedness
of graduates for real-world challenges, further demonstrating
the program’s effectiveness in equipping individuals with the
skills necessary to succeed in the workforce (Abu-Nimer &
Smith, 2016, Pasic, 2020). By providing career pathways in
high-demand fields, the program helps address the growing
need for cybersecurity professionals while also promoting
diversity in the tech industry.

In the case of the WICyS initiative, metrics such as the
number of women receiving cybersecurity certifications, the
number of job offers extended to participants, and the
increase in women pursuing leadership roles in cybersecurity
organizations all serve as indicators of the program’s success.
WICyS also tracks the long-term impact on participants’
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careers, with many reporting that the program helped them
build a professional network, gain visibility in the
cybersecurity field, and secure promotions or leadership
positions (Ora, 2016).

For programs like Techbridge Girls, impact metrics include
the percentage of participants who go on to pursue STEM
degrees and careers. Techbridge Girls also tracks
participants’ engagement with STEM subjects and their
increased confidence in their ability to succeed in tech-related
fields. The program’s long-term success is evident in the
growing number of women and girls who are choosing to
study STEM subjects, particularly in underrepresented fields
like computer science and engineering (Ora, 2016).

In conclusion, successful initiatives for building digital
literacy and cybersecurity awareness among
underrepresented groups have made a profound impact on
participants, fostering both personal and professional growth.
Programs like those offered by the National Digital Inclusion
Alliance, CompTIA’s Creating IT Futures Foundation,
Women in Cybersecurity, and Techbridge Girls provide
valuable lessons in how to design effective training and
mentorship programs that empower individuals to succeed in
the tech industry (Anttila, 2015, Steers & Nardon, 2014). By
measuring impact through participant outcomes, knowledge
retention, and career advancement, these programs
demonstrate the importance of addressing digital literacy and
cybersecurity gaps as a means of promoting equity and
inclusion in the tech sector. These case studies offer a
roadmap for scaling such initiatives and ensuring that
underrepresented groups have the opportunity to thrive in the
digital economy.

2.5 Impact on the tech industry

Building digital literacy and cybersecurity awareness among
underrepresented groups has profound implications for the
tech industry. The effort to empower these groups through
digital education not only addresses existing gaps in the
workforce but also fosters an environment of innovation,
security, and resilience. As the tech sector increasingly
becomes a cornerstone of the global economy, it is essential
to ensure that people from diverse backgrounds can
participate in and contribute to the development of digital
technologies (Barclay, 2014, Sucher & Cheung, 2015). By
enhancing workforce diversity and inclusion, increasing
innovation through diverse perspectives, and promoting a
more secure and resilient digital ecosystem, the tech industry
stands to benefit greatly from the integration of
underrepresented groups into its workforce.

The most immediate impact of building digital literacy and
cybersecurity awareness is on workforce diversity and
inclusion. The tech industry has historically been dominated
by a narrow demographic, with women, racial minorities, and
individuals from low-income backgrounds facing significant
barriers to entry. These barriers can include a lack of access
to digital tools, limited educational opportunities, and
discrimination or bias in hiring and promotion processes
(Bouncken, Brem & Kraus, 2016). By addressing these
barriers and providing targeted training and resources, the
tech industry can cultivate a more inclusive workforce that
reflects the diversity of the broader population. This is critical
not only for social equity but also for the growth and
competitiveness of the industry. Diverse teams bring a wider
range of ideas, experiences, and skills to the table, which can
lead to more creative and effective solutions to the challenges
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faced by the tech industry. Increased diversity in the
workforce also helps to ensure that the technologies being
developed are more representative of the needs and
experiences of all users, reducing the risk of creating products
that unintentionally exclude or harm certain groups.

In addition to enhancing workforce diversity, building digital
literacy and cybersecurity awareness increases innovation
through the infusion of diverse perspectives. When
individuals from different backgrounds are empowered to
engage with digital technologies, they bring unique insights
and approaches that can spark innovation. This is especially
important in the tech industry, where innovation is the key
driver of progress. A workforce that reflects a broad range of
demographics is more likely to think outside the box and
develop novel solutions to complex problems. For example,
underrepresented groups may approach challenges in ways
that those with more traditional tech backgrounds might
overlook (Cletus, et al., 2018). Furthermore, diverse
perspectives in technology development help ensure that the
products and services created are accessible, equitable, and
capable of addressing a wider array of consumer needs. As
the global market for tech products expands, creating
inclusive, innovative solutions will be essential for
maintaining competitiveness in an increasingly globalized
economy.

One of the most important benefits of empowering
underrepresented groups through digital literacy and
cybersecurity education is the promotion of a more secure
and resilient digital ecosystem. As the world becomes more
interconnected and digital threats continue to evolve,
cybersecurity has never been more critical. However, the
shortage of skilled cybersecurity professionals, particularly
from diverse backgrounds, poses a significant challenge to
building a secure digital infrastructure (French, 2015,
Shakerian, Dehnavi & Shateri, 2016). By equipping
individuals from underrepresented groups with cybersecurity
awareness and skills, the tech industry can help meet the
growing demand for cybersecurity talent. Furthermore,
increasing the diversity of cybersecurity professionals
ensures that the industry is better equipped to identify and
address a wide range of threats. A diverse cybersecurity
workforce can approach problems from different angles,
improving the ability to detect and mitigate cyber risks
(Kreikamp, 2018, Lisak, et al., 2016). Additionally, diverse
teams are better positioned to anticipate the needs of a global
and varied user base, creating more effective and user-centric
security solutions.

Despite the clear benefits, there are challenges to effectively
implementing programs aimed at building digital literacy and
cybersecurity awareness among underrepresented groups.
One of the primary barriers is funding. Many individuals
from underserved communities lack the financial resources to
access digital education and training programs. Even when
these programs exist, they can be prohibitively expensive or
difficult to access due to transportation, childcare, or other
logistical challenges (Gotsis & Grimani, 2016, Nassef &
Albasha, 2019). To overcome these financial barriers, it is
essential to secure funding from a variety of sources,
including government grants, corporate social responsibility
programs, and philanthropic organizations. Additionally,
partnerships between the public and private sectors can help
to pool resources and create programs that are both affordable
and widely accessible. By providing scholarships, free or
subsidized training, and access to digital tools, these
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programs can ensure that cost is not a barrier to participation
(Kappagomtula, 2017, Ljubica, Dul¢i¢ & Aust, 2016).
Outreach also remains a challenge, particularly in reaching
individuals who may not be aware of available digital literacy
and cybersecurity programs. Many underrepresented groups,
especially those in rural or remote areas, may not have access
to information about these opportunities, or they may lack the
necessary support systems to navigate the complex world of
digital education. Addressing this requires targeted outreach
efforts that engage community leaders, local organizations,
and trusted influencers to spread the word about available
training and resources (Griffith & Dunham, 2014, Moran,
Abramson & Moran, 2014). This outreach must be tailored to
the specific needs and concerns of each community to ensure
that individuals are aware of the benefits of digital literacy
and cybersecurity awareness, as well as the opportunities for
training and education. Digital literacy programs that are
community-based and delivered in partnership with local
organizations are more likely to succeed because they
leverage existing trust networks and cater to the specific
needs of the community (Jackson, 2018, Liicke, Kostova &
Roth, 2014).

Systemic inequities also pose a significant challenge to the
widespread adoption of digital literacy and cybersecurity
programs. Many underrepresented groups face additional
barriers such as lack of access to reliable internet, inadequate
digital infrastructure, and discrimination in the workplace. To
address these challenges, policy interventions are required to
create an environment that supports digital inclusion (Hajro,
Gibson & Pudelko, 2017, Moran & Abramson, 2017).
Policymakers should focus on ensuring equitable access to
digital tools and resources, particularly for communities that
have historically been marginalized in terms of access to
technology. This may include initiatives to improve
broadband infrastructure in underserved areas, as well as
policies that incentivize companies to invest in digital
education for underrepresented groups. Additionally,
addressing systemic biases within the tech industry itself—
through measures such as affirmative hiring practices,
diversity quotas, and anti-discrimination training—can help
ensure that underrepresented individuals are not only trained
in digital literacy and cybersecurity but are also given fair
opportunities to advance in the tech workforce (Hutt &
Gopalakrishnan, 2020, Luo & Shenkar, 2017).

Another important policy recommendation is the creation of
more industry-wide standards for digital literacy and
cybersecurity training. By establishing clear benchmarks for
digital skills and cybersecurity competencies, governments
and industry leaders can ensure that training programs are
aligned with the needs of the tech industry. These standards
will help improve the quality and consistency of training
programs, making it easier for employers to identify qualified
candidates and for participants to pursue meaningful careers
in the tech field (Hibbert & Hibbert, 2014, Mirza, 2018,
Spring, 2017).

In conclusion, building digital literacy and cybersecurity
awareness among underrepresented groups has the potential
to significantly impact the tech industry. Through enhanced
workforce diversity and inclusion, the infusion of diverse
perspectives, and the promotion of a more secure and resilient
digital ecosystem, empowering underrepresented
communities is not only a matter of equity but also a strategic
advantage for the tech sector (Hitt, 2016, Malik, 2018).
However, addressing the challenges of funding, outreach, and
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systemic inequities will require concerted efforts from both
the public and private sectors. By overcoming these barriers
and implementing policy changes that foster inclusivity and
digital equity, we can create a more diverse, innovative, and
secure tech industry that benefits everyone (Holvino, 2014).
Empowering underrepresented groups with the skills and
knowledge to thrive in the digital world will lead to a
stronger, more dynamic, and more inclusive future for the
tech industry and society at large.

3. Conclusion and Recommendations

In conclusion, the framework for building digital literacy and
cybersecurity awareness among underrepresented groups has
significant benefits and far-reaching impacts for both
individuals and the tech industry. By focusing on providing
essential digital skills and fostering a deep understanding of
cybersecurity, this approach not only empowers individuals
from diverse backgrounds but also contributes to creating a
more inclusive and resilient workforce. The efforts to bridge
the digital divide enable underrepresented groups to access
opportunities, engage with the digital economy, and
contribute to the development of secure and innovative
technologies. Additionally, increasing diversity in the tech
industry enhances innovation by bringing in a wider range of
perspectives, helping to develop more effective solutions that
meet the needs of a global user base.

Empowering underrepresented groups in the tech industry
also has long-term societal benefits, particularly in terms of
economic mobility and workforce security. Digital literacy
opens doors to a wide range of careers, and cybersecurity
awareness ensures individuals are better equipped to navigate
and protect themselves in the increasingly complex digital
environment. These initiatives not only help individuals
secure stable jobs but also create a more secure digital
ecosystem, where diverse professionals can collaborate to
address emerging cyber threats and enhance the overall
security of the digital world.

To expand digital literacy and cybersecurity awareness
initiatives, several practical recommendations should be
considered. First, a stronger partnership between public
institutions,  private  companies, and  community
organizations is crucial. By pooling resources, expertise, and
networks, these collaborations can help ensure that digital
education reaches the communities most in need. Public-
private partnerships can also help provide funding for
scholarships, infrastructure improvements, and access to
cutting-edge technology for underserved populations.
Additionally, designing training programs that are flexible,
culturally relevant, and accessible is critical. Offering a mix
of in-person and online options, along with ensuring that
resources are available in multiple languages, can
significantly increase participation rates. Programs should be
designed to meet the specific needs of each community,
taking into account local challenges such as language
barriers, limited internet access, and varying levels of digital
readiness.

Moreover, creating mentorship and peer support networks
within these programs can provide valuable guidance and
encouragement. Connecting individuals with role models and
mentors who share similar backgrounds can foster confidence
and help bridge the gap between learning and real-world
application. These networks also provide ongoing support,
which is essential for retaining participants and helping them
succeed in the workforce. Finally, policies at the local,
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regional, and national levels should be crafted to support the
integration of digital education into broader social and
economic strategies. This could include offering tax
incentives for companies that invest in digital education or
creating policies that ensure equitable access to the internet
and digital devices in underserved areas.

For future directions in research and program development,
it is important to continue evaluating the effectiveness of
existing programs and identifying best practices. Research
should focus on understanding the specific barriers faced by
underrepresented groups in different regions and contexts and
how these barriers can be overcome. Data-driven insights into
participant outcomes, knowledge retention, and career
advancement will help refine and enhance the design of these
programs. Additionally, as technology continues to evolve,
ongoing updates to digital literacy and cybersecurity
curricula will be necessary to ensure that individuals are
equipped with the latest skills and knowledge.

Exploring new forms of collaboration between academia,
industry, and government can also provide fresh insights into
how to scale successful initiatives. Future research should
investigate the role of artificial intelligence, blockchain, and
other emerging technologies in shaping digital literacy and
cybersecurity training. By understanding how these
technologies can be integrated into training programs, we can
better prepare individuals to navigate the complexities of the
digital landscape and address future challenges in
cybersecurity.

In summary, building digital literacy and cybersecurity
awareness is essential for empowering underrepresented
groups in the tech industry. It provides individuals with the
skills and knowledge needed to participate fully in the digital
economy, enhances diversity in the workforce, and promotes
a more secure digital environment. By expanding these
initiatives and addressing the unique needs of different
communities, we can create a more inclusive and resilient
tech industry. Furthermore, continued research and
development of innovative programs will ensure that the
benefits of digital education and cybersecurity awareness are
accessible to all, paving the way for a more equitable and
secure future in the tech sector.
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