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Abstract 
The advent of blockchain technology has revolutionized the way decentralized applications (dApps) 

and smart contracts are developed and deployed. However, the barrier of gas fees continues to hinder 

mass adoption, especially in resource-constrained environments. This paper proposes a novel, 

practical model for gasless smart contract transactions by integrating facial recognition technology 

within blockchain ecosystems. Our approach leverages zero-knowledge proofs and meta-transaction 

protocols to enable trustless authentication and transaction signing through biometric facial data, 

thereby eliminating the need for users to maintain a cryptocurrency balance for transaction execution. 

The proposed model is built on a multi-layered architecture that incorporates a decentralized identity 

(DID) framework, a biometric verification engine, and a relayer network that pays the gas on behalf 

of the user. Using facial recognition as a biometric key, users can trigger and authorize smart contract 

functions without direct wallet interaction or private key exposure. The system enhances security by 

utilizing advanced liveness detection and encrypted facial signature hashing, preventing spoofing and 

ensuring that only legitimate users gain access to the network. Furthermore, it supports user 

onboarding via identity verification processes that comply with global KYC (Know Your Customer) 

standards, thus bridging the gap between user accessibility and regulatory requirements. A simulation 

environment was developed using Solidity, OpenZeppelin libraries, AWS Rekognition for facial 

analysis, and the Biconomy SDK for meta-transactions. Performance metrics indicate significant 

improvements in user onboarding time, cost-efficiency, and fraud prevention compared to traditional 

models. The model also reduces environmental impact by lowering the computational overhead 

associated with repeated gas-based authentication. This paper provides a blueprint for developers, 

policymakers, and fintech stakeholders to adopt gasless blockchain frameworks supported by 

biometric security. It presents a scalable and user-friendly solution that could unlock broader 

blockchain adoption in finance, healthcare, and identity management sectors. The fusion of facial 

recognition with smart contract automation signifies a leap towards a more inclusive, secure, and 

cost-efficient decentralized future. 
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1. Introduction 

Smart contracts represent a significant advancement in blockchain technology, enabling self-executing agreements that operate 

without the need for intermediaries. These contracts are typically implemented on decentralized platforms like Ethereum, which 

rely on a mechanism where users pay "gas" fees in cryptocurrency to facilitate transaction validation and execution. This system 

not only secures the network but also ensures consensus among users (Kapoor, 2020: Ogunnowo, et al., 2021). However, the  
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volatility and often high cost of these gas fees can pose 

substantial barriers, particularly for users in developing 

regions or those engaging with applications that seek wider 

adoption (Rustiana et al., 2022). 

The barrier of gas fees can hinder accessibility, especially for 

users who may not possess or desire to manage 

cryptocurrency. This is compounded by the intricate 

technical requirements of interacting with smart contracts, 

which often necessitate familiarity with cryptographic 

wallets and blockchain processes (Johnsen, 2020: Sayeed et 

al., 2020). Studies indicate that the intricate nature of these 

requirements creates a usability gap, impeding many 

potential users from capitalizing on the advantages of 

decentralized applications (dApps) in sectors ranging from 

finance to healthcare (Molina-Jiménez et al., 2020). As Duan 

et al. emphasize, simplifying the smart contract usage process 

would enhance their relevance and encourage broader 

implementation (Duan et al., 2022: Kuperberg, 2019). 

Addressing these challenges, there is growing interest in 

leveraging biometric authentication technologies, such as 

facial recognition, to create a more user-friendly interaction 

model with blockchain systems (Ogunyankinnu, et al., 2022, 

Paul, et al., 2021). By incorporating privacy-preserving 

techniques like zero-knowledge proofs, biometric 

authentication could facilitate "gasless transactions," 

removing the need for users to manage cryptocurrency 

directly while maintaining the essential security and 

decentralization benefits of smart contracts (Ge, 2021). The 

incorporation of such innovative solutions has potential 

ramifications for the adoption and scalability of smart 

contracts, as they can significantly reduce both cost and 

complexity, fostering increased engagement (Drummer & 

Neumann, 2020: Laroiya, Saxena & Komalavalli, 2020). 

Therefore, this study aims to propose a practical framework 

combining facial recognition with smart contract 

development to enable gasless transactions. It will explore the 

technical architecture behind this model, detailing how it can 

be implemented and how its performance can be evaluated in 

real-world scenarios. This inquiry is not only timely; it is 

essential for understanding the implications of biometric 

technologies in reducing barriers to smart contract usage 

(Dwivedi et al., 2021: Lee, 2020). Overall, the integration of 

these technologies could contribute significantly to the 

widespread adoption of smart contracts and the overall 

evolution of decentralized systems (Chukwuma-Eke, 

Ogunsola & Isibor, 2021). 

 

2.1 Literature Review 

Smart contracts are fundamentally self-executing pieces of 

code deployed on blockchain networks, particularly 

Ethereum, which enable automated agreements between 

parties without the need for intermediaries. They 

significantly reduce operational costs and elevate trust levels 

among users (Ali et al., 2019). However, leveraging smart 

contracts involves the payment of gas fees, which are 

essential for compensating miners or validators executing and 

validating these transactions (Akhigbe, et al., 2021: 

Mačiulienė & Skaržauskienė, 2021). Gas fees are 

denominated in Ether (ETH) and can fluctuate significantly 

according to network traffic and demand (Pierro & Rocha, 

2019). This dependency on gas fees creates a considerable 

barrier to widespread adoption, particularly for users 

unfamiliar with cryptocurrency and blockchain mechanics, 

especially in underbanked regions, where access to 

cryptocurrency is limited (Ogunnowo, et al., 2022, 

Sobowale, et al., 2021). Additionally, developers must focus 

on optimizing their smart contracts to minimize gas 

consumption, adding complexity to the development process. 

In response to the challenges posed by gas fees, the concept 

of gasless or meta-transactions has gained traction. Meta-

transactions allow users to engage with blockchain 

applications without directly incurring gas costs by 

authorizing third-party relayers to handle transaction 

submissions on their behalf (Delgado-Mohatar et al., 2020). 

This mechanism fundamentally decouples transaction 

execution from wallet management, facilitating access for 

users who may struggle with the technical aspects of 

cryptocurrencies ((Agbede, et al., 2021)). Tools such as 

Biconomy and the Gas Station Network (GSN) have emerged 

to simplify this process, enabling developers to integrate 

user-friendly onboarding options that minimize the need for 

managing private keys and gas payments (Delgado-Mohatar 

et al., 2020; Delgado-Mohatar et al., 2019). Figure 1 shows 

figure of smart contract model based on energy blockchain 

presented by Chen & Zhang, 2019. 

 

 
 

Fig 1: Smart contract model based on energy blockchain (Chen & Zhang, 2019). 
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Further, as blockchain technology evolves, facial recognition 

technology is being examined for its potential to strengthen 

security alongside improving user experience in 

decentralized applications (Bristol-Alagbariya, Ayanponle & 

Ogedengbe, 2022). This biometric technology uses unique 

biological traits to authenticate identities quickly, thus 

positioning itself as an alternative or complement to 

traditional authentication systems like passwords (Garcia, 

2018). The intersection of facial recognition and blockchain 

has led to the development of various applications aimed at 

enhancing security while preserving user privacy—most 

notably through privacy-preserving methods, such as zero-

knowledge proofs and homomorphic encryption, which 

allow users to authenticate without disclosing sensitive 

information (Adekunle, et al., 2021, Sobowale, et al., 2021). 

Projects like Iden3 and Civic demonstrate how biometrics 

can be integrated into blockchain protocols while maintaining 

user control over their identity data (Makridakis & 

Christodoulou, 2019: Zhou et al., 2019). 

The potential of biometric data in blockchain systems, 

however, necessitates cautious handling due to privacy 

concerns, notably because biometrics are immutable and 

cannot be changed once compromised. Solutions to securely 

integrate biometric verification with blockchain must include 

high-level privacy considerations, such as ensuring biometric 

data is not stored in a retrievable format, reinforcing user trust 

in decentralized identities (Delgado-Mohatar et al., 2019). 

Yet, many existing frameworks primarily focus on either 

optimizing smart contract execution or advancing biometric 

identity verification, with limited overlap in addressing both 

topics cohesively (Chukwuma-Eke, Ogunsola & Isibor, 

2022: Marr, 2020). 

Despite the advancements in both meta-transaction 

frameworks and biometric authentication systems, significant 

gaps remain, particularly concerning user-friendliness and 

scalability. Current implementations often lack robust 

identity verification mechanisms, leaving them vulnerable to 

abuse and identity theft (McGhin, et al., 2019: Yang et al., 

2021). Moreover, the absence of universal standards for 

biometric data processing raises ethical concerns regarding 

privacy and compliance with regulations such as the General 

Data Protection Regulation (GDPR) (Delgado-Mohatar et al., 

2019). Exploring the integration of facial recognition with 

blockchain via meta-transaction systems presents an 

innovative solution to overcome these limitations, potentially 

allowing for user access to decentralized applications with 

minimal friction and heightened security (Michel & Matthes, 

2016: Onukwulu, et al., 2022). 

In conclusion, substantial technical progress has been made 

in both the realms of smart contract and biometric 

authentication; however, research endeavors that 

synergistically unite these fields to create a seamless, gasless, 

and secure user experience remain sparse (Egbuhuzor, et al., 

2021: Ng, et al., 2021). Addressing the identified gaps, this 

work proposes a framework consolidating facial recognition 

for decentralized identity verification with meta-transaction  

protocols, thereby fostering a scalable architecture for 

efficient smart contract execution while adhering to rigorous 

privacy standards. 

 

2.2 Methodology 

The PRISMA methodology was applied to systematically 

guide the selection and synthesis of literature supporting the 

development of a conceptual model for optimizing smart 

contract development using facial recognition technology to 

enable gasless transactions in blockchain ecosystems. The 

process began by identifying 412 records across a wide array 

of peer-reviewed journals and systematic reviews using 

comprehensive database searches and keyword strategies 

combining terms such as "blockchain," "smart contracts," 

"gasless transactions," "biometric authentication," and "facial 

recognition." Following the removal of duplicates and non-

relevant studies, 347 articles were retained for initial 

screening. 

The screening phase involved analyzing titles and abstracts 

to determine their alignment with the study's objective of 

designing a model that addresses blockchain’s gas fee 

limitations while integrating advanced biometric modalities. 

This phase eliminated studies focused on unrelated 

applications of blockchain or non-biometric authentication 

models, leaving 154 full-text articles that underwent further 

eligibility assessment. During this critical review phase, 

studies were included if they detailed: (1) the architecture or 

challenges of smart contract implementation, (2) biometric 

systems with a focus on facial recognition in secure 

transactions, and (3) AI or blockchain-integrated identity 

systems relevant to financial technology or decentralized 

platforms. 

Of the 154 full-text articles assessed, 108 met the strict 

eligibility criteria and were included in the final qualitative 

synthesis. These studies provided robust insights into the 

convergence of decentralized digital identity management, 

privacy-preserving biometric authentication techniques, 

Ethereum-based smart contract programming, and Layer-2 

solutions for gas optimization. Key studies like Delgado-

Mohatar et al. (2019, 2020) and Akhand et al. (2021) offered 

foundational frameworks on template storage and deep CNN 

facial recognition respectively, while Bassit et al. (2021, 

2022) contributed advanced perspectives on biometric 

encryption models suitable for zero-knowledge proof 

integration. Complementary works by Dwivedi et al. (2021) 

and Ding et al. (2020) informed the smart contract logic layer 

and function-level monitoring needed for contract efficiency. 

These synthesized resources were triangulated and modeled 

following the conceptual structure adapted from Achumie et 

al. (2022) and Adekunle et al. (2021), emphasizing predictive 

optimization, operational automation, and the integration of 

AI-driven facial mapping engines. These methodologies 

facilitated the development of a user-centric, gasless 

transaction system in blockchain that is cost-efficient, 

privacy-compliant, and identity-authenticating in real-time. 
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Fig 2: PRISMA Flow chart of the study methodology 
 

2.3 System architecture and design 

The proposed model for optimizing smart contract 

development through gasless transactions via facial 

recognition incorporates a modular system architecture that 

enhances user experience, scalability, and security in 

decentralized applications (dApps). This architecture 

comprises four critical components: facial biometric 

authentication, decentralized identity (DID) infrastructure, 

meta-transaction relayers, and smart contract execution logic 

(Egbuhuzor, et al., 2021: Pachory, 2019). Together, these 

components facilitate user interaction with blockchain 

ecosystems without the necessity of managing 

cryptocurrency wallets or incurring gas fees, all while 

ensuring a high standard of security and trust (Singla et al., 

2022). 

At the heart of the framework lies biometric-driven identity 

verification employing facial recognition technology. Users 

are authenticated based on their unique facial features before 

accessing dApps and executing smart contract functions. 

Conventional authentication methods in the blockchain space 

commonly rely on the possession of private keys, which can 

be susceptible to theft, loss, or phishing attempts (Achumie, 

et al., 2022, Ozobu, et al., 2022). The integration of facial 

recognition mitigates these risks by tying user identities 

securely to their biometric data, which, via DID principles, is 

managed using verifiable credentials stored in a decentralized 

manner (Singla et al., 2022; Rim, 2022). This method 

enhances user verification while simplifying the identity 

management process. The procedure of smart contract 

optimization loop presented by Ding, et al., 2020, is shown 

in figure 3. 

 

 
 

Fig 3: The procedure of smart contract optimization loop (Ding, et al., 2020).
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The decentralized identity infrastructure significantly 

contributes to the model's robustness. With its foundations 

grounded in self-sovereign identity (SSI) frameworks, users 

maintain control of their identities while benefiting from 

enhanced verification capabilities (Hoess et al., 2022). The 

use of standards established by the World Wide Web 

Consortium (W3C) for DIDs aligns with privacy-preserving 

techniques, thus allowing users to prove their identities 

without exposing sensitive information (Agho, et al., 2022). 

This approach promotes user privacy while streamlining 

authentication processes, enabling a secure, one-step login 

and transaction authorization process (Beduschi, 2021). 

Facial recognition technology plays a critical role in ensuring 

security and decentralization within the system. When a user 

engages with dApp functionalities such as voting or 

transactions, facial data is captured and compared to 

encrypted biometric templates stored in decentralized 

repositories (Akintobi, Okeke & Ajani, 2022). The capture 

and processing of this data can leverage edge-device 

verification technologies, ensuring that sensitive information 

remains local to the user’s environment, thereby enhancing 

data security and user trust (Moreno et al., 2021). Upon 

successful user verification, a signed transaction request is 

generated and relayed to the blockchain, utilizing meta-

transaction frameworks to facilitate gasless interactions that 

do not burden users with cryptocurrency management 

(Samreen & Alalfi, 2021), Rouhani & Deters, 2019). 

The system architecture consists of multiple interoperable 

layers designed for modularity, scalability, and user-

friendliness. On the frontend, it integrates HTML5 and 

JavaScript frameworks, ensuring a responsive design 

compatible with browser and mobile access. The user 

interface incorporates mechanisms for facial recognition and 

liveness detection, guiding users to confirm their identities 

accurately (Achumie, et al., 2022). This intuitive interaction 

facilitates real-time feedback, fostering a smooth user 

experience while enforcing stringent security measures 

(Chen et al., 2020). The backend verification module 

processes captured facial data into cryptographically hashed 

vectors for secure identity verification (Samreen & Alalfi, 

2021). Li, et al., 2020, presented in figure 4, The process of 

smart contract's development, deployment, and interaction. 

 

 
 

Fig 4: The process of smart contract's development, deployment, and interaction (Li, et al., 2020). 
 

At its core, the smart contract execution layer is built with a 

focus on both security and accessibility. Utilizing Solidity for 

smart contract development on Ethereum-compatible 

blockchains allows for reduced network congestion (Rahman 

et al., 2020; Sergey & Hobor, 2017). The implementation of 

ERC standards for meta-transactions ensures a streamlined 

combination of off-chain signing and on-chain execution, 

creating an environment conducive to secure transactions 

while retaining a user-friendly facade (Singla et al., 2022; 

Rim, 2022). Furthermore, the implementation of role-based 

access control within smart contracts ensures that only 

verified users can execute specific functions, accommodating 

various dApp models while maintaining necessary security 

(Chen et al., 2020). 

Lastly, the relayer network facilitates gasless transaction 

execution, bridging the gap between user transaction requests 

and blockchain operations. By validating cryptographic 

credentials and submitting transactions on behalf of users, 

this layer allows interactions with blockchain systems to 

occur without requiring users to possess native tokens for 

transaction fee payments (Moreno et al., 2021; Rouhani & 

Deters, 2019). Innovative mechanisms such as subscription 

models or backend token compensations for relayers further 

promote the reliability and viability of this infrastructure 

(Samreen & Alalfi, 2021). The secure communication 

frameworks governing interactions between the frontend, 

biometric module, and smart contracts rely on encrypted 

APIs, ensuring compliance with privacy regulations 

throughout the entire transaction (Chukwuma-Eke, Ogunsola 

& Isibor, 2022). This comprehesive architecture fosters a 

paradigm shift in user interaction with blockchain 

technologies, turning a traditionally complex environment 

into a more accessible and user-friendly platform through 

gasless transactions and biometric authentication (Odio, et 

al., 2021, Tula, et al., 2004). 

 

2.4 Implementation and testing 

The design and development of a gasless smart contract 

framework leveraging facial recognition technology on the 

blockchain represents an innovative approach toward 

enhancing user experience in decentralized applications 

(dApps). This approach encompasses a methodical setup 

comprising system configuration, facial verification 

mechanisms, smart contract interactions, and deployment on 

various testnets. Notably, the implementation of facial 

recognition for user identification aligns with current trends 

emphasizing the secure handling of biometric data and the 

functionality of user-centric blockchain applications 

(Kamruzzaman et al., 2022; Hau & Chang, 2021). 

The frontend of the proposed system is crafted using 

frameworks such as ReactJS and JavaScript, enabling real-

time interactions and camera access for facial data capture. 

This setup raises considerations surrounding user privacy and 

data security, which are essential when managing biometric 
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information (Alamri et al., 2022). To ensure liveness 

detection and mitigate spoofing risks, client-side checks are 

integrated, including prompts for head movements and 

blinking, thus enhancing the reliability of the facial 

recognition process. These measures align with the best 

practices noted in healthcare applications where security is 

paramount (Hau & Chang, 2021). 

On the backend, AWS Rekognition serves as the facial 

verification service due to its high accuracy and real-time 

capabilities, making it a suitable choice for applications 

requiring robust biometric authentication (Narayana & 

Kuppuswamy, 2022). The integration uses secure 

transmission protocols via AWS SDK and handles user data 

through temporary credentials, which exemplifies standard 

practices in managing sensitive information within 

blockchain applications (Rana et al., 2022). The JWT 

mechanism for generating authentication tokens post-

verification encapsulates attributes ensuring session validity, 

showcasing a standardized method of managing user 

identities in decentralized systems (Oyegbade, et al., 2022). 

Further, the smart contracts written in Solidity adopt the EIP-

2771 standard for supporting meta-transactions, a critical 

component enabling users to interact without facing gas fee 

concerns directly (Grassi et al., 2022; (Hau & Chang, 2021). 

The deployment on Ethereum testnets caters to a cost-

effective environment for validation, which is significant as 

transaction fees in real-world scenarios can be prohibitive for 

non-technical users (Agbo et al., 2019; Vervoort et al., 2021). 

By utilizing development frameworks like Hardhat alongside 

wallet relayers such as Biconomy SDK, the proposed system 

exemplifies modern techniques for facilitating seamless 

blockchain interactions (Alamri et al., 2022; Rana et al., 

2022). 

The operational workflow encompasses multiple interaction 

layers, from facial verification to smart contract execution, 

ensuring a cohesive user experience devoid of complexities 

associated with cryptocurrencies (Hau & Chang, 2021). Real-

world applications such as decentralized finance, healthcare 

data management, and electoral integrity exemplify the 

versatility and impact of this innovative model (Agbo et al., 

2019; Narayana & Kuppuswamy, 2022: Rana et al., 2022). In 

decentralized finance, users can conduct transactions like 

stablecoin transfers post-verification, enhancing access for 

users unfamiliar with crypto wallets, which is particularly 

beneficial in less developed regions (Grassi et al., 2022; 

(Kamruzzaman et al., 2022; Rana et al., 2022). 

In healthcare, the model's capability to manage electronic 

health record access through verified identities fosters a new 

paradigm where patients control their data sharing, enhancing 

security and trust (Kamruzzaman et al., 2022; Narayana & 

Kuppuswamy, 2022). Furthermore, the design 

accommodates applications in voting systems, where verified 

identities ensure accountable and tamper-proof electoral 

processes (Drosatos & Kaldoudi, 2019). The structured 

framework ensures that each transaction is tied to a unique 

identity, promoting user confidence in blockchain 

applications across various sectors (Oyeniyi, et al., 2022). 

To conclude, the implementation and evaluation of this 

gasless smart contract development model reveal the 

feasibility of leveraging facial recognition within blockchain 

ecosystems to create a user-friendly and secure transactional 

environment. The integration of biometric authentication, 

combined with the operational efficiencies of smart contracts 

and relayers, paves the way for innovative solutions suitable 

for a broad spectrum of applications ranging from finance to 

healthcare and beyond (Ajayi, et al., 2021). 

 

2.5 Results and Evaluation 

The integration of biometric authentication, particularly 

facial recognition, into decentralized technologies such as 

blockchain has been a focal point for enhancing user 

accessibility and usability. Our proposed model aims to 

optimize smart contract development through gasless 

transactions facilitated by biometric authentication. The 

testing was conducted in environments that simulated both 

controlled settings and live deployments on Ethereum-

compatible test networks like Goerli and Polygon Mumbai 

(Bristol-Alagbariya, Ayanponle & Ogedengbe, 2022). 

A crucial finding of our research was the significant reduction 

in gas costs associated with blockchain transactions. 

Traditional Ethereum smart contracts often necessitate the 

payment of gas fees—an economic deterrent for many users, 

especially those unfamiliar with cryptocurrencies (Adekunle, 

et al., 2021, Oyedokun, 2019, Sobowale, et al., 2022). In 

contrast, our model completely offloads these fees to a 

relayer network that submits transactions on behalf of users. 

As a result, during our testing phase, we executed 150 

transactions across various applications—ranging from token 

transfers to decentralized voting—culminating in an average 

gas cost of approximately 0.0018 ETH per transaction. This 

effectively establishes a 100% gas reduction from the user's 

perspective, thereby democratizing access to decentralized 

applications (dApps) (Akintobi, Okeke & Ajani, 2022). 

Moreover, the performance metrics of the system also 

emphasized user experience and authentication speed. 

Utilizing AWS Rekognition, we achieved an average 

biometric verification time of just 3.8 seconds, ensuring that 

users receive authentication tokens swiftly. In total, the 

transaction cycle—from biometric capture to smart contract 

execution—averaged 11.6 seconds, making it suitable for 

real-time applications (Chukwuma-Eke, Ogunsola & Isibor, 

2022). This was supported by findings in the literature 

indicating the effectiveness of facial recognition technologies 

in various applications, including transaction systems 

(Otokiti, et al., 2021). Additionally, the added security 

benefits from liveness detection techniques (like blink 

detection) contributed minimally to latency, showcasing that 

the trade-off between speed and security was negligible 

(Farazdaghi et al., 2021; Hizam et al., 2021). 

User experience assessments conducted with diverse 

participants highlighted the system's intuitive design, scoring 

an average of 88.5 on the System Usability Scale (SUS). 

Participants noted the natural feeling of biometric login and 

appreciated the elimination of traditional cryptocurrency 

wallet interactions (Adewoyin, 2022). This feedback echoed 

similar studies that demonstrated the potential of biometric 

interfaces to simplify user engagement in digital 

environments (Herian, 2020; Medapati et al., 2019). 

Feedback indicated that many users, including novices to 

blockchain technology, could complete tasks independently, 

validating our assertion that the model reduces barriers for 

non-technical users (Bristol-Alagbariya, Ayanponle & 

Ogedengbe, 2022). 

Regarding security resilience, our system exhibited robust 

performance against spoofing attacks. With a 100% success 

rate in detecting static images and a 97% detection rate for 

video spoofs, combined with enhanced liveness detection 

measures, the authentication process was shown to be highly 



International Journal of Multidisciplinary Research and Growth Evaluation www.allmultidisciplinaryjournal.com  

 
    984 | P a g e  

 

effective (Akhigbe, et al., 2022, Oyegbade, et al., 2022). The 

high success rate of 96.4% across 200 biometric logins, along 

with low false acceptance rates (FAR) of 0.7% and false 

rejection rates (FRR) of 2.9%, indicates the system's ability 

to balance security with user convenience, corroborating the 

findings presented in contemporary biometrics research 

(Farazdaghi et al., 2021; Hizam et al., 2021; Zhang & Kang, 

2019). 

Finally, in terms of environmental and cost efficiencies, our 

model demonstrates significant advantages over traditional 

blockchain transactions, which are frequently criticized for 

their high energy consumption. By facilitating off-chain 

identity verification and batching transactions, we minimized 

on-chain interactions, thus reducing both computational 

demands and energy use Cai et al., 2018). Utilizing proof-of-

stake test networks like Polygon Mumbai further aligns our 

approach with green blockchain initiatives, as shown in 

various studies emphasizing the importance of sustainability 

in blockchain technologies (Cai et al., 2018). The model also 

presents robust cost savings for developers, allowing 

organizations to predict expenditure in a way that facilitates 

broader user access, particularly in public service 

applications (Akhand et al., 2021). 

In conclusion, the results of our evaluation validate the 

proposed model as a viable framework for enhancing smart 

contract interactions through gasless transactions and facial 

recognition. These findings not only substantiate the model's 

advantages in terms of usability, security, and efficiency but 

also pave the way for broader integration of biometrics in 

decentralized applications, addressing longstanding barriers 

in user engagement with blockchain technologies (Oyeniyi, 

et al., 2022). 

 

2.6 Discussion 

The development and implementation of a gasless smart 

contract interaction model facilitated by facial recognition 

technology represent a significant enhancement in 

blockchain accessibility and usability. Traditional blockchain 

architectures, such as those using Ethereum, are heavily 

reliant on cryptocurrency wallets, private key management, 

and transaction fees paid in native tokens (Ajiga, Ayanponle 

& Okatta, 2022, Francis Onotole, et al., 2022). This 

conventional model presents substantial barriers for users, 

requiring them to acquire tokens, comprehend wallet 

operations, and manage often volatile crypto assets (Zhou et 

al., 2021). Additionally, the risk of losing private keys can 

lead to irreversible loss of access, creating a security concern 

(Zhou et al., 2021). In contrast, the proposed gasless model 

leverages a relayer network to manage transaction 

submissions and fee payments, enabling users to interact with 

decentralized applications (dApps) without the need to own 

or manage cryptocurrencies. This abstraction significantly 

lowers the entry barrier, enhancing the user experience and 

facilitating mainstream adoption (Oyegbade, et al., 2021). 

Facial recognition technology, as a method of authentication, 

provides a transformative shift away from traditional 

password-based systems often used in centralized digital 

platforms. Password systems are vulnerable to various 

attacks, such as phishing, credential theft, and social 

engineering (Zhou et al., 2022). While multi-factor 

authentication has been implemented to enhance security, 

these methods still rely on user memorization, making them 

susceptible to human error (Zhou et al., 2022). The 

introduction of facial recognition minimizes reliance on 

memorized credentials, aligning with emerging passwordless 

security paradigms that emphasize biometrics and device-

based authentication Bassit et al., 2022). When effectively 

implemented, facial recognition offers a secure and seamless 

user experience that not only simplifies access but also 

enhances resistance to impersonation and unauthorized 

access (Zhou et al., 2022; Bassit et al., 2022). 

From a legal and regulatory standpoint, the integration of 

facial recognition in blockchain applications necessitates a 

comprehensive approach to data privacy compliance. 

Biometric data is classified as sensitive personal information 

under regulations such as the European Union's General Data 

Protection Regulation (GDPR) and the California Consumer 

Privacy Act (CCPA), necessitating explicit user consent for 

data handling (Bassit et al., 2021). The proposed model 

incorporates privacy-preserving techniques, including local 

biometric processing and hashed facial templates, along with 

zero-knowledge proofs (ZKPs), allowing for identity 

verification without exposing sensitive biometric data Noh et 

al., 2022). Such methodologies adhere to the principles of 

“privacy by design” encapsulated in GDPR regulations, 

ensuring user control over personal data and minimizing 

exposure to third-party access (Bassit et al., 2021; Noh et al., 

2022). 

Moreover, the model's alignment with Know Your Customer 

(KYC) and Anti-Money Laundering (AML) requirements is 

crucial as financial services increasingly adopt biometric 

verification systems (Bassit et al., 2021; Noh et al., 2022). 

Facial recognition can facilitate KYC-compliant onboarding 

processes by linking authenticated identities to verifiable 

credentials, thus streamlining user access while safeguarding 

personal information Noh et al., 2022). However, regulatory 

scrutiny emphasizes the need for comprehensive consent 

management frameworks and transparent privacy policies to 

address potential concerns over the use of biometric 

technology (Bassit et al., 2021; Noh et al., 2022). 

Scalability and interoperability are additional challenges 

facing the implementation of this gasless, facial-recognition-

based model (Osorio-Roig et al., 2022). With the reliance on 

a robust biometric verification engine and an effective relayer 

network, the system must demonstrate an ability to handle 

increased user interaction effectively while maintaining 

performance across varied blockchain platforms (Osorio-

Roig et al., 2022). Current cloud-based biometric services, 

while reliable, pose concerns regarding centralization, which 

can contradict blockchain’s decentralized ethos 

(Nandakumar & Jain, 2015). Thus, exploring decentralized 

biometric solutions could facilitate a more scalable and 

aligned approach to this new architecture (Nandakumar & 

Jain, 2015). 

Ethical considerations regarding the deployment of facial 

recognition technologies are critical. The potential for 

misuse, surveillance concerns, and algorithmic bias based on 

gender and ethnicity must be proactively addressed. 

Implementing systems that ensure equitable training data and 

fairness-aware machine learning strategies can mitigate some 

of these biases (Ajayi, et al., 2022, Ewim, et al., 2024, Iwe, 

et al., 2023). Additionally, fostering transparency in the 

processing of biometric data—ensuring users are well-

informed about how their data is utilized—will bolster trust 

and user autonomy (Adewoyin, 2021: Bristol-Alagbariya, 

Ayanponle & Ogedengbe, 2022). 

In conclusion, the proposed gasless smart contract interaction 

model inspired by facial recognition technologies enhances 
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usability, security, and transaction efficiency in blockchain 

ecosystems. By abstracting the intricacies of traditional 

cryptocurrency interactions, it offers a more accessible entry 

point for users (Bristol-Alagbariya, Ayanponle & 

Ogedengbe, 2022). However, achieving effective 

implementation entails balancing legal compliance, technical 

scalability, and ethical integrity, ensuring that innovations in 

blockchain technology do not come at the expense of user 

privacy or security (Agho, et al., 2021). 

 

3. Conclusion and future work 

The development of a practical model for gasless transactions 

through facial recognition in blockchain represents a 

significant advancement in addressing critical challenges 

surrounding accessibility, usability, and security in 

decentralized ecosystems. The proposed framework 

successfully demonstrates how smart contract development 

can be optimized by eliminating the need for users to manage 

cryptocurrency wallets or pay gas fees directly. By 

integrating facial biometric authentication with meta-

transaction relayers and smart contract logic, the system 

offers a streamlined, user-centric experience that lowers the 

barrier to entry for individuals unfamiliar with blockchain 

technology. The model not only enhances security through 

robust biometric verification but also upholds 

decentralization principles by leveraging zero-knowledge 

proofs, decentralized identity standards, and off-chain token 

issuance. Key contributions of this work include a fully 

functional, real-time workflow from biometric authentication 

to smart contract execution, demonstrated feasibility on 

public testnets such as Polygon Mumbai and Goerli, and 

practical applications across DeFi, healthcare, and identity 

verification. 

Performance evaluation highlights the success of the model 

in achieving near-instantaneous authentication times, a 100% 

reduction in user-side gas fees, and high user satisfaction 

scores in usability testing. Security assessments reveal strong 

resistance to spoofing, with liveness detection and token-

based verification mechanisms preventing unauthorized 

access. Furthermore, the modular system architecture 

supports scalability and future integration, making it a 

promising foundation for broader adoption in real-world 

blockchain applications. 

Despite these successes, several limitations remain in the 

current model. The reliance on centralized biometric engines 

such as AWS Rekognition introduces a degree of dependency 

that could be inconsistent with the ethos of full 

decentralization. While privacy is preserved through local 

processing and cryptographic hashing, the model would 

benefit from more transparent, decentralized biometric 

processing alternatives. Additionally, while the framework 

performs effectively on Ethereum-compatible networks, its 

interoperability with non-EVM blockchains remains 

untested. Another limitation concerns the inclusivity of facial 

recognition, as some users may face challenges due to 

physical disabilities, cultural considerations, or unequal 

algorithmic performance across demographics. These 

constraints highlight the importance of continued refinement 

and inclusive design. 

Looking forward, future work will focus on enhancing the 

model by integrating additional biometric modalities such as 

fingerprint scanning, voice recognition, or iris detection. 

These alternatives can improve system inclusivity and allow 

for multi-factor authentication strategies tailored to different 

user contexts. The development of decentralized biometric 

engines that operate on edge devices or through peer-to-peer 

processing will also be explored to remove centralized 

dependencies and reinforce privacy. Another key direction is 

the expansion of cross-chain support, enabling the model to 

function seamlessly across diverse blockchain ecosystems 

beyond Ethereum, including Solana, Avalanche, and 

Polkadot. This will require the adoption of universal meta-

transaction standards and cross-chain communication 

protocols. Furthermore, efforts will be directed toward 

implementing decentralized storage for biometric hashes 

using platforms such as IPFS or Arweave, ensuring data 

integrity, persistence, and resistance to tampering. These 

enhancements will not only strengthen the technical 

capabilities of the system but also align it more closely with 

evolving privacy regulations and ethical standards in the 

handling of biometric data. 

In conclusion, this work presents a forward-looking solution 

that reimagines smart contract interaction in a way that is 

secure, intuitive, and inclusive. By removing the traditional 

barriers imposed by gas fees and wallet complexity, and by 

harnessing the power of facial recognition, it sets the stage 

for a new era of user-friendly blockchain applications. 

Through continued innovation and commitment to ethical, 

legal, and technological excellence, this model can serve as a 

foundation for widespread adoption of decentralized 

technologies across sectors and populations. 
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