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Abstract 

Procurement activities in high-risk energy environments such 

as oil and gas operations, power generation facilities, 

renewable energy infrastructure, and extractive-linked 

energy systems are subject to heightened regulatory scrutiny, 

safety hazards, environmental sensitivities, and supply chain 

vulnerabilities. In these contexts, non-compliant procurement 

practices can lead to severe operational disruptions, 

regulatory sanctions, environmental damage, and loss of 

stakeholder trust. This proposes a comprehensive framework 

for regulatory-compliant procurement tailored to high-risk 

energy environments, integrating regulatory alignment, risk 

management, and governance mechanisms across the entire 

procurement lifecycle. The framework is grounded in the 

principle of compliance-by-design, ensuring that legal, 

environmental, health, and safety requirements are embedded 

from procurement planning through supplier selection, 

contracting, delivery, and post-award monitoring. It 

emphasizes risk-based procurement planning, whereby 

procurement items and suppliers are categorized according to 

criticality, hazard exposure, and regulatory sensitivity. 

Supplier qualification and due diligence processes are 

strengthened through the integration of safety performance 

records, environmental and social governance (ESG) criteria, 

and ethical compliance checks. Additionally, the framework 

highlights the importance of robust contracting mechanisms, 

including explicit regulatory clauses, clear allocation of 

compliance responsibilities, and enforcement tools such as 

performance guarantees and insurance coverage. Continuous 

monitoring, inspection, and reporting are supported through 

digital procurement platforms and enterprise systems that 

enhance traceability, transparency, and audit readiness. 

Governance structures, including clear institutional roles, 

internal controls, and stakeholder coordination with 

regulators, are identified as critical enablers for effective 

implementation. By aligning procurement decisions with 

regulatory obligations and risk profiles, the proposed 

framework contributes to improved compliance outcomes, 

reduced safety and environmental incidents, and enhanced 

supply chain resilience. The framework also offers practical 

value for policymakers, regulators, and procurement 

practitioners seeking to strengthen oversight, standardize 

practices, and support sustainable energy development in 

complex and high-risk operational environments. 

 

Keywords: Regulatory Compliance, Procurement Framework, High-Risk Energy Environments, Supply Chain Risk 
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1. Introduction 

Procurement plays a critical role in the successful delivery and operation of energy projects, particularly in high-risk energy 

environments such as oil and gas operations, power generation facilities, renewable energy infrastructure, nuclear installations, 

and mining-linked energy systems (Oguntegbe et al., 2019; Fasasi et al., 2020). These sectors are characterized by complex 

technical requirements, capital-intensive investments, and strict safety and environmental standards. Procurement decisions in 

such contexts directly influence operational reliability, workforce safety, environmental outcomes, and long-term asset 

performance (FILANI et al., 2019; Adepoju et al., 2019). However, procurement processes in high-risk energy environments 

are frequently constrained by fragmented regulatory regimes, limited supplier markets, logistical challenges, and heightened 

exposure to operational and reputational risks.
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As energy systems expand to meet growing global demand 

and transition toward cleaner sources, the need for robust and 

compliant procurement frameworks has become increasingly 

critical (Owulade et al., 2019; Nwokediegwu et al., 2019). 

High-risk energy environments are defined by the 

convergence of multiple risk dimensions that elevate the 

consequences of procurement failures. Safety hazards are 

inherent due to the handling of hazardous materials, high-

pressure systems, heavy machinery, and complex 

technologies (Evans-Uzosike and Okatta, 2019; Bayeroju et 

al., 2019). Environmental exposure is significant, as energy 

operations often occur in ecologically sensitive areas where 

spills, emissions, or equipment failure can cause long-term 

damage. Regulatory complexity further amplifies risk, as 

energy procurement must comply with overlapping 

international standards, national laws, sector-specific 

regulations, and environmental, health, and safety 

requirements (NWAFOR et al., 2018; Oguntegbe et al., 

2019). In many regions, geopolitical instability and weak 

institutional capacity add another layer of uncertainty, 

affecting supplier reliability, contract enforcement, and 

regulatory oversight. Additionally, global supply chain 

volatility driven by market fluctuations, technological 

dependencies, and logistical disruptions poses challenges to 

the timely and compliant acquisition of critical materials and 

equipment (Mabo et al., 2018; Umoren et al., 2019). 

In this context, regulatory compliance is not merely an 

administrative obligation but a foundational requirement for 

safe, sustainable, and resilient energy operations. 

Compliance with procurement-related regulations ensures 

that equipment and services meet safety and performance 

standards, thereby reducing the likelihood of accidents, 

operational failures, and environmental incidents (Seyi-

Lande et al., 2018; Oziri et al., 2019). It also promotes 

environmental protection by enforcing responsible sourcing, 

emissions control, and waste management practices. From a 

project sustainability perspective, regulatory-compliant 

procurement enhances transparency, accountability, and 

stakeholder confidence, while minimizing legal disputes, cost 

overruns, and project delays (Fasasi et al., 2019; Adepoju et 

al., 2019). 

The objective of this, is to develop a structured framework 

for regulatory-compliant procurement tailored to the specific 

challenges of high-risk energy environments. The proposed 

framework seeks to integrate regulatory alignment, risk-

based planning, supplier due diligence, and governance 

mechanisms throughout the procurement lifecycle. Its scope 

encompasses procurement planning, supplier selection, 

contracting, monitoring, and performance evaluation, with an 

emphasis on embedding compliance and risk management 

into decision-making processes. By providing a systematic 

approach, the framework aims to support policymakers, 

regulators, and procurement practitioners in strengthening 

procurement resilience, improving compliance outcomes, 

and advancing sustainable energy development in complex 

and high-risk operational settings (Sanusi et al., 2020; Oziri 

et al., 2020). 

 

2. Methodology 

The Preferred Reporting Items for Systematic Reviews and 

Meta-Analyses (PRISMA) methodology was adopted to 

systematically identify, evaluate, and synthesize existing 

evidence relevant to the development of a framework for 

regulatory-compliant procurement in high-risk energy 

environments. This methodological approach was selected to 

ensure transparency, rigor, and reproducibility in the review 

process, given the interdisciplinary nature of procurement, 

regulatory compliance, risk management, and energy systems 

research. 

A comprehensive literature search was conducted across 

multiple academic and policy-oriented databases to capture 

peer-reviewed journal articles, conference proceedings, 

regulatory guidelines, and institutional reports related to 

procurement practices in high-risk energy sectors, including 

oil and gas, power generation, renewable energy 

infrastructure, nuclear energy, and mining-linked energy 

systems. The search strategy employed a combination of 

keywords and Boolean operators focusing on procurement, 

regulatory compliance, supply chain risk, energy governance, 

safety, and environmental management. Only sources 

published in English were considered to ensure consistency 

in interpretation, and the search was limited to studies with 

clear relevance to energy-sector procurement and regulatory 

frameworks. 

Following the identification phase, duplicate records were 

removed, and the remaining studies were screened based on 

titles and abstracts. Screening criteria focused on relevance 

to procurement processes, regulatory compliance 

mechanisms, and risk exposure in energy environments. 

Studies that addressed procurement in non-energy sectors 

without transferable regulatory or risk-management insights 

were excluded. The eligibility assessment involved full-text 

reviews of selected articles to determine methodological 

robustness, clarity of regulatory context, and applicability to 

high-risk operational settings. Sources lacking sufficient 

detail on compliance mechanisms, governance structures, or 

procurement outcomes were excluded at this stage. 

Data extraction was conducted systematically, capturing 

information on regulatory requirements, procurement 

models, risk mitigation strategies, supplier management 

practices, and governance arrangements. Extracted data were 

synthesized using a qualitative thematic analysis approach, 

allowing for the identification of recurring patterns, gaps, and 

best practices across different energy sectors and regulatory 

regimes. This synthesis informed the conceptualization of 

key framework components, including compliance mapping, 

risk-based procurement planning, supplier due diligence, 

contractual safeguards, and monitoring mechanisms. 

The PRISMA-guided process ensured that the proposed 

framework is grounded in credible evidence and reflects a 

comprehensive understanding of regulatory and operational 

challenges in high-risk energy environments. By applying a 

structured and transparent review methodology, the study 

enhances the validity of the framework and provides a robust 

foundation for future empirical validation and policy-

oriented research. 

 

2.1. Regulatory and Institutional Context 

Procurement in high-risk energy environments operates 

within a dense and multi-layered regulatory and institutional 

landscape designed to safeguard safety, environmental 

integrity, and social accountability. Energy projects in sectors 

such as oil and gas, power generation, renewable energy 

infrastructure, nuclear facilities, and mining-linked energy 

systems are subject to heightened scrutiny due to their 

potential for severe operational, environmental, and societal 

impacts (Frempong et al., 2020; Fasasi et al., 2020). 

Understanding the regulatory and institutional context 
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governing procurement in these environments is therefore 

essential for ensuring compliance, minimizing risk, and 

promoting sustainable project outcomes. 

At the international level, several standards and guidelines 

shape energy procurement practices by establishing 

minimum requirements for quality, safety, and governance. 

The International Organization for Standardization (ISO) 

provides widely adopted standards relevant to procurement, 

including ISO 9001 for quality management, ISO 14001 for 

environmental management, ISO 45001 for occupational 

health and safety, and ISO 37001 for anti-bribery 

management systems. The International Electrotechnical 

Commission (IEC) develops technical standards critical for 

electrical and energy equipment, ensuring interoperability, 

reliability, and safety in power systems. In parallel, the 

Occupational Safety and Health Administration (OSHA) 

standards, though primarily applied within specific 

jurisdictions, influence global best practices for workplace 

safety in hazardous energy operations. 

Labor and social protection dimensions are reinforced 

through the International Labour Organization (ILO) 

conventions, which address worker safety, fair labor 

practices, and rights within supply chains. Development 

finance institutions and multilateral organizations further 

shape procurement norms. The World Bank Procurement 

Framework emphasizes transparency, value for money, and 

integrity in projects it finances, while the International 

Finance Corporation (IFC) Performance Standards integrate 

environmental and social risk management into procurement 

and contracting decisions. Similarly, the Organisation for 

Economic Co-operation and Development (OECD) promotes 

responsible business conduct through guidelines on due 

diligence, anti-corruption, and sustainable supply chains 

(Bankole et al., 2020; Sanusi et al., 2020). Collectively, these 

international instruments provide a normative foundation for 

regulatory-compliant procurement in high-risk energy 

environments. 

Beyond international standards, national and sector-specific 

regulatory requirements play a decisive role in governing 

energy procurement. Most countries maintain legal 

frameworks that regulate public and private sector 

procurement, incorporating licensing, tendering procedures, 

contract management, and reporting obligations. In energy 

sectors, these general procurement laws are complemented 

by sector-specific regulations addressing technical 

specifications, safety certification, environmental permitting, 

and local content requirements. For example, oil and gas 

procurement may be governed by petroleum laws and host 

government regulations, while power generation and 

renewable energy projects are subject to electricity market 

rules, grid codes, and technology-specific standards. Nuclear 

energy procurement is typically subject to particularly 

stringent regulatory controls due to its high-risk profile, 

including licensing by independent nuclear regulatory 

authorities and compliance with international safety 

conventions. 

Environmental, health, safety, and social (EHS/ESS) 

regulations represent a critical pillar of the regulatory context. 

These regulations ensure that procurement decisions account 

not only for cost and technical performance but also for 

potential environmental and social impacts. Environmental 

regulations mandate compliance with emissions limits, waste 

management standards, and environmental impact 

assessments, influencing the selection of equipment, 

materials, and contractors. Health and safety regulations 

require that procured goods and services meet safety 

standards designed to protect workers and communities, 

particularly in hazardous operating conditions (Accorsi et al., 

2019; Zhu et al., 2020). Social regulations, including 

community engagement and labor standards, increasingly 

require procurement processes to integrate social 

responsibility and human rights considerations, especially in 

projects financed by international institutions. 

The regulatory environment is implemented and enforced by 

a range of institutional actors with distinct but interrelated 

roles. Regulatory agencies establish and enforce sector-

specific rules, issue licenses, and monitor compliance. 

Procurement authorities and internal procurement units are 

responsible for translating regulatory requirements into 

procurement policies, procedures, and contract documents. 

Energy operators and project developers bear primary 

responsibility for ensuring that procurement practices align 

with regulatory obligations and risk management objectives. 

Oversight bodies, including auditors, anti-corruption 

agencies, and environmental inspectors, provide independent 

assurance and accountability, reinforcing compliance and 

transparency throughout the procurement lifecycle. 

Despite the existence of robust regulatory frameworks, 

compliance gaps and enforcement challenges persist in many 

high-risk energy environments. Limited institutional 

capacity, overlapping mandates, and fragmented regulatory 

regimes can create ambiguity and weaken enforcement. In 

regions affected by geopolitical instability or weak 

governance, regulatory oversight may be inconsistent, 

increasing the risk of non-compliant procurement practices. 

Supply chain complexity and the global sourcing of 

specialized equipment further complicate compliance 

monitoring, particularly when suppliers operate across 

multiple jurisdictions with varying regulatory standards. 

These challenges underscore the need for integrated 

procurement frameworks that align regulatory requirements 

with institutional capabilities and operational realities. 

The regulatory and institutional context of procurement in 

high-risk energy environments is shaped by a combination of 

international standards, national laws, sector-specific 

regulations, and EHS/ESS requirements, implemented by a 

diverse set of institutional actors (Lindøe and Baram, 2019; 

Lu et al., 2019). Addressing compliance gaps and 

enforcement challenges within this context is essential for 

strengthening procurement resilience, enhancing safety and 

environmental protection, and supporting sustainable energy 

development. 

 
2.2. Risk Characteristics in High-Risk Energy Procurement 

Procurement in high-risk energy environments is intrinsically 

linked to a complex risk landscape shaped by technical, 

environmental, regulatory, and governance-related factors. 

Energy sectors such as oil and gas, power generation, 

renewable energy infrastructure, nuclear facilities, and 

mining-linked energy systems operate under conditions 

where procurement failures can trigger severe safety 

incidents, environmental damage, financial losses, and 

reputational harm. Understanding the distinct risk 

characteristics associated with energy procurement is 

therefore essential for designing procurement systems that 

are resilient, compliant, and aligned with operational 

realities. 

Operational risks represent one of the most immediate and 
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critical dimensions of high-risk energy procurement. Energy 

infrastructure relies on specialized equipment, advanced 

technologies, and hazardous materials, often operating under 

extreme conditions such as high pressure, high temperature, 

or remote locations. Procurement decisions that result in 

substandard or incompatible equipment can lead to 

equipment failure, unplanned shutdowns, and safety 

incidents affecting workers and surrounding communities. 

Inadequate specifications, poor quality control, or 

insufficient supplier vetting increase the likelihood of 

procuring materials that do not meet required safety or 

performance standards. The handling and transportation of 

hazardous materials, including fuels, chemicals, and 

radioactive components, further amplify operational risks, as 

procurement-related lapses can compromise containment 

systems and emergency preparedness measures (Sheffi, 

2018; Vinokurov et al., 2019). 

Environmental and social risks are closely intertwined with 

procurement activities in high-risk energy environments. 

Energy projects often operate in ecologically sensitive areas 

or near populated communities, making them vulnerable to 

pollution incidents, habitat degradation, and adverse social 

impacts. Procurement choices influence the environmental 

footprint of energy operations through the selection of 

technologies, materials, and contractors. Environmentally 

non-compliant equipment or services can lead to air and 

water pollution, soil contamination, and long-term ecosystem 

damage. Social risks may arise when procurement processes 

fail to consider community impacts, land use conflicts, or 

labor conditions within supply chains. For example, 

inadequate contractor oversight can contribute to unsafe 

working conditions or community grievances, undermining 

social license to operate and increasing the risk of project 

delays or disruptions. 

Supply chain risks constitute another major challenge in 

high-risk energy procurement, particularly in a globalized 

and technologically specialized market. Energy projects often 

depend on a limited pool of qualified vendors for critical 

components, increasing vulnerability to vendor unreliability 

and market concentration risks. Delays in manufacturing, 

financial instability of suppliers, or poor performance can 

disrupt project timelines and operational continuity. The 

prevalence of counterfeit or substandard parts poses a 

significant threat, especially for safety-critical components 

where failure can have catastrophic consequences. Logistics 

disruptions, including transportation bottlenecks, customs 

delays, and geopolitical constraints, further complicate 

procurement, particularly for projects located in remote or 

politically unstable regions (Chang et al., 2020; Igboanugo 

and Akobundu, 2020). 

Legal and compliance risks are inherent in the procurement 

of goods and services within heavily regulated energy 

sectors. Non-conformance with procurement laws, technical 

standards, or environmental and safety regulations can result 

in penalties, contract termination, or suspension of 

operations. In high-risk environments, regulatory 

requirements are often complex and subject to frequent 

updates, increasing the likelihood of inadvertent non-

compliance. Procurement-related legal disputes may arise 

from poorly drafted contracts, ambiguous compliance 

responsibilities, or failure to enforce regulatory clauses. Such 

disputes can lead to costly litigation, project delays, and loss 

of investor confidence, undermining the economic viability 

of energy projects. 

Corruption, transparency, and governance risks further 

exacerbate the vulnerability of procurement systems in high-

risk energy environments. The high value of energy 

contracts, combined with technical complexity and limited 

market competition, creates opportunities for unethical 

practices, including bribery, bid rigging, and conflicts of 

interest. Weak governance structures and insufficient 

oversight can allow non-transparent procurement decisions, 

resulting in inflated costs, suboptimal supplier selection, and 

compromised safety or environmental standards. Corruption-

related risks not only undermine compliance but also erode 

public trust and expose organizations to legal and 

reputational consequences, particularly in jurisdictions with 

strong anti-corruption enforcement mechanisms. 

High-risk energy procurement is characterized by a 

multifaceted risk profile encompassing operational, 

environmental, social, supply chain, legal, and governance 

dimensions. These risks are interdependent, with failures in 

one area often cascading into others. Recognizing and 

systematically addressing these risk characteristics is 

essential for developing procurement frameworks that 

enhance safety, ensure regulatory compliance, promote 

transparency, and support the long-term sustainability of 

energy projects (Aghajanian, 2018; Swensson and Tartanac, 

2020). 

 

2.3. Conceptual Framework for Regulatory-Compliant 

Procurement 

Procurement in high-risk energy environments demands a 

structured conceptual framework that systematically embeds 

regulatory compliance and risk management into 

procurement decision-making. Given the potential 

consequences of procurement failures ranging from safety 

incidents and environmental damage to legal sanctions and 

project delays traditional cost-driven procurement models are 

insufficient. A regulatory-compliant procurement framework 

provides a strategic and operational foundation for aligning 

procurement practices with regulatory obligations, safety 

imperatives, and long-term sustainability objectives. This 

conceptual framework is grounded in a set of interrelated 

principles that guide procurement across the entire lifecycle, 

from planning and supplier selection to contracting, delivery, 

and performance evaluation. 

The first foundational principle is compliance-by-design, 

which emphasizes the proactive integration of regulatory 

requirements into procurement processes rather than treating 

compliance as a post-award or auditing function (Hodson, 

2018; Walz and Firth-Butterfield, 2019). Under this 

principle, applicable laws, standards, and regulatory 

obligations are identified and embedded at the earliest stages 

of procurement planning. Technical specifications, supplier 

qualification criteria, and contract terms are explicitly aligned 

with environmental, health, safety, and social regulations. 

Compliance-by-design reduces the likelihood of non-

conformance by ensuring that procurement decisions 

inherently meet regulatory expectations, thereby minimizing 

corrective actions, penalties, and operational disruptions. 

Closely linked to compliance-by-design is the principle of 

risk-based procurement, which recognizes that not all 

procurement activities carry the same level of risk. In high-

risk energy environments, procurement items vary 

significantly in terms of safety criticality, environmental 

exposure, and regulatory sensitivity. A risk-based approach 

categorizes goods and services according to their potential 
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impact on operations and compliance outcomes. High-

criticality items, such as safety-related equipment or 

hazardous materials, are subject to more stringent 

specifications, supplier due diligence, and monitoring 

requirements. This targeted allocation of controls enhances 

efficiency while ensuring that regulatory and safety risks are 

addressed proportionately. 

Transparency is another core principle underpinning the 

framework, particularly in sectors characterized by complex 

supply chains and high-value contracts. Transparent 

procurement processes supported by clear documentation, 

standardized procedures, and traceable decision-making 

reduce the risk of errors, disputes, and unethical practices. 

Transparency also facilitates regulatory oversight and 

auditability, enabling regulators and oversight bodies to 

verify compliance with procurement laws and standards. In 

high-risk energy contexts, transparent procurement 

contributes to stakeholder trust, including investors, 

regulators, communities, and development partners. 

The principle of accountability complements transparency by 

clearly defining roles, responsibilities, and decision rights 

across the procurement lifecycle. Accountability mechanisms 

ensure that procurement officers, technical evaluators, 

suppliers, and contractors are each responsible for 

compliance with applicable regulations and contractual 

obligations. Clearly assigned accountability strengthens 

internal controls, improves enforcement of regulatory 

requirements, and reduces ambiguity in the event of non-

compliance. In regulatory-compliant procurement 

frameworks, accountability is reinforced through 

performance monitoring, reporting systems, and corrective 

action mechanisms. 

Resilience represents a strategic principle that addresses the 

dynamic and uncertain nature of high-risk energy 

environments. Regulatory-compliant procurement must be 

capable of adapting to regulatory changes, market volatility, 

and supply chain disruptions without compromising safety or 

compliance (Zhang, 2019; Series, 2020). Resilient 

procurement systems incorporate flexibility in sourcing 

strategies, contingency planning, and continuous 

improvement processes. By anticipating disruptions and 

regulatory evolution, resilience enhances the long-term 

reliability and sustainability of energy operations. 

Central to the conceptual framework is the alignment of 

procurement objectives with regulatory and safety 

requirements. Procurement objectives in energy projects 

traditionally emphasize cost efficiency, quality, and timely 

delivery. In high-risk environments, these objectives must be 

balanced with compliance and safety considerations. The 

framework aligns procurement goals with regulatory 

mandates by integrating compliance metrics into 

procurement performance evaluation and decision criteria. 

This alignment ensures that cost or schedule pressures do not 

undermine safety standards or regulatory obligations, thereby 

supporting responsible and sustainable project execution. 

The integration of risk management and compliance 

throughout the procurement lifecycle is a defining feature of 

the proposed framework. During procurement planning, risk 

assessments and compliance mapping inform specifications 

and sourcing strategies. In supplier selection, regulatory 

compliance records, safety performance, and risk profiles are 

key evaluation criteria. Contracting stages embed compliance 

obligations, monitoring requirements, and enforcement 

mechanisms into contractual arrangements. During 

execution, ongoing monitoring, inspections, and reporting 

ensure sustained compliance and early identification of 

emerging risks. Finally, post-procurement evaluation 

supports learning and continuous improvement by capturing 

compliance performance and risk outcomes. 

The conceptual framework for regulatory-compliant 

procurement provides a holistic and principled approach to 

managing procurement in high-risk energy environments. By 

grounding procurement practices in compliance-by-design, 

risk-based decision-making, transparency, accountability, 

and resilience, the framework aligns procurement objectives 

with regulatory and safety requirements. Its lifecycle-wide 

integration of risk management and compliance strengthens 

operational reliability, enhances regulatory performance, and 

supports the sustainable development of energy systems in 

complex and high-risk contexts (Walther et al., 2018; Lokuge 

et al., 2020). 

 

2.4. Core Components of the Framework 

The effectiveness of a regulatory-compliant procurement 

framework in high-risk energy environments depends on the 

systematic integration of regulatory, risk, and governance 

considerations into operational procurement processes. The 

proposed framework is structured around a set of core 

components that collectively ensure procurement decisions 

are aligned with regulatory requirements, risk profiles, and 

performance objectives across the procurement lifecycle. 

A foundational component of the framework is regulatory 

alignment and compliance mapping, which establishes a clear 

understanding of the legal and regulatory obligations 

governing procurement activities. This begins with the 

identification and documentation of all applicable laws, 

regulations, standards, and permits at international, national, 

and sector-specific levels. These may include environmental 

regulations, safety standards, labor laws, and technical codes 

relevant to energy operations. To operationalize this 

information, compliance matrices are developed to explicitly 

link procurement activities such as specification 

development, supplier selection, and contract management to 

corresponding regulatory requirements. These matrices serve 

as practical tools for procurement teams, ensuring that 

compliance considerations are embedded in day-to-day 

decision-making. Given the dynamic nature of energy 

regulation, continuous regulatory monitoring and update 

mechanisms are essential to capture regulatory changes and 

adjust procurement practices accordingly. 

Risk-based procurement planning represents the second core 

component and builds upon regulatory alignment by 

incorporating systematic risk assessment into procurement 

strategy development. At the planning stage, hazard 

identification and risk assessments are conducted to evaluate 

potential safety, environmental, and compliance risks 

associated with different procurement items and services 

(Purohit et al., 2018; Chartres et al., 2019). Procurement 

items are then categorized based on criticality, complexity, 

and risk exposure, distinguishing between safety-critical 

equipment, environmentally sensitive materials, and routine 

goods. This categorization enables the development of 

compliance-sensitive procurement strategies that allocate 

resources and controls proportionately, ensuring that high-

risk items receive enhanced oversight without imposing 

unnecessary burdens on low-risk procurement activities. 

The third component, supplier qualification and due 

diligence, focuses on ensuring that suppliers and contractors 
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possess the capability and integrity to meet regulatory and 

operational requirements. Prequalification criteria extend 

beyond cost and technical capacity to incorporate regulatory 

compliance history, safety performance, and environmental, 

social, and governance (ESG) practices. Vendor audits and 

verification of certifications provide assurance that suppliers 

comply with relevant standards and possess the necessary 

quality and safety management systems. Reviewing past 

compliance records further reduces the likelihood of 

engaging suppliers with a history of regulatory violations. 

Anti-corruption and ethical procurement safeguards, such as 

conflict-of-interest disclosures and integrity checks, are 

integrated into supplier evaluation processes to enhance 

transparency and accountability. 

Contracting and compliance assurance form a critical bridge 

between procurement planning and execution. Contracts are 

designed to incorporate explicit regulatory, safety, and 

environmental clauses that define compliance obligations and 

performance expectations. Clear allocation of compliance 

responsibilities and liabilities between buyers and suppliers 

minimizes ambiguity and strengthens enforceability. To 

manage residual risks, contractual mechanisms such as 

performance bonds, insurance coverage, and warranty 

requirements are employed, providing financial and legal 

safeguards in the event of non-compliance or performance 

failure. These instruments reinforce accountability and 

incentivize suppliers to maintain compliance throughout 

contract execution. 

Effective implementation of the framework relies on robust 

monitoring, inspection, and reporting mechanisms. 

Compliance monitoring is conducted at key stages, including 

manufacturing, delivery, installation, and commissioning, to 

ensure that procured goods and services conform to 

specifications and regulatory requirements. Independent 

inspections, testing, and verification often performed by 

third-party inspectors provide objective assurance of 

compliance, particularly for safety-critical components. 

Comprehensive documentation and traceability systems 

support regulatory reporting and audits, enabling 

organizations to demonstrate compliance and respond 

effectively to regulatory inquiries (Bakarich et al., 2020; 

Hastig and Sodhi, 2020). 

The final core component is digital tools and data integration, 

which enhance the efficiency, transparency, and reliability of 

regulatory-compliant procurement. Enterprise Resource 

Planning (ERP) systems, compliance management platforms, 

and digital procurement tools are used to integrate regulatory 

requirements, risk assessments, and supplier data into unified 

workflows. These systems enable real-time tracking of 

compliance indicators and supplier performance, supporting 

proactive risk management and timely corrective actions. 

Data transparency facilitated by digital platforms improves 

audit readiness and strengthens regulatory oversight, while 

also supporting continuous improvement through data-driven 

insights. 

The core components of the regulatory-compliant 

procurement framework provide an integrated and 

operationally practical structure for managing procurement in 

high-risk energy environments. By combining regulatory 

alignment, risk-based planning, rigorous supplier due 

diligence, robust contracting, continuous monitoring, and 

digital integration, the framework enhances compliance, 

reduces risk exposure, and supports safe and sustainable 

energy operations. 

2.5. Governance and Accountability Mechanisms 

Effective governance and accountability mechanisms are 

essential for ensuring that regulatory-compliant procurement 

frameworks function as intended in high-risk energy 

environments. Given the technical complexity, high financial 

value, and elevated safety and environmental risks associated 

with energy procurement, weak governance structures can 

lead to non-compliance, operational failures, and loss of 

public trust. A well-defined governance architecture clarifies 

institutional roles, strengthens oversight, and embeds 

accountability across the procurement lifecycle, thereby 

supporting transparent and responsible decision-making. 

Central to this governance framework is the clear delineation 

of roles and responsibilities among procurement, compliance, 

and health, safety, and environment (HSE) units. 

Procurement units are primarily responsible for planning, 

sourcing, evaluation, and contract management, ensuring that 

procurement processes align with organizational objectives 

and regulatory requirements (Villena, 2019; Plantinga et al., 

2020). Compliance units provide oversight by interpreting 

applicable laws and standards, advising procurement teams 

on regulatory obligations, and monitoring adherence to legal 

and ethical requirements. HSE units contribute specialized 

expertise by assessing safety, environmental, and social risks 

associated with procured goods and services. In high-risk 

energy environments, effective collaboration among these 

units is critical; procurement decisions must be informed by 

compliance and HSE inputs to ensure that cost and schedule 

considerations do not compromise regulatory or safety 

standards. 

Internal controls, segregation of duties, and approval 

hierarchies constitute another cornerstone of governance and 

accountability. Internal controls are designed to prevent 

errors, fraud, and non-compliance by establishing 

standardized procedures, documentation requirements, and 

verification processes. Segregation of duties ensures that no 

single individual or unit has unchecked authority over critical 

procurement activities such as specification development, bid 

evaluation, contract approval, and payment authorization. 

This separation reduces the risk of conflicts of interest and 

unethical behavior, particularly in high-value and technically 

complex energy contracts. Approval hierarchies further 

reinforce accountability by requiring multiple levels of 

review and authorization, with higher-risk procurement 

decisions subject to enhanced scrutiny by senior management 

or specialized committees. 

Beyond internal governance, stakeholder engagement and 

regulatory coordination play a vital role in strengthening 

accountability. Energy procurement activities affect a wide 

range of stakeholders, including regulators, contractors, 

communities, investors, and development partners. Proactive 

engagement with regulatory authorities enables procurement 

units to clarify regulatory expectations, anticipate changes in 

legal requirements, and resolve compliance issues early in the 

procurement process. Coordination with external 

stakeholders, such as local communities and civil society 

organizations, helps identify social and environmental 

concerns that may influence procurement decisions. In high-

risk energy environments, transparent engagement fosters 

trust, enhances social license to operate, and reduces the 

likelihood of disputes or project delays arising from unmet 

stakeholder expectations. 

Whistle-blowing and grievance redress mechanisms provide 

critical safeguards for accountability and integrity within 
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procurement systems. Whistle-blowing mechanisms enable 

employees, contractors, and other stakeholders to report 

suspected misconduct, non-compliance, or safety concerns 

without fear of retaliation. In energy procurement, where 

corruption and ethical risks may be elevated, secure and 

confidential reporting channels are essential for detecting and 

addressing irregularities at an early stage. Grievance redress 

mechanisms complement whistle-blowing systems by 

providing structured processes for addressing complaints 

related to procurement decisions, supplier conduct, or social 

and environmental impacts (Cronin and Afifi, 2018; Chalouat 

et al., 2019). These mechanisms ensure that concerns are 

investigated impartially and resolved in a timely manner, 

reinforcing confidence in governance systems. 

The effectiveness of governance and accountability 

mechanisms is further enhanced through continuous 

monitoring and performance evaluation. Regular audits, 

management reviews, and compliance assessments provide 

assurance that governance arrangements remain fit for 

purpose and responsive to evolving risks. Lessons learned 

from audits and grievances inform improvements to policies, 

procedures, and training programs, supporting a culture of 

continuous improvement. In high-risk energy environments, 

where regulatory requirements and operational risks are 

dynamic, adaptive governance structures are essential for 

sustaining compliance and operational resilience. 

Governance and accountability mechanisms form a critical 

pillar of regulatory-compliant procurement frameworks in 

high-risk energy environments. By clearly defining roles and 

responsibilities, strengthening internal controls, engaging 

stakeholders, and providing effective whistle-blowing and 

grievance redress systems, organizations can enhance 

transparency, mitigate risks, and ensure responsible 

procurement practices. These mechanisms not only support 

regulatory compliance but also contribute to safer operations, 

improved stakeholder trust, and the long-term sustainability 

of energy projects. 

 

2.6. Implementation Strategy 

The successful application of a regulatory-compliant 

procurement framework in high-risk energy environments 

depends not only on sound design but also on a well-

structured implementation strategy. Energy organizations 

often operate within established procurement systems, legacy 

processes, and entrenched institutional cultures, making 

abrupt or uncoordinated changes impractical. A carefully 

planned implementation strategy enables organizations to 

integrate the framework into existing operations while 

minimizing disruption, strengthening compliance, and 

building long-term institutional capacity. 

A phased adoption approach is essential for introducing the 

framework into existing energy operations. Rather than 

implementing all components simultaneously, the framework 

should be deployed in sequential phases aligned with 

organizational priorities and risk exposure. Initial phases may 

focus on high-risk procurement categories, such as safety-

critical equipment, hazardous materials, or environmentally 

sensitive services, where compliance failures would have the 

most severe consequences. Subsequent phases can extend the 

framework to lower-risk procurement activities and 

supporting functions. Pilot projects are particularly valuable 

in this process, allowing organizations to test procedures, 

refine compliance tools, and identify operational bottlenecks 

before full-scale rollout (Chinamanagonda, 2019; Stewart et 

al., 2020). Phased adoption reduces implementation risk, 

facilitates learning, and enables incremental improvements 

based on practical experience. 

Effective change management and institutional readiness are 

critical enablers of phased implementation. Introducing a 

regulatory-compliant procurement framework often requires 

changes in roles, responsibilities, decision-making processes, 

and performance metrics. Without adequate change 

management, these changes may encounter resistance from 

staff accustomed to traditional procurement practices focused 

primarily on cost and speed. Institutional readiness 

assessments can help organizations evaluate existing 

procurement maturity, compliance culture, and governance 

structures prior to implementation. Based on these 

assessments, leadership can develop targeted change 

management strategies, including clear communication of 

objectives, executive sponsorship, and alignment of 

incentives with compliance and risk management goals. 

Strong leadership commitment signals the strategic 

importance of the framework and fosters a culture that values 

regulatory compliance and risk awareness. 

Workforce training and capacity building represent a central 

component of the implementation strategy. Procurement 

personnel, technical teams, compliance officers, and HSE 

professionals must possess the knowledge and skills required 

to operationalize regulatory and risk-aware procurement 

practices. Training programs should cover applicable laws 

and standards, risk assessment techniques, supplier due 

diligence processes, and the use of compliance tools such as 

matrices and monitoring systems. Scenario-based training 

and case studies drawn from high-risk energy contexts can 

enhance practical understanding and decision-making 

capabilities. In addition, cross-functional training initiatives 

encourage collaboration between procurement, compliance, 

and HSE units, strengthening integrated risk management 

across the organization. 

Beyond individual training, resource requirements and 

broader capacity building must be addressed to ensure 

sustainable implementation. Adequate financial resources are 

needed to support system upgrades, independent audits, 

supplier assessments, and third-party inspections. Human 

resource capacity must also be strengthened, particularly in 

compliance and HSE functions, to manage increased 

oversight and monitoring demands. In some contexts, 

organizations may need to invest in digital infrastructure, 

such as enterprise resource planning (ERP) systems or 

compliance management platforms, to enable real-time 

tracking of regulatory and risk indicators. Capacity building 

may further involve engaging external experts, regulators, or 

development partners to provide technical assistance and 

knowledge transfer, particularly in regions with limited 

institutional capacity. 

Continuous monitoring and feedback mechanisms are 

essential to support implementation and long-term 

effectiveness. Key performance indicators related to 

compliance, risk reduction, and procurement efficiency 

should be established to track progress and identify areas for 

improvement. Regular reviews enable organizations to adjust 

implementation plans, reallocate resources, and refine 

training programs in response to emerging risks or regulatory 

changes. In high-risk energy environments, where regulatory 

landscapes and operational conditions evolve rapidly, 

adaptive implementation strategies are crucial for 

maintaining alignment with compliance objectives (Clark-
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Ginsberg and Slayton, 2019; Yussuf et al., 2020). 

The implementation of a regulatory-compliant procurement 

framework in high-risk energy environments requires a 

strategic and phased approach supported by effective change 

management, workforce training, and adequate resource 

allocation. By aligning implementation efforts with 

institutional readiness and investing in capacity building, 

energy organizations can embed regulatory and risk-aware 

procurement practices into their operations. Such an 

implementation strategy not only enhances compliance and 

risk management but also strengthens organizational 

resilience and supports the sustainable delivery of energy 

projects in complex and high-risk settings. 

 

2.7. Expected Outcomes and Performance Indicators 

The implementation of a regulatory-compliant procurement 

framework in high-risk energy environments is expected to 

generate significant operational, regulatory, and strategic 

benefits. By embedding compliance, risk management, and 

accountability into procurement processes, organizations can 

improve operational safety, strengthen regulatory adherence, 

enhance supplier reliability, and achieve higher levels of 

transparency and efficiency. The anticipated outcomes span 

multiple dimensions, including compliance performance, 

environmental and safety protection, supplier management, 

and measurable procurement efficiency. 

One of the primary outcomes is improved regulatory 

compliance and audit performance. High-risk energy sectors 

are characterized by stringent legal and regulatory 

requirements covering procurement, health and safety, 

environmental protection, and social governance. 

Compliance failures can result in legal penalties, project 

delays, and reputational damage. By adopting a structured 

framework that incorporates compliance-by-design, risk-

based procurement, and continuous monitoring, 

organizations can systematically ensure that procurement 

activities meet applicable international, national, and sector-

specific standards. Enhanced regulatory alignment, 

supported by compliance matrices and digital monitoring 

tools, enables procurement teams to demonstrate adherence 

during audits and inspections. Consequently, audit outcomes 

are expected to improve, reducing the incidence of regulatory 

violations and enhancing the organization’s credibility with 

regulators, investors, and stakeholders (Celestin, 2020; 

Akther and Xu, 2020). 

Another significant outcome is the reduction of safety 

incidents and environmental non-conformities. Procurement 

decisions in high-risk energy environments directly influence 

operational safety and environmental performance. For 

example, the sourcing of substandard equipment or unsafe 

materials can lead to accidents, operational shutdowns, or 

environmental contamination. Integrating risk assessment, 

HSE oversight, and supplier due diligence into procurement 

processes reduces exposure to these risks. Enhanced safety 

and environmental compliance not only protect workers, 

communities, and ecosystems but also prevent costly 

incidents that disrupt operations (Nawaz et al., 2019). Over 

time, organizations can track trends in safety incidents and 

environmental non-conformities, demonstrating tangible 

improvements attributable to the framework. 

The framework also promotes enhanced supplier reliability 

and procurement transparency. By establishing rigorous 

prequalification criteria, due diligence procedures, and 

monitoring mechanisms, organizations can identify suppliers 

capable of meeting technical, safety, and regulatory 

requirements consistently. Transparent procurement 

processes, supported by clear documentation, approval 

hierarchies, and digital platforms, reduce opportunities for 

corruption, mismanagement, or unethical practices. Reliable 

supplier performance reduces delays, ensures the timely 

availability of critical materials, and improves operational 

continuity. In addition, transparent and accountable 

procurement enhances trust among stakeholders, including 

regulators, investors, and local communities, which is 

particularly critical in high-risk energy sectors where public 

scrutiny and social license to operate are essential. 

The measurement of these outcomes relies on the 

development and application of key performance indicators 

(KPIs) for compliance, risk, and efficiency. Compliance KPIs 

can include the percentage of procurement activities fully 

aligned with regulatory requirements, the number of audit 

findings or non-conformities, and timely submission of 

regulatory reports. Risk-related KPIs may track the number 

of safety incidents associated with procured equipment, 

environmental violations, or supplier non-performance 

incidents. Efficiency KPIs assess procurement process 

performance, including average procurement cycle time, cost 

variance against budgeted amounts, and percentage of 

procurement activities completed without delays or 

corrective actions. Collectively, these indicators provide 

quantitative and qualitative measures to monitor the 

effectiveness of the framework, identify areas for 

improvement, and support data-driven decision-making 

(Rodrigues et al., 2018; Agarwal et al., 2019). 

Furthermore, the framework supports continuous 

improvement and adaptive performance management. By 

regularly reviewing KPIs and linking outcomes to 

procurement processes, organizations can identify emerging 

risks, adjust sourcing strategies, and refine compliance 

mechanisms. Feedback loops from monitoring and audit 

findings inform training programs, supplier engagement, and 

process enhancements. Over time, this creates a dynamic 

procurement system that is responsive to regulatory changes, 

operational challenges, and evolving risk landscapes, 

ensuring that procurement practices remain effective, 

efficient, and sustainable. 

The expected outcomes of implementing a regulatory-

compliant procurement framework in high-risk energy 

environments include improved regulatory compliance and 

audit outcomes, a reduction in safety and environmental 

incidents, and enhanced supplier reliability and procurement 

transparency. These outcomes are supported by clearly 

defined KPIs covering compliance, risk, and efficiency, 

which enable organizations to monitor performance, identify 

gaps, and drive continuous improvement. By achieving these 

outcomes, energy organizations can enhance operational 

resilience, safeguard regulatory and environmental 

obligations, and strengthen stakeholder confidence, 

contributing to the safe, sustainable, and efficient delivery of 

energy projects in complex and high-risk operational contexts 

(Bajwa et al., 2019; Dupont, 2019). 

 

2.8. Policy, Practice, and Research Implications 

The adoption of a regulatory-compliant procurement 

framework in high-risk energy environments has wide-

ranging implications for policy formulation, operational 

practice, and academic research. By integrating compliance, 

risk management, and governance principles into 
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procurement processes, organizations can strengthen 

regulatory adherence, enhance operational resilience, and 

promote sustainable energy development. Understanding 

these implications is crucial for aligning national energy 

policies, guiding practitioner decision-making, and 

identifying avenues for continued research and improvement. 

At the policy level, the framework underscores the need for 

national energy procurement policies and regulatory reforms 

that support standardized, transparent, and risk-aware 

procurement practices. Many high-risk energy environments, 

particularly in developing or emerging economies, are 

characterized by fragmented regulatory systems, overlapping 

mandates, and limited enforcement capacity. The framework 

highlights the importance of harmonizing procurement 

regulations with sector-specific safety, environmental, and 

social standards, ensuring that legal frameworks are both 

comprehensive and operationally feasible. Policymakers may 

consider incorporating provisions for risk-based 

procurement, compliance monitoring, and supplier due 

diligence into national legislation, while promoting 

alignment with international standards such as ISO, IEC, and 

IFC Performance Standards. Additionally, regulatory 

reforms that incentivize transparency, ethical conduct, and 

accountability in procurement through mechanisms such as 

reporting obligations, audit requirements, and anti-corruption 

measures can further strengthen the integrity and efficiency 

of energy supply chains. By embedding these principles into 

policy, regulators create an enabling environment that 

facilitates the consistent application of best practices across 

high-risk energy sectors (Lindøe and Baram, 2019; Cihon, 

2019). 

From a practical perspective, the framework provides 

actionable guidance for procurement and compliance 

managers seeking to operationalize regulatory and risk-aware 

procurement strategies. Managers can leverage the 

framework to systematically integrate compliance mapping, 

risk assessments, and governance mechanisms into 

procurement workflows. Practical guidance includes 

developing compliance matrices that link procurement 

activities to regulatory obligations, implementing risk-based 

supplier selection and contract management processes, and 

establishing monitoring and reporting systems to track 

performance. Procurement teams are encouraged to adopt 

phased implementation approaches, prioritize high-risk 

categories, and incorporate digital tools for real-time tracking 

of compliance and supplier performance. By applying these 

practices, managers can improve audit outcomes, reduce 

operational and environmental risks, and enhance supplier 

reliability. Furthermore, fostering cross-functional 

collaboration between procurement, compliance, and HSE 

units is emphasized as critical for ensuring that safety, 

environmental, and social considerations are integrated into 

decision-making. 

The framework also identifies key areas for future research, 

model validation, and cross-sector adaptation. Empirical 

studies are needed to evaluate the effectiveness of the 

framework in diverse energy contexts, including oil and gas, 

power generation, renewable energy, and mining-linked 

systems. Such research could assess measurable outcomes 

such as compliance performance, safety incidents, 

procurement efficiency, and stakeholder satisfaction. 

Comparative analyses across different national regulatory 

environments and organizational structures would provide 

insights into the adaptability and scalability of the 

framework. Additionally, research exploring the integration 

of digital procurement platforms, data analytics, and 

predictive risk assessment tools could inform the 

development of next-generation regulatory-compliant 

procurement systems. Cross-sector adaptation is also 

relevant, as the principles of compliance, risk management, 

and governance have applicability beyond energy, including 

construction, water infrastructure, and high-risk industrial 

sectors. By validating the framework across sectors, 

researchers can identify best practices, contextual limitations, 

and opportunities for refinement. 

Moreover, the framework highlights the potential for 

longitudinal research on organizational culture, training 

effectiveness, and institutional readiness in supporting 

sustained compliance. Studies examining the impact of 

governance mechanisms, whistle-blowing channels, and 

stakeholder engagement strategies can further inform policy 

and practice, ensuring that procurement reforms translate into 

tangible operational improvements. 

The adoption of a regulatory-compliant procurement 

framework in high-risk energy environments has significant 

implications for policy, practice, and research. Policymakers 

are encouraged to integrate risk-based, transparent, and 

compliance-focused principles into national energy 

procurement regulations, while procurement and compliance 

managers can operationalize these principles through 

structured processes, digital tools, and cross-functional 

collaboration (Fortier et al., 2019; Harris et al., 2020). 

Concurrently, continued research is essential to validate the 

framework, assess outcomes, and adapt it to diverse sectors 

and operational contexts. Collectively, these efforts support 

safer, more resilient, and sustainable energy procurement 

systems, contributing to long-term operational efficiency, 

regulatory adherence, and stakeholder confidence in complex 

and high-risk environments. 

 

3. Conclusion 

This paper has presented a comprehensive regulatory-

compliant procurement framework tailored to high-risk 

energy environments, including oil and gas, power 

generation, renewable energy, nuclear, and mining-linked 

systems. The framework integrates core principles of 

compliance-by-design, risk-based procurement, 

transparency, accountability, and resilience into every stage 

of the procurement lifecycle. It emphasizes regulatory 

alignment, systematic risk assessment, rigorous supplier 

qualification, contract compliance, continuous monitoring, 

and digital integration to ensure that procurement decisions 

meet safety, environmental, and legal standards. Governance 

and accountability mechanisms, including clearly defined 

roles, internal controls, stakeholder engagement, and whistle-

blowing systems, provide the structural foundation necessary 

for effective oversight and operational integrity. 

The framework’s adoption is expected to contribute 

significantly to safe, resilient, and sustainable energy 

operations. By embedding compliance and risk management 

into procurement, organizations can reduce operational 

hazards, minimize environmental and social impacts, and 

enhance the reliability of supply chains and supplier 

performance. Transparent and accountable procurement 

processes strengthen stakeholder trust, improve audit 

outcomes, and ensure that project objectives are met without 

compromising safety or regulatory obligations. Furthermore, 

the framework supports adaptive procurement practices, 
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allowing organizations to respond effectively to regulatory 

changes, supply chain disruptions, and emerging operational 

risks. 

To realize these benefits fully, there is a critical need for 

continuous monitoring, regulatory alignment, and 

institutional strengthening. Energy organizations should 

implement performance indicators to track compliance, risk 

exposure, and procurement efficiency, while periodically 

reviewing regulatory requirements to ensure ongoing 

alignment. Capacity building, workforce training, and 

institutional readiness assessments are essential to embed a 

culture of compliance and risk awareness. Strengthening 

governance structures and fostering collaboration among 

procurement, compliance, and HSE units will reinforce the 

framework’s effectiveness. Collectively, these measures 

ensure that regulatory-compliant procurement becomes a 

sustainable and strategic practice, supporting the safe, 

efficient, and resilient delivery of energy projects in high-risk 

operational contexts. 
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