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Abstract 

Higher education institutions have increasingly adopted 

Salesforce as a platform for managing constituent 

relationships across student recruitment, financial aid, alumni 

engagement, and institutional advancement functions. The 

operational demands of multi-departmental Salesforce 

deployments serving large and diverse user populations have 

created a need for structured DevOps practices that can 

manage the complexity of continuous platform development 

while maintaining service continuity for academic 

operations. However, the specific organizational, technical, 

and governance constraints of higher education contexts, 

including shared governance models, seasonal demand 

cycles tied to academic calendars, complex vendor and 

integration landscapes, and limited dedicated IT engineering 

resources, create a DevOps adoption challenge that differs 

substantially from the enterprise commercial contexts for 

which most DevOps maturity models have been designed. 

This paper proposes a maturity model for Salesforce DevOps 

adoption in higher education institutions. The model defines 

five maturity levels from initial through optimizing, 

characterizing each level across six capability domains: 

version control practice, pipeline automation, testing 

discipline, environment governance, release coordination, 

and organizational DevOps culture. For each domain at each 

maturity level, the model provides descriptive capability 

profiles, advancement criteria, and higher-education-specific 

contextual guidance. 

 

Keywords: Salesforce DevOps maturity, higher education CRM, release management, Salesforce adoption, EdTech 

governance, platform maturity model, version control 

1. Introduction 

Higher education institutions have adopted Salesforce across a widening range of constituent relationship management functions, 

from prospective student recruitment and admissions tracking to current student success management, alumni relations, and 

institutional advancement. The breadth of these use cases, combined with the multi-departmental nature of higher education 

organizational structures, creates Salesforce environments of considerable complexity (Buttle & Maklan, 2019; Kumar & 

Reinartz, 2018). A single institution may operate multiple Salesforce product clouds simultaneously, manage hundreds of custom 

objects and automation components, and serve thousands of active users across academic, administrative, and student-facing 

roles. Managing the continuous development and maintenance of such environments requires DevOps practices of 

commensurate sophistication. 

Despite the growing importance of Salesforce in higher education operations, the DevOps literature has not yet produced a 

maturity model specifically designed for this institutional context (Forsgren et al., 2018; Leite et al., 2019). The general 

Salesforce DevOps literature addresses enterprise commercial contexts that share few of the governance structures, staffing 

models, and operational constraints characteristic of higher education IT. Shared governance, in which academic and 

administrative stakeholders exercise significant influence over technology decisions through committee structures, creates a 

release coordination dynamic quite unlike the executive-driven governance of commercial organizations. Seasonal demand 

cycles tied to admissions, enrollment, and fiscal year calendars create deployment risk profiles that must be mapped to the 

academic calendar in ways that have no commercial parallel (EDUCAUSE, 2020; Selwyn, 2014; Oblinger, 2012). 
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2. Background and Literature Review 

2.1. Salesforce in Higher Education 

Salesforce's Education Cloud, along with the Higher 

Education Data Architecture (HEDA) and Education Data 

Architecture (EDA) frameworks, provides purpose-built data 

models and workflow templates for higher education 

constituent management. Institutions adopting these 

frameworks gain a structured foundation for managing 

applicant, student, and alumni relationships within a unified 

CRM environment, enabling a longitudinal view of 

constituent relationships spanning the full institutional 

lifecycle (EDUCAUSE, 2020; Bates, 2019; Brown et al., 

2015). The governance of Salesforce in higher education 

presents distinctive challenges related to shared governance 

culture: unlike commercial organizations in which 

technology decisions are typically made through hierarchical 

management structures, higher education institutions 

frequently involve faculty senates, student affairs 

committees, and academic department leadership in 

technology governance decisions (Chacon & Straub, 2014). 

 

2.2. DevOps Maturity Models 

DevOps maturity models provide organizations with 

structured frameworks for assessing their current DevOps 

capability and planning improvement investments. The most 

influential DevOps maturity frameworks characterize 

maturity across dimensions including cultural orientation, 

tooling adoption, process automation, measurement practice, 

and information sharing (Forsgren et al., 2018; Kim et al., 

2016; Bass et al., 2015). Existing DevOps maturity models 

do not address the specific capability dimensions that are 

most consequential in Salesforce platform contexts, 

including metadata deployment management, declarative 

automation governance, sandbox lifecycle management, and 

the integration of Salesforce-specific testing frameworks into 

automated pipelines. The model proposed in this paper 

extends the general DevOps maturity literature by defining 

Salesforce-specific capability profiles within established 

maturity levels, and further extends this literature by adapting 

the profiles to the higher education institutional context 

(Leite et al., 2019; Ebert et al., 2016). 

The application of DevOps principles to institutional 

technology contexts, including higher education, 

government, and nonprofit organizations, has received 

growing attention in the practitioner and research literature as 

these institutional sectors have accelerated their adoption of 

enterprise cloud platforms. The distinctive governance 

structures, funding models, and organizational cultures of 

institutional contexts create DevOps adoption challenges that 

differ substantially from the commercial enterprise contexts 

for which most DevOps maturity frameworks have been 

designed. Shared governance, the practice by which 

academic and administrative stakeholders exercise collective 

authority over institutional decisions through committee 

structures and faculty governance bodies, creates a change 

management environment in which technology change 

requires significantly more extensive stakeholder 

engagement than hierarchical organizational structures 

require (Kim et al., 2016; Forsgren et al., 2018). 

Research on DevOps adoption in higher education contexts 

has identified several patterns that distinguish institutional 

from commercial DevOps maturity trajectories. Academic 

calendar constraints create deployment risk windows that 

must be explicitly mapped to the institutional calendar, with 

blackout periods enforced during critical operational periods 

such as enrollment, financial aid disbursement, and 

accreditation reviews. The seasonal demand cycles 

characteristic of higher education operations, with peak 

system utilization during registration and enrollment periods 

and significantly lower utilization during academic breaks, 

create platform performance management requirements that 

differ from the more uniform demand profiles of commercial 

CRM deployments. These institutional characteristics 

condition the DevOps maturity trajectory in ways that 

existing commercial frameworks do not adequately capture, 

reinforcing the need for the higher-education-specific 

maturity model proposed in this paper (Kim et al., 2016; 

Forsgren et al., 2018). 

 

2.3. Capability Domain Interdependencies and Maturity 

Advancement Sequencing 

The six capability domains of the maturity model proposed 

in this paper are not independent: advancing maturity in one 

domain creates enabling conditions for advancement in 

others, while gaps in foundational domains constrain the 

effectiveness of investments in more advanced domains. The 

version control practice domain is foundational to all other 

domains, as automated testing pipelines, sandbox governance 

automation, and release coordination dashboards all depend 

on a version-controlled metadata source as their authoritative 

reference. Organizations that attempt to implement 

sophisticated pipeline automation or release governance tools 

without first establishing consistent version control practice 

typically find that the tools surface inconsistencies and gaps 

in version control coverage rather than delivering the quality 

and reliability improvements they were deployed to provide 

(Humble & Farley, 2010; Duvall et al., 2007). 

The organizational DevOps culture domain has a cross-

cutting influence on all technical capability domains, as 

cultural resistance to process change, siloed accountability 

for delivery quality, and blame-oriented responses to 

deployment failures constrain the effectiveness of technical 

capability investments regardless of their technical quality. 

Organizations with low maturity in the organizational 

DevOps culture domain may achieve technical capability 

maturity through significant tooling investment while failing 

to realize the performance improvements that technical 

maturity is expected to produce, because the cultural 

environment prevents the organizational learning, 

experimentation, and collaboration that translate technical 

capability into operational outcomes. The prioritization of 

cultural maturity alongside technical capability development, 

even when this means accepting a slower pace of technical 

tooling adoption, consistently produces better DevOps 

outcome trajectories than purely technical advancement 

strategies (Kim et al., 2016; Forsgren et al., 2018). 

 

3. The Maturity Model 

3.1. Model Structure 

The maturity model is organized across five levels (Initial, 

Developing, Defined, Advanced, and Optimizing) and six 

capability domains (Version Control Practice, Pipeline 

Automation, Testing Discipline, Environment Governance, 

Release Coordination, and Organizational DevOps Culture). 

The five-level structure aligns with the Capability Maturity 

Model Integration (CMMI) tradition in software process 

improvement, enabling comparison with other maturity 

frameworks in the literature (Pressman & Maxim, 2020; 
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Sommerville, 2016). The six capability domains were 

selected to reflect the dimensions most consequential for 

Salesforce DevOps performance in higher education 

contexts, as identified through review of the DevOps 

literature and higher education IT governance evidence. 

 

3.2. Maturity Level 1: Initial 

At the Initial level, Salesforce development and deployment 

activities are conducted without formal processes, version 

control, or automated tooling. Changes are made directly in 

production or deployed through manual change set processes 

without formal testing gates. Individual administrators and 

developers maintain personal knowledge of platform 

configurations without shared documentation or change 

history. Environment management is ad hoc: sandboxes may 

exist but are not governed by refresh schedules or access 

controls. Release coordination is reactive rather than planned, 

with deployments occurring in response to immediate 

operational needs without regard for academic calendar risk 

windows. This level is characterized by high deployment 

failure rates, frequent unplanned outages, and significant 

reliance on individual heroics to maintain platform stability 

(Forsgren et al., 2018; Jabbari et al., 2016). 

 

3.3. Maturity Level 2: Developing 

At the Developing level, organizations have begun to 

introduce version control and basic process controls, but 

these practices are inconsistently applied and are not yet 

integrated into a coherent delivery pipeline. A version control 

repository exists, but not all changes are committed 

consistently. A formal change management process exists on 

paper but is frequently bypassed under time pressure. 

Sandbox environments exist in multiple tiers but refresh 

schedules are not consistently enforced. Testing is primarily 

manual, with automated unit test execution occurring only at 

deployment time rather than as a proactive development 

practice. Higher education institutions at this level frequently 

struggle with the competing priorities of shared governance, 

which may slow change process adoption among 

departmental stakeholders (Oblinger, 2012; Daniel, 2012; 

Brown et al., 2015). 

 

3.4. Maturity Level 3: Defined 
 

 
 

Fig 1: Salesforce DevOps Maturity Model for Higher Education Institutions. Five progressive maturity levels from ad hoc Initial practices to 

data-driven Optimizing capability. 

 

At the Defined level, consistent version control practice, a 

structured multi-tier sandbox environment, and a formal 

release schedule aligned with the academic calendar are 

established practices. All changes are committed to version 

control before deployment. A CI/CD pipeline triggers 

automated Apex test execution and enforces minimum 

coverage thresholds at deployment promotion gates. Sandbox 

environments are refreshed on a defined schedule with data 

masking applied to protect student personal information. 

Release coordination involves a formal change advisory 

process accounting for enrollment, registration, and fiscal 

year operations. Organizational DevOps culture at this level 

is characterized by shared ownership of deployment quality 

between development and administration functions. The 

coordinated governance approaches documented by Omo 

Enabulele et al. in multisite clinical program implementation 

and Akinlolu et al. in complex multi-stakeholder healthcare 

program governance provide relevant structural parallels for 

how defined-level process governance creates consistency in 

complex organizational environments (Humble & Farley, 

2010; Forsgren et al., 2018). 

 

3.5. Maturity Level 4: Advanced 

At the Advanced level, comprehensive pipeline automation, 

robust testing disciplines, and sophisticated environment 

governance are established and consistently applied. Source-

driven SFDX development is the standard for all 

programmatic development. Static code analysis is integrated 

into the pipeline alongside automated Apex test execution. 

Environment drift detection identifies configuration 

differences between sandbox tiers proactively. Release 

coordination employs a formal deployment calendar mapping 

release windows to academic calendar milestones, with 

blackout periods during peak enrollment, financial aid, and 

accreditation activities. Metrics including deployment 

frequency, change failure rate, and mean time to restore are 

tracked and reported to IT leadership as standard operational 

indicators. Security control effectiveness at this level is 

assessed using the continuous validation frameworks of 

Dosunmu and Ogundele (Kim et al., 2016; Forsgren et al., 

2018). 

 

3.6. Maturity Level 5: Optimizing 

At the Optimizing level, continuous improvement is 

embedded in the DevOps practice through systematic 

analysis of pipeline metrics, proactive experimentation with 

delivery improvements, and a learning culture that treats 

deployment failures as opportunities for process refinement 

rather than individual failures. Deployment frequency is high 

and change failure rates are low. Environment governance is 
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fully automated, with sandbox provisioning and refresh 

triggered by pipeline events rather than manual scheduling. 

Organizational DevOps culture at this level is characterized 

by cross-functional shared ownership of platform health, 

active knowledge sharing across the Salesforce team, and 

recognized excellence in the broader higher education 

Salesforce community. The patient flow efficiency and 

interdepartmental coordination frameworks of Fapohunda et 

al. and the community health program integration models of 

Omaghomi et al. illustrate how optimizing-level governance 

embeds continuous improvement as a cultural practice rather 

than a project-based initiative (Kim et al., 2016; Forsgren et 

al., 2018). 

 

4. Higher Education Contextual Adaptations 

Several aspects of the higher education institutional context 

require specific adaptations to the maturity model as defined 

above. Shared governance culture affects the rate of maturity 

advancement by introducing additional stakeholders and 

approval requirements into the change management process. 

The model accommodates this by treating governance 

process maturity separately from technical capability 

maturity within the Release Coordination domain, 

recognizing that institutions may achieve advanced technical 

pipeline automation while still operating with Developing-

level governance processes due to shared governance 

structures. Advancement in the Release Coordination domain 

is therefore assessed across both technical and governance 

dimensions (Forsgren et al., 2018; Ebert et al., 2016). 

Academic calendar risk windows create a deployment 

constraint unique to higher education contexts that must be 

explicitly represented in the maturity model's Release 

Coordination domain. The model prescribes that institutions 

at the Defined level and above maintain a formal deployment 

calendar mapping release windows to the academic calendar, 

with blackout periods enforced by the change advisory 

process. The behavioral health frameworks of Fapohunda et 

al. and the immunization program governance models of 

Omaghomi et al. provide structural parallels for how 

governance frameworks must account for cyclical 

operational intensity patterns when designing change 

management protocols, an insight that translates directly to 

the academic calendar-driven deployment governance 

challenge in higher education IT (Forsgren et al., 2018; Ebert 

et al., 2016). 

 

5. Cloud Adoption Maturity and Digital Infrastructure in 

Higher Education 

Higher education Salesforce DevOps maturity cannot be 

evaluated in isolation from the broader cloud adoption 

maturity of the institution. The identity-centric zero trust 

architecture model proposed by Ogbole et al. (2021) provides 

security governance principles directly applicable to higher 

education Salesforce environments, where the combination 

of student, staff, and external stakeholder user populations 

and the federated identity arrangements common in multi-

campus systems create a distinctive IAM governance 

challenge. The integrated cybersecurity and anti-money 

laundering governance framework developed by Fadayomi et 

al. (2021) illustrates how comprehensive security governance 

programs must address the full lifecycle of identity and 

access risk in complex multi-stakeholder environments, 

principles applicable to the governance of higher education  

Salesforce programs serving thousands of active users across 

diverse institutional roles (Kim et al., 2016; Forsgren et al., 

2018). 

The incident response and digital forensics strategies for 

rapid cyber attack containment developed by Dosunmu and 

Ogundele (2021) inform the design of incident response 

capabilities for higher education Salesforce programs, where 

the combination of student data sensitivity, faculty shared 

governance structures, and limited dedicated security staffing 

creates a distinctive incident response challenge. The 

certifying algorithm model for Horn constraint systems in 

distributed databases developed by Ahmed et al. (2021) 

provides algorithmic methods applicable to the verification 

of complex Salesforce configuration constraint satisfaction in 

higher education implementations where governance policy 

constraints must be computationally verified across large and 

heterogeneous user populations. These capabilities together 

form the security and compliance governance foundation 

upon which higher education Salesforce DevOps maturity 

must be built, regardless of the institution's maturity level in 

other capability domains (Kim et al., 2016; Forsgren et al., 

2018). 

 

5.1. Institutional Financial Governance of Salesforce 

DevOps Programs 

The financial governance of enterprise Salesforce programs 

in higher education institutions faces distinctive constraints 

arising from the structure of higher education funding, the 

multi-year budget cycles characteristic of public institutions, 

and the shared governance models that condition major 

technology investment decisions. The integrated forecasting 

systems for complex revenue portfolios developed by 

Adesuyi et al. (2021) provide financial modeling tools 

applicable to the multi-year total cost of ownership modeling 

required for higher education Salesforce investment cases 

that must satisfy board approval requirements and grant 

funder reporting obligations. Decision-centric financial 

analytics for executive-level strategy formulation, developed 

by Adesuyi and Walawalkar (2021), provide reporting 

infrastructure design principles applicable to the financial 

governance dashboards that higher education IT and finance 

leadership use to monitor Salesforce program expenditures 

and communicate program value to institutional stakeholders 

(Kumar & Reinartz, 2018; Greenberg, 2010). 

The business intelligence dashboard frameworks for 

executive visibility in strategic marketing governance 

developed by Sanni and Atima (2021) provide reporting 

infrastructure design principles applicable to the operational 

dashboards that higher education Salesforce program leaders 

use to communicate delivery performance to institutional 

leadership and governance committees. These frameworks 

address the challenge of presenting technical DevOps 

metrics, including deployment frequency, change failure rate, 

and mean time to restore, in terms that resonate with 

institutional leaders whose primary performance concerns are 

student experience quality, operational cost efficiency, and 

regulatory compliance. Translating technical DevOps 

performance data into institutional outcome language is a 

governance communication challenge that higher education 

Salesforce programs must address to sustain leadership 

support for sustained DevOps capability investment (Kim et 

al., 2016; Forsgren et al., 2018). 
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6. Integration with Institutional Enterprise Systems and 

Digital Ecosystem 

Higher education Salesforce programs operate within 

complex institutional enterprise system landscapes that 

include student information systems, human resources 

platforms, financial management systems, research 

administration tools, and learning management systems. The 

conceptual model for materials readiness and maintenance-

driven supply chain performance developed by Okonkwo et 

al. (2021) provides governance principles applicable to the 

management of Salesforce integration dependencies in 

complex institutional environments, addressing how 

integration interface health monitoring and maintenance 

governance must be structured to prevent CRM service 

disruptions caused by changes in connected enterprise 

systems. The integrated cybersecurity and anti-money 

laundering governance framework of Fadayomi et al. (2021) 

provides security governance principles applicable to the 

integration security requirements of higher education 

Salesforce programs that connect to financial aid 

management systems, payment processing platforms, and 

federal reporting interfaces (Elebe, 2018; Mbonu et al., 

2018). 

The analytics-driven go-to-market frameworks for 

addressing compliance and sustainability complexity 

developed by Sanni and Atima (2021) illustrate how 

governance frameworks must account for the long-term 

sustainability of technology program operations, not only 

their initial deployment effectiveness. For higher education 

Salesforce DevOps programs, sustainability requires 

investment in developer training, documentation 

maintenance, and tooling currency that is often underfunded 

in initial program budgets and eroded by turnover in key 

technical roles. The maturity model proposed in this paper 

explicitly addresses sustainability through the Organizational 

DevOps Culture domain, which at the Optimizing level 

requires embedded continuous improvement practices, active 

knowledge management, and participation in the broader 

higher education Salesforce community that sustains 

program capability as individual personnel change over time 

(Kim et al., 2016; Forsgren et al., 2018). 

 

7. Assessment Instrument Design and Validation 

The maturity model proposed in this paper requires a 

structured assessment instrument that enables institutions to 

conduct rigorous current-state evaluations across the six 

capability domains without requiring the development of 

institution-specific evaluation criteria from scratch. The 

assessment instrument should provide, for each capability 

domain at each maturity level, a set of observable evidence 

indicators that can be evaluated through document review, 

interview, and system inspection, enabling assessors to make 

reproducible maturity determinations that do not depend 

excessively on assessor judgment. The evidence indicators 

should be calibrated to be observable within a one to two 

week assessment engagement, providing institutions with an 

affordable assessment approach that can be conducted 

annually as part of regular DevOps governance (Kim et al., 

2016; Forsgren et al., 2018). 

The design of assessment indicators for the higher education 

Salesforce DevOps context must account for the institutional 

diversity of higher education, which encompasses research 

universities, liberal arts colleges, community colleges, and 

professional schools with significantly different technology 

program scales, staffing models, and governance structures. 

Capability descriptors that are operationally meaningful for a 

research university with a twenty-person Salesforce team and 

a dedicated DevOps engineering function may be 

unachievable or irrelevant for a community college with a 

three-person Salesforce team managing the platform 

alongside other administrative IT responsibilities. Future 

research should validate the maturity model through 

structured assessments across diverse institution types, 

calibrating the maturity level descriptors and evidence 

indicators to reflect what capability advancement means at 

different institutional scales and technology program 

configurations (Kim et al., 2016; Forsgren et al., 2018). 

 

 
 

Fig 2: Higher Education Salesforce DevOps Capability Domain Framework. Six interdependent domains whose combined maturity 

determines overall DevOps program effectiveness. 

 

7.1. Change Management for DevOps Maturity 

Advancement in Higher Education 

Advancing DevOps maturity in higher education Salesforce 

programs requires structured change management that 

addresses the specific organizational dynamics of 

institutional technology governance. The introduction of 

mandatory code review processes for all Salesforce changes, 

for example, requires faculty and administrative stakeholders 

who have historically submitted change requests for direct 

implementation by the Salesforce team to understand and 

accept that changes will now pass through a structured review 

and testing workflow before implementation. This change in 
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the stakeholder experience of the change delivery process 

requires proactive communication that explains the benefits 

of the new process in terms meaningful to stakeholders, 

including improved change reliability and reduced 

emergency remediation incidents, rather than in DevOps 

technical terms that resonate with the delivery team but not 

with the broader institutional community (Kim et al., 2016; 

Forsgren et al., 2018). 

Executive sponsorship is a critical success factor for DevOps 

maturity advancement in higher education that is often 

insufficient due to the distributed nature of executive 

authority in academic governance structures. The ideal 

sponsorship model for higher education Salesforce DevOps 

programs involves active support from both the chief 

information officer or equivalent technology executive and 

the senior academic administrator responsible for the 

institutional functions most dependent on Salesforce, such as 

the vice president for enrollment management or the vice 

president for advancement. Dual sponsorship that bridges 

technical and academic leadership creates the organizational 

authority necessary to sustain DevOps maturity investments 

through the resistance that process change inevitably 

encounters and to resolve the competing priority conflicts 

that arise between DevOps quality investment and feature 

delivery urgency (Kim et al., 2016; Forsgren et al., 2018). 

 

7.2. Vendor Selection and Contract Management in 

Higher Education Salesforce Programs 

Higher education institutions face distinctive challenges in 

vendor selection and contract management for Salesforce 

DevOps tooling that reflect both the public procurement 

requirements applicable to many institutions and the 

governance constraints of shared leadership models. Public 

universities are frequently subject to competitive bidding 

requirements for technology procurement above specified 

value thresholds, introducing procurement process overhead 

that private institutions and commercial organizations do not 

face. The shared governance culture of higher education 

further complicates vendor selection by involving faculty 

governance bodies, student affairs committees, and 

administrative stakeholder groups in technology procurement 

decisions that commercial organizations resolve through 

straightforward management authority. DevOps tooling 

selections in higher education contexts must therefore be 

designed with the shared governance review process in mind, 

building institutional stakeholder evidence cases that address 

the concerns of non-technical governance participants 

alongside the technical and operational requirements that 

define the primary selection criteria (Kim et al., 2016; 

Forsgren et al., 2018). 

Contract management for Salesforce DevOps tooling in 

higher education requires attention to data governance 

provisions specific to the educational context, including 

provisions governing the handling of student data subject to 

FERPA, research data subject to institutional research 

protocols, and alumni data subject to both institutional 

privacy policies and applicable state data privacy laws. 

Vendor contracts should explicitly address data residency, 

data handling practices, subprocessor obligations, and audit 

rights that enable the institution to verify vendor compliance 

with applicable data governance requirements. The 

increasing complexity of data governance obligations for 

higher education institutions, arising from state data privacy 

law proliferation and evolving federal regulatory guidance, 

makes data governance provisions in vendor contracts a 

critical element of vendor management governance that legal 

and compliance staff must review alongside IT and 

operational stakeholders (Kim et al., 2016; Forsgren et al., 

2018). 

 

7.3. Sustaining DevOps Culture Across Faculty and Staff 

Populations 

Building and sustaining a DevOps culture in higher education 

institutions is complicated by the high turnover rates 

characteristic of universities, where graduate student 

employees, postdoctoral researchers, and fixed-term 

administrative staff contribute to Salesforce delivery 

programs before transitioning to permanent positions or 

leaving the institution. This turnover creates a continuous 

knowledge transfer challenge that organizations with more 

stable employment profiles do not face to the same degree. 

Effective DevOps culture sustainability in higher education 

contexts requires investment in knowledge management 

infrastructure, including comprehensive process 

documentation, onboarding training programs for new 

Salesforce team members, and mentorship structures that pair 

experienced team members with new arrivals, that enable 

new participants to become productive contributors to the 

DevOps program without requiring extensive tacit 

knowledge transfer from experienced colleagues (Kim et al., 

2016; Forsgren et al., 2018). 

The faculty governance structures characteristic of higher 

education institutions create a specific category of change 

management challenge for DevOps culture development: 

changes to technology program governance that affect 

faculty-facing administrative processes may require faculty 

senate review and approval before implementation, 

introducing governance delays that can extend change 

management timelines substantially beyond what 

commercial DevOps programs experience. Higher education 

DevOps programs should identify early in their development 

the categories of change that require faculty governance 

review and establish relationships with faculty governance 

leadership that enable timely, informed review of proposed 

changes. Faculty governance bodies that understand the 

purpose and mechanism of DevOps maturity advancement 

are significantly more supportive of the governance changes 

that DevOps maturity requires than those encountering 

DevOps program proposals without prior context (Kim et al., 

2016; Forsgren et al., 2018). 

 

7.4. Student Data Governance in Higher Education 

Salesforce Programs 

Student data governance in higher education Salesforce 

deployments must address the requirements of the Family 

Educational Rights and Privacy Act, which restricts the 

disclosure of personally identifiable information from 

education records without student consent except in 

specifically enumerated circumstances. FERPA compliance 

in Salesforce requires careful attention to the data stored in 

CRM records, the sharing configurations that determine 

which institutional users can access student information, and 

the integration interfaces that transmit student data to 

connected systems. Higher education Salesforce governance 

programs should conduct FERPA impact assessments for 

each new data integration interface that transmits student 

enrollment, academic performance, financial aid, or 

disciplinary information between Salesforce and connected 
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institutional systems, ensuring that data sharing 

configurations comply with FERPA's legitimate educational 

interest standards (Chacon & Straub, 2014). 

The governance of student-facing Salesforce portal 

experiences, implemented through Salesforce Experience 

Cloud or Student Success Hub, requires explicit attention to 

the data elements exposed to student users and the security 

architecture ensuring that students can access their own 

records without accessing records of other students. 

Experience Cloud configuration errors that expose student 

record data to other authenticated students represent a 

FERPA violation with potentially significant institutional 

consequences, making security architecture review of student 

portal configurations a high-priority governance control. The 

testing of student portal security boundaries should be 

incorporated into the CI/CD quality gate for Experience 

Cloud changes, with dedicated security test cases validating 

that data visibility remains appropriately restricted to the 

authenticated student's own record after each configuration 

change (Humble & Farley, 2010; Forsgren et al., 2018). 

The integration of Salesforce with the institutional student 

information system, which serves as the authoritative source 

for enrollment, academic record, and demographic data, 

requires governance frameworks that address the currency, 

accuracy, and completeness of student data in Salesforce 

relative to the SIS. Students whose enrollment status, 

program of study, or academic standing changes in the SIS 

must have their Salesforce records updated promptly to 

ensure that CRM-driven communications, advising 

assignments, and service delivery decisions reflect their 

current academic situation. Monitoring of the SIS-to-

Salesforce integration data freshness, with alerts triggered 

when synchronization lag exceeds defined thresholds, 

provides the operational visibility required to detect and 

address integration failures before they result in CRM-driven 

decisions based on stale student data (Kumar & Reinartz, 

2018; Greenberg, 2010). 

Research data governance represents a specialized dimension 

of higher education Salesforce governance relevant to 

institutions that use Salesforce to manage research 

administration processes including grant applications, 

industry partnership management, and clinical trial 

coordination. Research data managed in Salesforce may be 

subject to federal data management requirements specified in 

grant award conditions, institutional biosafety and IRB 

protocols governing human subjects research data, and export 

control regulations applicable to research conducted in 

collaboration with international partners. The governance of 

Salesforce as a research data platform requires coordination 

between the CRM governance program and the institution's 

research administration compliance function, establishing 

data handling standards that satisfy both CRM governance 

requirements and the specific regulatory requirements 

applicable to each category of research data (Elebe, 2018; 

Mbonu et al., 2018). 

 

7.5. Advancing DevOps Maturity Through Continuous 

Learning Communities 

The advancement of Salesforce DevOps maturity in higher 

education institutions is accelerated by participation in 

communities of practice that connect practitioners across 

institutions sharing similar challenges, exchange 

implementation experience, and collaboratively develop 

governance resources that individual institutions could not 

produce alone. The Salesforce Higher Education Advisory 

Council, the annual Salesforce HEUG Alliance conference, 

and informal regional Salesforce user groups for higher 

education provide structured and informal venues for higher 

education Salesforce practitioners to share DevOps practice 

experience, compare maturity assessment outcomes, and 

collaborate on the development of higher-education-specific 

DevOps governance resources. Institutions that actively 

participate in these communities report faster maturity 

advancement rates than those that develop DevOps 

capabilities in institutional isolation, suggesting that 

community participation provides a significant multiplier 

effect on internal maturity advancement investment (Kim et 

al., 2016; Forsgren et al., 2018). 

 

7.6. Accessibility and Inclusive Design in Higher 

Education Salesforce Programs 

Higher education institutions have specific legal and ethical 

obligations to provide accessible technology experiences to 

students, staff, and faculty with disabilities, obligations 

grounded in Section 508 of the Rehabilitation Act, the 

Americans with Disabilities Act, and institutional diversity 

and inclusion commitments that extend beyond legal 

compliance to embrace accessibility as a fundamental 

expression of institutional values. Salesforce Experience 

Cloud and Lightning Experience components used in higher 

education Salesforce programs must meet the Web Content 

Accessibility Guidelines at the AA conformance level to 

satisfy these obligations. The governance of accessibility 

compliance in Salesforce higher education programs requires 

integration of accessibility review into the CI/CD quality 

gate, with automated accessibility testing tools flagging 

WCAG violations in Lightning component HTML and 

manual accessibility review by qualified practitioners 

verifying that complex interaction patterns satisfy assistive 

technology compatibility requirements (Humble & Farley, 

2010; Forsgren et al., 2018). 

The testing of Salesforce accessibility with the assistive 

technologies most commonly used by students and staff, 

including JAWS and NVDA screen readers, Windows 

Magnifier, and voice control software, provides empirical 

validation that the implemented accessibility configurations 

deliver usable experiences for the actual population of users 

with disabilities who access the platform. Automated 

accessibility testing tools identify a significant proportion of 

WCAG violations but cannot substitute for testing with actual 

assistive technologies, as interaction patterns that satisfy 

automated checkers may nevertheless produce unusable 

experiences for screen reader users navigating complex 

Salesforce record pages or multi-step processes. Higher 

education Salesforce programs should establish a community 

of student and staff testers with disabilities who participate in 

accessibility validation of significant new features, providing 

both human testing expertise and the lived experience 

perspective that is essential for meaningful accessibility 

governance (Kumar & Reinartz, 2018; Greenberg, 2010). 

The DevOps maturity model proposed in this paper 

incorporates accessibility governance within the Quality Gate 

Design domain at the Managed level, requiring that 

accessibility testing is included in the definition of done for 

all user-facing configuration changes. This placement reflects 

the maturity required to operationalize accessibility 

governance as a systematic delivery discipline rather than a 

periodic compliance review, connecting accessibility 
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governance to the broader delivery quality infrastructure that 

mature DevOps programs establish. Future extensions of the 

maturity model should develop more granular accessibility 

governance capability descriptors that address the full range 

of assistive technology compatibility testing, accessibility 

training for developers and designers, and accessibility issue 

remediation process maturity that constitute a comprehensive 

accessibility governance program for higher education 

Salesforce programs (Kim et al., 2016; Forsgren et al., 2018). 

 

8. Limitations and Future Research Directions 

This maturity model is grounded in DevOps literature and 

higher education IT governance evidence available through 

2021. Its primary limitation is the absence of empirical 

validation through structured assessment studies conducted 

across diverse higher education institutions. Future research 

should apply the maturity model to a sample of institutions 

and measure the correlation between maturity level and 

operational outcome indicators including platform 

availability, deployment failure rate, time to deliver new 

capabilities, and user satisfaction scores. Longitudinal 

research tracking institutions as they advance through 

maturity levels would provide evidence for the causal 

relationship between maturity advancement interventions 

and outcome improvements that the model implies. The rapid 

evolution of AI-assisted development tools, agentic 

automation capabilities, and cloud-native DevOps platforms 

represents a significant development that future maturity 

model revisions must incorporate (Kim et al., 2016; Forsgren 

et al., 2018). 

 

9. Conclusion 

The Salesforce DevOps maturity model proposed in this 

paper addresses a significant gap in both the DevOps maturity 

literature and the higher education technology management 

literature: the absence of a maturity framework designed for 

the specific institutional, governance, and operational 

characteristics of Salesforce programmes in higher education 

settings. The six-domain, five-level model provides higher 

education institutions with a structured instrument for 

diagnosing current DevOps capability, prioritising 

improvement investments, and benchmarking progress over 

time. The four higher-education-specific adaptations, 

academic calendar constraint management, shared 

governance technology decision-making, student data 

protection compliance, and institutional funding structure 

alignment, reflect the genuine operational distinctions 

between higher education and the commercial enterprise 

contexts for which existing DevOps maturity frameworks 

have been designed. The model's validation through 

structured assessment across a diverse sample of institutions, 

encompassing research universities, liberal arts colleges, 

community colleges, and professional schools, represents the 

most important future research priority for this contribution. 

Such validation would enable refinement of maturity level 

descriptors, calibration of evidence indicators to reflect what 

capability advancement means at different institutional 

scales, and measurement of the correlation between maturity 

advancement and operational outcome indicators including 

platform availability rates, deployment failure rates, and user 

satisfaction scores. The emergence of AI-assisted Salesforce 

development tools, agentic automation capabilities within 

Salesforce platform, and cloud-native DevOps platform 

features represents a rapidly evolving capability landscape 

that future maturity model revisions must incorporate to 

remain relevant to the institutions applying the framework in 

practice (Kim et al., 2016; Forsgren et al., 2018). 
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