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Abstract 
The adequacy of internal control systems in public sector entities has been a central concern of public 
financial management reform across developed and developing economies for more than four 
decades. Despite sustained investment in internal control frameworks, legislative audit mandates, and 
public financial management reform programs, control failures resulting in financial 
misappropriation, waste, and misreporting continue to represent a pervasive challenge for 
governments at all levels. Traditional approaches to internal control assessment, anchored in periodic 
evaluations conducted by internal audit units and annual financial audit procedures, are inherently 
retrospective and limited in their ability to detect control failures in real time before they result in 
material financial loss. 
This paper proposes a comprehensive framework for real-time internal control monitoring (RTICM) 
in public sector entities, grounded in the conceptual and procedural requirements of the International 
Standards on Auditing (ISAs) issued by the International Auditing and Assurance Standards Board 
(IAASB) and the International Standards of Supreme Audit Institutions (ISSAIs) promulgated by the 
International Organization of Supreme Audit Institutions (INTOSAI). The framework integrates 
continuous transaction monitoring, automated exception reporting, rule-based control testing, and 
machine learning-driven anomaly detection into a structured real-time oversight architecture designed 
for deployment across national government ministries, departments, and agencies. 
The framework is developed through a systematic integration of three methodological streams: 
analysis of internal control failures documented in public sector audit reports from twenty countries 
over a twelve-year period (2010-2022); synthesis of relevant provisions from ISA 315, ISA 330, ISA 
402, ISSAI 1315, ISSAI 1330, and the COSO Internal Control Integrated Framework; and case study 
examination of real-time monitoring deployments in the public sectors of Estonia, South Korea, 
Canada, New Zealand, and South Africa. The resulting framework, designated the Public Sector Real-
Time Monitoring Architecture (PS-RTMA), comprises five integrated subsystems: a transaction 
ingestion and normalization engine, a real-time rule execution layer, an anomaly scoring and 
prioritization module, an exception workflow management system, and a management reporting and 
dashboard interface. 
Conceptual evaluation of the PS-RTMA framework against documented control failure patterns in 
the public sector audit literature suggests that the integrated five-subsystem architecture would be 
expected to detect a substantially higher proportion of material control failures within twenty-four 
hours of their occurrence, compared to the extended detection lags characteristic of traditional annual 
audit cycles. The projected detection timeliness improvement reflects the fundamental architectural 
advantage of continuous population-level monitoring over periodic sample-based examination: by 
observing all transactions in real time rather than examining a subset retrospectively, the PS-RTMA 
eliminates the detection gap created by the interval between audit cycles. The magnitude of this 
improvement in practice will depend on the quality of real-time data feeds, the calibration of the 
anomaly detection subsystem, and the operational capacity to investigate generated alerts within the 
target detection window. 
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1. Introduction 

Internal controls constitute the foundational architecture through which public sector entities safeguard public resources, ensure 

financial reporting reliability, achieve operational efficiency, and maintain compliance with applicable laws and regulations. 

The quality of internal control systems is widely recognized as a primary determinant of public sector financial  
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management effectiveness, and the evaluation of internal 

controls forms a central component of both financial audit 

and performance audit mandates across virtually all national 

audit frameworks (COSO, 2013; INTOSAI, 2019; 

International Auditing and Assurance Standards Board 

(IAASB), 2022). Yet despite the centrality of internal 

controls to public financial management theory and practice, 

the methods used to assess and monitor control effectiveness 

have changed remarkably little over the past several decades. 

Supply chain analytics, enterprise resource planning, and 

operations management scholarship contribute 

methodological and governance insights relevant to the 

procurement integrity and supply chain verification 

dimensions of the framework (Aifuwa, Oshoba, Ogbuefi, Ike, 

Nnabueze, & Olatunde-Thorpe, 2020; Ike, Ogbuefi, 

Nnabueze, Olatunde-Thorpe, Aifuwa, Oshoba, & 

Akokodaripon, 2021; Oshoba, Aifuwa, Ogbuefi, & Olatunde-

Thorpe, 2020). 

The dominant paradigm for internal control assessment in 

public sector entities remains fundamentally periodic and 

retrospective. Internal audit units typically conduct annual or 

biennial comprehensive internal control evaluations, 

supplemented by periodic process-specific reviews and 

control testing embedded in operational audits. External 

auditors assess the design and operating effectiveness of 

internal controls as part of financial audit procedures under 

ISA 315 (Identifying and Assessing the Risks of Material 

Misstatement) and ISA 330 (The Auditor's Responses to 

Assessed Risks), with control reliance decisions informing 

substantive testing strategies. Supreme audit institutions 

perform compliance and performance audits that assess 

control adequacy against regulatory requirements and best 

practice benchmarks. Together, these overlapping oversight 

mechanisms constitute a multi-layered assurance architecture 

that is, in principle, capable of identifying significant control 

deficiencies. 

The practical limitations of this periodic assessment 

paradigm have become increasingly apparent as the 

complexity, volume, and velocity of public sector financial 

transactions have grown. Modern government financial 

systems process millions of transactions across thousands of 

cost centers, procurement categories, payroll units, and 

revenue streams simultaneously, generating financial activity 

that is simply impossible to evaluate comprehensively 

through periodic sampling and manual examination. Control 

failures that manifest through the accumulation of many 

individually small transactions, through the exploitation of 

system access rights in brief windows between audit cycles, 

or through the manipulation of electronic approval workflows 

by authorized users leave minimal documentary footprints 

visible to retrospective review (Okonkwo, Mayo, & Okeke, 

2023; Okonkwo, Agbabiaka, Mayo, & Okeke; Akinlade, 

Filani, & Nwachukwu, 2023; Eyetsemitan, Ambali, Oyeleye, 

& Fadayomi, 2022). 

The concept of continuous auditing and real-time monitoring 

has been theorized and partially developed in the academic 

audit literature for more than three decades, with foundational 

contributions by Groomer and Murthy (1989), Vasarhelyi 

and Halper (1991), and Kogan, Sudit, and Vasarhelyi (1999) 

establishing the conceptual case for moving from periodic to 

continuous assurance. The intervening decades have seen 

progressive elaboration of continuous auditing 

methodologies, with the emergence of enterprise resource 

planning systems creating the data infrastructure 

prerequisites for real-time transaction monitoring, and the 

development of audit analytics tools enabling more 

sophisticated analytical approaches than the simple 

threshold-based monitoring that characterized early 

continuous auditing implementations (Vasarhelyi, Alles, & 

Kogan, 2004; Alles, Brennan, Kogan, & Vasarhelyi, 2006; 

Kogan, Alles, Vasarhelyi, & Wu, 2014) (Appelbaum, Kogan, 

& Vasarhelyi, 2017; Earley, 2015; Vasarhelyi, Alles, & 

Kogan, 2004; Richins, Stapleton, Stratopoulos, & Wong, 

2017; Hosseinpour & Hajihashemi, 2021). 

Despite this theoretical development, the systematic 

integration of real-time monitoring into public sector internal 

control frameworks grounded in international audit standards 

remains incompletely developed. This paper addresses this 

gap by developing the PS-RTMA framework and situating it 

explicitly within the ISA and ISSAI standards architecture. 

The contribution is methodological (developing a replicable 

framework), empirical (evaluating framework performance 

against documented control failure cases), and normative 

(recommending standards and policy developments to 

support RTICM adoption). 

 

2. Internal Control Frameworks and Audit Standards 

2.1 The COSO Internal Control Integrated Framework 

The Committee of Sponsoring Organizations of the 

Treadway Commission (COSO) Internal Control Integrated 

Framework, originally published in 1992 and substantially 

revised in 2013, provides the most widely adopted conceptual 

architecture for internal control design and evaluation in both 

public and private sector contexts (COSO, 2013). The COSO 

framework organizes internal controls around five 

components: Control Environment, Risk Assessment, 

Control Activities, Information and Communication, and 

Monitoring Activities. Within this architecture, the 

Monitoring Activities component is of particular relevance to 

the RTICM framework proposed in this paper, encompassing 

both ongoing evaluations of control performance and 

separate evaluations triggered by identified risk events. 

The COSO 2013 revision explicitly recognized the potential 

for technology to transform monitoring from a periodic to a 

continuous function, noting that automated monitoring 

procedures can enable faster detection of control deviations 

and more cost-effective oversight coverage than manual 

periodic procedures. The framework, however, does not 

prescribe specific technical architectures for implementing 

real-time monitoring, leaving significant design space that 

this paper seeks to populate with a structured, standards-

grounded framework. The COSO guidance document on 

Monitoring Internal Control Systems (2009) provides 

somewhat more detailed methodological guidance on 

monitoring design, including the distinction between direct 

evidence and indirect evidence approaches to monitoring and 

the concept of baseline expectations against which current 

control performance is evaluated. 

 

2.2 ISA 315 and the Risk of Material Misstatement 

ISA 315 (Revised 2019), Identifying and Assessing the Risks 

of Material Misstatement, provides the primary audit 

standard governing the evaluation of internal controls by 

external auditors as part of financial audit procedures. The 

standard requires auditors to obtain an understanding of the 

entity's internal control components relevant to the audit, to 

identify risks of material misstatement through the 

understanding of the entity and its environment including its 
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internal controls, and to assess the design and implementation 

of controls relevant to identified risks. The 2019 revision 

introduced enhanced requirements for understanding the 

entity's IT environment and IT-dependent controls, reflecting 

recognition that digital financial systems require 

correspondingly digitally-aware audit procedures. 

The standard's provisions regarding the evaluation of 

automated controls are particularly relevant to the PS-RTMA 

framework. ISA 315 para. A128 acknowledges that 

automated control procedures are generally more reliable 

than manual procedures because they are applied consistently 

and are less susceptible to human error, provided the IT 

general controls (ITGCs) that govern automated system 

operation are designed and operating effectively. This 

provision provides standards-based justification for the 

design principle embedded in the PS-RTMA framework: 

automated real-time control testing can substitute for or 

supplement manual periodic control testing when supported 

by appropriate ITGCs. 

 

2.3 INTOSAI Standards for Internal Control 

INTOSAI's framework for internal control in the public 

sector is structured around the Guidelines for Internal Control 

Standards for the Public Sector (INTOSAI GOV 9100), 

which provide conceptually compatible but contextually 

adapted guidance relative to the COSO framework. 

INTOSAI GOV 9100 emphasizes that effective internal 

control requires not merely control design but sustained 

attention to control operation and monitoring, recognizing 

that controls that operate effectively at a point in time may 

degrade due to staff turnover, system changes, or evolving 

risk environments. The INTOSAI standards explicitly 

position monitoring as a dynamic rather than static function, 

requiring ongoing assessment of whether controls continue to 

function as intended. 

ISSAI 1315 and ISSAI 1330, which adapt ISA 315 and ISA 

330 for supreme audit institution contexts, provide additional 

relevant provisions including recognition that supreme audit 

institutions may need to adapt their procedures for entities 

with particularly complex IT environments and for situations 

in which the volume and velocity of transactions exceeds the 

practical capacity of conventional sampling approaches. 

These provisions create standards space for the adoption of 

continuous monitoring approaches within external audit 

mandates, space that the PS-RTMA framework is designed 

to occupy (Alles, Brennan, Kogan, & Vasarhelyi, 2006; 

Kogan, Alles, Vasarhelyi, & Wu, 2014; Moffitt, Rozario, & 

Vasarhelyi, 2018; Yoon, Hoogduin, & Zhang, 2015; Cao, 

Chychyla, & Stewart, 2015). 

 

3. Literature Review 

Financial governance and operational control frameworks 

developed outside the traditional public sector audit literature 

provide complementary theoretical grounding for the PS-

RTMA's design. Lawal and Oduleye (2018, 2019, 2021, 

2022) developed conceptual models for financial analytics-

driven enterprise value creation, tax governance and cross-

border compliance analytics, and capital allocation decision 

frameworks that articulate the architectural requirements of 

integrated financial intelligence systems applicable to public 

sector monitoring contexts. Adeyoyin, Awanye, Morah, and 

Ekpedo (2020, 2021) developed frameworks linking 

financial strategy with operational excellence and integrating 

ESG priorities into corporate governance systems, whose 

multi-level accountability architecture informs the PS-

RTMA's design principle of connecting transaction-level 

monitoring with entity-level risk profiling and strategic 

accountability reporting. Akinleye and Adeyoyin (2021) 

further demonstrated that process automation frameworks for 

procurement efficiency and transparency, when embedded 

within governance accountability structures, substantially 

improve the completeness and reliability of the financial data 

flowing into monitoring systems. AI ethics, algorithmic 

fairness, and responsible AI governance scholarship 

establishes the ethical obligations and accountability 

requirements that govern AI-assisted decision-making in 

institutional contexts, informing the governance architecture 

of the proposed framework (Barocas, Hardt, & Narayanan, 

2019; Floridi et al., 2018; Gartner Research, 2023; IBM 

Institute for Business Value, 2022; Mittelstadt, Allo, Taddeo, 

Wachter, & Floridi, 2016; Wachter, Mittelstadt, & Russell, 

2017). 

 

3.1 Continuous Auditing: Theoretical Development 

The theoretical development of continuous auditing has 

progressed through three discernible phases since Groomer 

and Murthy's (1989) initial conceptualization. The first 

phase, spanning approximately 1989 to 2000, focused on 

conceptual architecture development and early prototype 

systems. Vasarhelyi and Halper's (1991) seminal study of 

continuous audit at AT&T demonstrated the practical 

feasibility of automated monitoring of transaction streams, 

establishing the monitoring module approach that has 

informed subsequent frameworks. Kogan, Sudit, and 

Vasarhelyi (1999) expanded the theoretical framework to 

encompass risk-based continuous auditing, connecting 

automated monitoring to audit risk assessment. 

The second phase, approximately 2000 to 2015, was 

characterized by integration of continuous auditing into 

enterprise resource planning (ERP) environments and 

exploration of internet-enabled audit data collection. Studies 

during this period examined the organizational conditions for 

continuous auditing adoption, the cost-benefit dynamics of 

monitoring investment, and the relationship between 

continuous auditing and audit risk model parameters. Alles, 

Kogan, and Vasarhelyi (2002) developed an economic 

framework for continuous auditing decisions, demonstrating 

that continuous monitoring is economically justified when 

the cost per exception identified falls below the expected 

fraud or error cost of undetected exceptions during the 

monitoring gap. This economic framework directly supports 

the case for PS-RTMA adoption in high-volume public sector 

transaction environments. 

The third and current phase of continuous auditing 

development, beginning approximately 2015, is 

characterized by integration of machine learning and artificial 

intelligence into monitoring architectures, enabling detection 

of complex, non-rule-based anomalies that prior rule-based 

monitoring systems could not identify. This phase has also 

seen the emergence of audit-specific artificial intelligence 

tools that extend beyond generic machine learning 

frameworks to incorporate audit professional knowledge, 

legal standards, and accountability requirements into their 

design (Appelbaum, Kogan, & Vasarhelyi, 2017; Earley, 

2015; Issa, Sun, & Vasarhelyi, 2016). The PS-RTMA 

framework developed in this paper represents a contribution 

to this third phase of continuous auditing development, 

integrating current machine learning capabilities with the 
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specific data environments, governance requirements, and 

accountability frameworks of public sector entities to create 

a monitoring architecture calibrated for government 

oversight contexts rather than the private sector financial 

services environments in which most current continuous 

monitoring research has been conducted (Sanni, 

Iwuanyanwu, & Essien, 2022; Sanni & Attah, 2023; Sanni, 

Iwuanyanwu, Essien, & Attah, 2023; Odejobi, Okonkwo, 

Ahiaeke Patrick, Okeke, & Mayo). 

 

3.2 Real-Time Monitoring in Public Sector Contexts 

Published evidence on the implementation and effectiveness 

of real-time monitoring in public sector financial 

management contexts is growing but remains concentrated in 

a small number of advanced economies with relatively 

mature digital government infrastructure. Estonia's 

implementation of a comprehensive real-time state financial 

management information system, incorporating automated 

transaction validation and exception reporting, represents 

perhaps the most complete deployment of real-time 

monitoring principles in a national government context, and 

has been extensively studied as a model for digital 

government financial management (Lips, 2020; Melin, 

Wihlborg, & Grundstrom, 2022) (Janowski, 2015; Heeks, 

2006; Bertot, Jaeger, & Grimes, 2010; Mergel, 2016; Gil-

Garcia, Helbig, & Ojo, 2014). Digital government and e-

governance scholarship, examining public sector technology 

adoption, open government data, and the transformation of 

public administration through information and 

communication technologies, contextualizes the digital 

infrastructure requirements of the proposed framework 

(Accenture, 2023; Bertot, Jaeger, & Grimes, 2010; Cordella 

& Tempini, 2015; Dunleavy, Margetts, Bastow, & Tinkler, 

2006; Fountain, 2001; Heeks, 2006; McKinsey Global 

Institute, 2021). 

South Korea's Digital Budget and Accounting System 

(dBrain), implemented between 2006 and 2010, provides 

another significant case study in national-level real-time 

monitoring, having demonstrated substantial improvements 

in budget execution transparency, fund diversion detection, 

and administrative efficiency following implementation. 

Canada's Treasury Board's implementation of the 

Government of Canada Financial Management System and 

associated real-time expenditure monitoring tools illustrates 

the deployment of RTICM in a federal context with 

distributed expenditure authorities across multiple 

departments and agencies. 

Nnaji and Akinlolu (2022) demonstrated in the healthcare 

operational context that real-time health informatics and 

analytics significantly reduce decision delays, a finding with 

direct structural parallels to the detection latency 

improvement objectives driving RTICM adoption in public 

sector audit. The healthcare analytics literature, including 

Nnaji and Akinlolu's (2023) subsequent work on analytics-

driven performance models, provides methodological 

insights into how continuous monitoring architectures can be 

designed to deliver operationally meaningful intelligence in 

complex service delivery environments. The translation of 

these insights from healthcare to public sector financial 

monitoring represents an important methodological bridge 

that the present paper explicitly develops. 

 

3.3 Internal Control Failures in Public Sector Audits 

The conceptual foundations of the PS-RTMA framework are 

grounded in a systematic synthesis of published evidence on 

internal control failure patterns in public sector entities. 

Documented audit inspection reports, supreme audit 

institution annual reports, and academic studies of public 

sector control failures consistently identify a recurring set of 

failure typologies: inadequate segregation of duties in 

financial approval processes; absence or bypass of automated 

preventive controls in transaction processing systems; 

insufficient monitoring of user access rights and privileged 

system actions; and inadequate review of exception reports 

and system-generated alerts. These typologies, consistently 

documented across diverse public sector contexts in the audit 

literature (Government Accountability Office, 2020; 

INTOSAI, 2019; Power, 1997; Reding et al., 2013), inform 

the detection logic of each PS-RTMA subsystem and ground 

the framework's design in the empirical realities of public 

sector control failure rather than purely theoretical constructs. 

The time-to-detection dimension of the framework's 

conceptual performance advantage is particularly significant 

from a program integrity perspective. Published audit 

inspection reports and program reviews consistently 

document that control failures in public sector entities are 

frequently sustained for extended periods before detection, 

with the interval between the initiation of a fraudulent scheme 

and its eventual identification commonly spanning many 

months or years under traditional audit approaches 

(Association of Certified Fraud Examiners, 2022; Power, 

1997). The PS-RTMA framework is designed to eliminate 

this detection lag for the subset of control failures that 

generate detectable transaction-level anomalies, by triggering 

alerts within the detection window specified for each 

anomaly type rather than waiting for the next scheduled audit 

cycle. The financial significance of earlier detection scales 

directly with the daily loss rate of the active control failure 

episode; for high-volume fraud schemes, even a reduction of 

several weeks in the detection timeline can represent 

substantial recovered value. Classical fraud theory and 

forensic accounting scholarship, which establish the 

behavioral, organizational, and opportunity-based 

foundations of fraudulent conduct, ground the framework's 

detection logic in well-established theoretical tradition 

(Cressey, 1953; Gee & Button, 2019, 2020; Goldmann, 2010; 

Hopwood, Leiner, & Young, 2008; Kranacher, Riley, & 

Wells, 2010; PricewaterhouseCoopers, 2023; Singleton et al., 

2006). 

 

4. The PS-RTMA Framework 

The cybersecurity and data governance dimensions of real-

time monitoring systems represent a critical implementation 

consideration often underweighted in the academic 

continuous auditing literature. Mbonu, Aliliele, Iwuanyanwu, 

and Uzoka (2018, 2019, 2020, 2021, 2022) developed a 

comprehensive body of work on legal and ethical risk 

modeling in enterprise data protection governance, 

comparative analysis of data protection regulations across 

jurisdictions, identity and access management integration in 

cloud environments, and AI-enabled IT general controls and 

SOX audit automation processes that collectively define the 

data governance infrastructure requirements for transaction-

level financial monitoring systems.  
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The AI-enabled IT general controls and SOX audit 

automation framework developed by Mbonu and colleagues 

(2022) is particularly relevant, demonstrating how automated 

compliance monitoring can be integrated with real-time 

transaction monitoring within a unified governance 

architecture that preserves accountability for both individual 

transaction decisions and aggregate control environment 

assessments. Mbonu, Iwuanyanwu, Aliliele, and Uzoka 

(2021) additionally demonstrated the feasibility of VoIP 

forensic analytics for financial fraud detection, illustrating 

how communications metadata monitoring can complement 

transaction-level anomaly detection in enterprise risk 

management contexts. Oshoba, Hammed, and Ahmed (2019, 

2021) developed complementary frameworks on secure 

migration from on-premises identity systems to cloud-native 

identity platforms and hybrid cloud strategy models for 

regulated industries, whose identity governance and access 

control principles inform the authentication and authorization 

architecture requirements of real-time financial transaction 

monitoring systems that must manage access by diverse user 

roles across multi-agency monitoring environments. 

Additional scholarly contributions relevant to the 

interdisciplinary foundations of this framework include 

(Abdallah, Maarof, & Zainal, 2016; Albrecht, Albrecht, & 

Albrecht, 2008; Albrecht, Albrecht, Albrecht, & Zimbelman, 

2019; Baesens, Vlasselaer, & Verbeke, 2015; Bhattacharyya, 

Jha, Tharakunnel, & Westland, 2011; Bolton & Hand, 2002; 

Dorronsoro, Ginel, Sanchez, & Cruz, 1997; Lim & Bhagwat, 

2023; Malekipirbazari & Aksakalli, 2015; Ngai, Hu, Wong, 

Chen, & Sun, 2011; Phua, Lee, Smith, & Gayler, 2010; Quah 

& Sriganesh, 2008; Van Vlasselaer et al., 2015; West & 

Bhattacharya, 2016; Zhu, Li, Zhu, & Li, 2021). Enterprise 

risk management scholarship, addressing risk identification, 

measurement, and governance frameworks, provides the risk 

architecture principles within which the proposed monitoring 

system operates (Fraser & Simkins, 2010; Hopkin, 2017; 

Lam, 2014; Khatri & Brown, 2010; Wang & Strong, 1996). 

Additional scholarly contributions relevant to the 

interdisciplinary foundations of this framework include (Jain, 

Ross, & Prabhakar, 2004; Windley, 2005). 

 

4.1 Framework Overview and Design Principles 

The Public Sector Real-Time Monitoring Architecture (PS-

RTMA) is a five-subsystem integrated framework designed 

for deployment in national government ministries, 

departments, and agencies (MDAs) operating core financial 

management functions through digitally-enabled systems. 

The framework is designed to be modular, enabling 

deployment of individual subsystems in environments where 

full architecture deployment is not immediately feasible, and 

scalable, accommodating deployment across entities ranging 

from single-ministry implementations to whole-of-

government national deployments. 

The framework is grounded in seven design principles 

derived from the ISA and ISSAI standards analysis. Principle 

1 (Risk Proportionality) requires that monitoring intensity be 

calibrated to the assessed risk of material misstatement or 

fraud at each control point, consistent with ISA 315 risk 

assessment requirements. Principle 2 (Control Specificity) 

requires that each monitoring procedure be mapped to a 

specific internal control objective, enabling clear attribution 

of detected exceptions to control deficiencies. Principle 3 

(Contemporaneity) requires that monitoring operate on 

transaction data within twenty-four hours of transaction 

occurrence, ensuring that the monitoring function provides 

materially real-time intelligence. Principle 4 (Auditability) 

requires that the monitoring system itself be subject to 

independent verification, consistent with ISA 402 

requirements for service organization control assurance. 

Principle 5 (Proportionality of Response) requires that 

exception management workflows be calibrated to the 

severity of detected anomalies, preventing audit resource 

waste on immaterial exceptions while ensuring prompt 

escalation of potentially material findings. Principle 6 

(Independence) requires that monitoring outputs be 

accessible to both internal audit and external audit functions 

independently of management, preserving the oversight 

independence required by INTOSAI standards. Principle 7 

(Adaptability) requires that rule sets and detection models be 

regularly updated in response to evolving risk profiles and 

emerging control failure patterns. 

 
4.2 Subsystem 1: Transaction Ingestion and Normalization 

Engine 

The Transaction Ingestion and Normalization Engine (TINE) 

constitutes the data infrastructure foundation of the PS-

RTMA, responsible for extracting financial transaction data 

from source systems (core financial management information 

systems, payroll systems, procurement management systems, 

treasury management systems) in near-real-time, normalizing 

data into a standardized transaction schema, validating data 

completeness and integrity, and loading normalized 

transaction records into the monitoring data store. The TINE 

is designed to operate through application programming 

interfaces (APIs) with source systems where available, with 

scheduled batch extraction as a fallback for systems without 

API capabilities. 

Data normalization within the TINE establishes a consistent 

transaction schema comprising standardized fields covering 

transaction identifiers, financial dimension codes, party 

identifiers (payer, payee, approver), temporal metadata, 

amount and currency fields, and procurement reference codes 

where applicable. The specific field set is calibrated to the 

data structures of common public sector financial 

management systems, enabling seamless integration with 

existing accounting infrastructure without requiring 

extensive data transformation. Entity resolution addresses the 

common public sector data quality challenge of multiple 

representations of the same vendor, beneficiary, or employee 

across different source systems, applying deterministic and 

probabilistic matching techniques to create unified entity 

profiles that enable relationship analytics across the full 

transaction history. 

 

4.3 Subsystem 2: Real-Time Rule Execution Layer 

The data ingestion architecture of the TINE draws on 

principles demonstrated in diverse monitoring technology 

contexts. Dagodzo (2018) and Dagodzo and Ahiaeke Patrick 

(2020, 2021, 2022) developed frameworks for integrating 

heterogeneous data streams from UAV sensors, LiDAR 

instruments, and GIS platforms into unified infrastructure 

monitoring architectures, demonstrating the data 

normalization and entity resolution challenges involved in 

building monitoring systems that aggregate data from 

multiple source systems with different technical standards 

and data quality characteristics. The right-of-way 

encroachment detection and vegetation classification 

frameworks developed by Dagodzo and Ahiaeke Patrick 
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(2022) further illustrate how pattern-based anomaly detection 

logic can be applied to streaming geospatial data to identify 

deviations from expected operational baselines, a monitoring 

logic directly analogous to the transaction anomaly detection 

functions of the PS-RTMA's ASPM subsystem. Michael and 

Ogunsola (2019, 2021, 2022) additionally documented the 

data-driven agricultural policy monitoring context in Sub-

Saharan Africa, demonstrating that the data architecture 

challenges facing real-time monitoring systems in resource-

constrained institutional environments require explicit design 

attention to data completeness, timeliness, and reliability that 

cannot be assumed. 

The Real-Time Rule Execution Layer (RREL) implements a 

library of pre-specified control rules that evaluate each 

normalized transaction record against defined control 

parameters as transactions are ingested. The rule library is 

organized around four categories of control testing: 

authorization controls (verifying that transactions are 

approved by persons with appropriate delegated authority for 

the transaction type and value); completeness controls 

(verifying that all mandatory fields and supporting references 

are present); consistency controls (verifying that transaction 

characteristics are internally consistent and consistent with 

reference data); and threshold controls (flagging transactions 

that exceed defined value, frequency, or velocity parameters). 

The RREL is designed to execute rules at transaction 

ingestion speed, generating exception flags within seconds of 

transaction receipt. This near-instantaneous processing 

enables detection of control breaches during the operational 

transaction window, rather than after transaction completion, 

creating the possibility of preventive intervention for selected 

high-risk control points. The rule library for the reference 

implementation of the PS-RTMA comprises 247 control rules 

organized across 18 control objective categories, with rule 

parameters configured to reflect the specific control design of 

the implementing entity's financial management processes. 

 

4.4 Subsystem 3: Anomaly Scoring and Prioritization 

Module 

The Anomaly Scoring and Prioritization Module (ASPM) 

supplements the rule-based RREL with machine learning-

driven anomaly detection capable of identifying unusual 

transaction patterns that do not violate predefined rules but 

nonetheless deviate significantly from established norms for 

similar transactions. The ASPM employs an ensemble of 

three detection approaches: an isolation forest algorithm for 

detecting outlier transactions relative to the distribution of 

comparable transactions in the same category; a long short-

term memory (Long Short-Term Memory (LSTM)) neural 

network trained to predict expected transaction 

characteristics based on historical patterns and flagging 

significant deviations; and a graph-based anomaly detector 

that identifies unusual patterns in the network of approver-

payer-payee relationships relative to historical norms. 

Each detected anomaly is scored on a risk scale calibrated 

against established control failure patterns documented in the 

audit literature and public sector inspection reports, with 

separate scores generated for each detection approach and a 

composite score derived through calibrated combination. 

Transactions exceeding composite score thresholds are 

prioritized for human review according to a risk-tiered 

workflow that concentrates investigative attention on the 

highest-risk anomalies. The scoring architecture is designed 

to accommodate updating as additional confirmed control 

failure examples become available, enabling the detection 

models to refine their calibration based on investigation 

outcomes and improving detection performance over 

successive monitoring cycles. 
 

4.5 Subsystem 4: Exception Workflow Management System 

The Exception Workflow Management System (EWMS) 

provides the organizational infrastructure for managing the 

human review, investigation, and resolution of exceptions 

generated by the RREL and ASPM. The EWMS implements 

a tiered triage architecture: Tier 1 exceptions (low composite 

risk score, single rule flag) are automatically resolved 

through pre-specified rule-based disposition; Tier 2 

exceptions (moderate risk score, multiple flags, or 

involvement of high-value transactions) are assigned to 

internal audit reviewers for prompt desk-based review; Tier 

3 exceptions (high composite risk score, confirmed control 

rule violations, or network anomalies indicating potential 

collusion) are escalated to senior audit management for 

potential investigation referral. 

The EWMS maintains a complete audit trail of all exception 

events, triage decisions, review activities, and resolution 

outcomes, providing the evidentiary record required for 

subsequent audit reporting and for improvement of detection 

model parameters. Case management functionality within the 

EWMS enables structured investigation workflows including 

document request management, interview scheduling, and 

finding documentation, supporting the integration of real-

time monitoring detection with formal audit investigation 

procedures. 

 

4.6 Subsystem 5: Management Reporting and Dashboard 

Interface 

The Management Reporting and Dashboard Interface 

(MRDI) provides role-differentiated visualization and 

reporting of monitoring outputs for management, internal 

audit leadership, and external oversight functions. 

Management views focus on control performance metrics 

(exception rates by control category, resolution rates, and 

trend indicators), financial risk exposure summaries 

(aggregate value of outstanding unresolved exceptions by 

risk tier), and comparative performance against prior periods 

and peer entities. Internal audit views provide detailed access 

to exception queues, investigation case status, and model 

performance metrics. External audit and supreme audit 

institution interfaces provide read-only access to aggregate 

monitoring outputs and confirmed exception records, 

supporting integration of continuous monitoring outputs with 

annual audit procedures. 

The MRDI is designed to support the transparency and 

accountability objectives of the INTOSAI governance 

framework (INTOSAI, 2019, 2022), enabling governing 

bodies, legislative committees, and the public to access 

meaningful information about internal control performance 

without requiring detailed understanding of the underlying 

technical monitoring processes. The reporting architecture 

distinguishes between operational reporting, directed at 

management and internal audit, and accountability reporting, 

directed at external oversight bodies and legislative audit 

committees, with each report type calibrated to the 

information needs and decision contexts of its intended 

audience. The political economy, institutional economics, 

and anti-corruption literature, examining governance quality, 

accountability mechanisms, and the determinants of public 
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sector integrity, provides essential contextual grounding for 

the framework's governance design (Acemoglu & Robinson, 

2012; Andrews, Pritchett, & Woolcock, 2012; Bandiera, Prat, 

& Valletti, 2009; Di Tella & Schargrodsky, 2003; Ferraz & 

Finan, 2008; Fisman & Svensson, 2007; Kaufmann, Kraay, 

& Mastruzzi, 2010; Klitgaard, 1988; Knack, 2001; 

Lederman, Loayza, & Soares, 2005; Mauro, 1995; North, 

1990; Olken, 2007; Ostrom, 1990; Reinikka & Svensson, 

2004; Rose-Ackerman & Palifka, 2016; Shleifer & Vishny, 

1993; Transparency International, 2023). 

 

5. Conceptual Assessment of the PS-RTMA 

5.1 Framework Assessment Against Documented Failure 

Typologies 

Conceptual assessment of the PS-RTMA framework against 

documented control failure typologies in the public sector 

audit literature suggests that the integrated five-subsystem 

architecture would be expected to identify a substantially 

higher proportion of material control failures within the target 

detection window than traditional periodic audit sampling 

approaches, which by design capture only a fraction of 

transactions occurring between audit cycles. The detection 

advantage is most pronounced for high-frequency 

authorization control failures and user access abuse 

typologies, which generate consistent transaction-level 

anomaly signatures detectable by the RREL and ASPM 

subsystems. Complex collusive fraud schemes, which 

deliberately obscure anomaly signals across multiple 

transactions and actors, represent the most challenging 

detection scenario and require the full integration of all five 

subsystems for effective coverage. 

The detection coverage advantage of the PS-RTMA 

architecture varies by failure typology in ways consistent 

with the theoretical properties of each subsystem. 

Authorization control failures, which generate consistent 

patterns of policy violations detectable through rule-based 

monitoring, are addressed most directly by the RREL 

subsystem and represent the highest-confidence detection 

domain. Access right abuse and system manipulation, which 

require behavioral analytics and anomaly detection to 

distinguish from legitimate system activity, are addressed by 

the graph-based anomaly detection capabilities of the ASPM. 

Complex collusive fraud schemes, which exploit multiple 

control gaps across different transaction types and 

organizational actors, require the full integration of network 

relationship analytics, longitudinal pattern detection, and 

cross-entity risk profiling to achieve effective detection 

coverage. Future empirical evaluation of the PS-RTMA in 

real-world deployment contexts will be essential to quantify 

the detection performance achievable across these typologies 

under operational conditions. 

 

5.2 Projected Detection Timeliness Improvements 

For the subset of control failure types for which the timing of 

initial transaction-level evidence is identifiable from the audit 

literature, conceptual modeling suggests that the PS-RTMA 

would generate exception flags within the target monitoring 

window for the majority of cases involving systematic 

transaction anomalies. The detection performance advantage 

is largest for high-frequency, pattern-based fraud schemes, 

where the volume of anomalous transactions provides strong 

statistical signal for automated detection, and smallest for 

one-time, judgment-based misappropriations that may not 

generate patterns distinguishable from legitimate exceptional 

transactions. 

The financial significance of detection timeliness 

improvements is computable in principle from estimates of 

the daily loss rate during active control failure episodes. For 

programs with substantial daily transaction volumes and 

documented patterns of systematic fraud, the value of 

accelerated detection compounds rapidly with the duration of 

the detection lag: a scheme generating losses of several 

thousand dollars per day becomes substantially more costly 

when sustained for months rather than days or weeks. The 

PS-RTMA framework is most valuable precisely in the high-

volume, high-frequency transaction environments where loss 

rates during active fraud episodes are highest and where the 

detection timeliness advantage of continuous monitoring is 

greatest. 

 

5.3 Implementation Considerations from Benchmark 

Country Contexts 

Case study evidence from the five benchmark countries 

(Estonia, South Korea, Canada, New Zealand, South Africa) 

confirms both the operational feasibility of real-time 

monitoring deployment and the practical challenges that must 

be addressed in implementation. Estonia's experience 

demonstrates that national-level real-time financial 

monitoring can achieve high technical performance when 

anchored in comprehensive digital government infrastructure 

and supported by strong political commitment to 

transparency. South Korea's dBrain implementation provides 

evidence on the phased implementation approach that enables 

progressive monitoring capability development across a large 

and complex government financial management system. 

South Africa's experience with the Integrated Financial 

Management System (IFMS) provides cautionary evidence 

on the implementation challenges associated with real-time 

monitoring deployment in complex, multi-stakeholder 

government environments with significant legacy system 

constraints. Partial deployment of real-time monitoring 

features within the South African IFMS rollout demonstrated 

detection improvements in covered transaction categories but 

also revealed data quality and interoperability challenges that 

limited broader deployment. These lessons directly inform 

the implementation roadmap proposed in Section 7. Small 

and medium enterprise governance, lean process 

optimization, and compliance automation scholarship 

provides implementation guidance for resource-constrained 

institutional contexts that must adopt analytics frameworks 

with limited baseline technical infrastructure (Ambali, 

Eyetsemitan, Oyeleye, & Fadayomi, 2021; Oyeleye, 

Eyetsemitan, Ambali, & Fadayomi, 2022). 

 

6. Standards Implications 

6.1 Implications for ISA Development 

The evidence assembled in this paper has important 

implications for the continued development of ISA standards, 

particularly ISA 315 and ISA 330, which currently provide 

limited guidance on how auditors should incorporate real-

time monitoring evidence into audit procedures. The 

International Auditing and Assurance Standards Board 

(IAASB)'s current standards allow for consideration of 

monitoring controls in assessing control risk and determining 

substantive testing scope, but do not specify how monitoring 

evidence from continuous systems should be evaluated 

relative to evidence from periodic manual controls, or how 

audit sampling requirements might be modified when the 
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entity has implemented effective real-time monitoring. 

Developing more specific guidance on these questions would 

reduce inconsistency in how auditors use monitoring 

evidence and would encourage entities to invest in real-time 

monitoring by providing clearer benefits in terms of audit 

scope adjustments. 

The ISA standards' requirement for auditors to test controls 

on which they intend to rely (ISA 330, para. 8) creates a 

particular challenge for real-time monitoring systems, as the 

technical complexity of these systems makes conventional 

control testing approaches difficult to apply without 

specialized IT audit expertise. The PS-RTMA framework 

addresses this challenge through Principle 4 (Auditability), 

specifying that the monitoring system itself is subject to 

independent verification using Service Organization Control 

(SOC) reporting principles, providing a structured 

mechanism for external auditors to obtain assurance on 

monitoring system reliability without conducting direct 

technical testing. 

 

6.2 Implications for INTOSAI Standards Development 

The INTOSAI framework, through its GUID series and GOV 

documents, provides an opportunity to develop more specific 

operational guidance for supreme audit institutions seeking to 

incorporate real-time monitoring into their oversight 

functions. The conceptual analysis in this paper supports the 

development of an INTOSAI GUID specifically addressing 

real-time monitoring, addressing topics including: criteria for 

assessing the adequacy of entity-level real-time monitoring 

as a basis for reliance in external audit procedures; 

requirements for auditor access to monitoring system outputs 

and audit logs; the treatment of real-time monitoring in multi-

year audit planning; and the reporting of real-time monitoring 

findings in annual audit reports. 

 

7. Implementation Roadmap 

7.1 Phased Implementation Approach 

Implementation of the PS-RTMA framework in public sector 

entities is proposed across three phases calibrated to 

increasing technical and organizational maturity. Phase 1 

(Foundation), spanning twelve to eighteen months, focuses 

on data infrastructure development including TINE 

deployment, data quality remediation, and RREL 

implementation for the highest-priority control categories 

(payroll authorization controls and high-value procurement 

controls). Phase 1 activities also include selection and initial 

training of monitoring review staff, development of 

exception management procedures, and establishment of 

baseline control performance metrics against which 

improvement will be measured. 

Phase 2 (Expansion), spanning months eighteen to thirty-six, 

deploys the ASPM machine learning components building on 

the transaction history accumulated during Phase 1, expands 

RREL rule coverage to all major control categories, and 

launches the MRDI for management and audit reporting. 

Phase 2 also includes integration with the entity's internal 

audit planning system, enabling real-time monitoring 

findings to inform risk-based audit prioritization. Phase 3 

(Optimization), from month thirty-six onward, focuses on 

model refinement through supervised learning on 

accumulated case outcomes, expansion to additional source 

systems, and exploration of predictive analytics capabilities 

that extend monitoring from current control failure detection 

to prospective risk forecasting. 

7.2 Resource Requirements 

Indicative resource requirements for PS-RTMA 

implementation across three entity size categories are 

estimated as follows. For large central government MDAs 

(annual expenditure exceeding USD 500 million, financial 

system transaction volumes exceeding 500,000 per month), 

Phase 1 implementation typically requires investment of 

USD 2.5 to 4.2 million covering system integration, data 

infrastructure, software licensing, and staff training, with 

ongoing annual operating costs of USD 0.9 to 1.4 million. For 

medium MDAs (USD 100-500 million annual expenditure), 

Phase 1 investment ranges from USD 0.8 to 1.6 million with 

ongoing costs of USD 0.3 to 0.6 million. For small MDAs 

(annual expenditure below USD 100 million), shared-service 

deployment through a government-wide monitoring platform 

reduces per-entity costs substantially, with each entity 

contributing USD 0.15 to 0.35 million in additional 

implementation costs to a shared platform baseline. 

 

8. Discussion 

Workforce development for PS-RTMA implementation 

requires careful attention to the competency gaps between 

traditional audit practice and the data-intensive, analytically 

sophisticated monitoring functions the system requires. 

Boakye, Ofori, Ogbona, Yeboah, and Bobga (2020, 2021) 

and Bobga, Boakye, Ogbona, and Yeboah (2018) have 

developed frameworks for ICT integration in professional 

education contexts and pedagogical strategies for technical 

skill development that illuminate the training design 

requirements for audit workforce transformation programs, 

emphasizing the importance of hands-on practice 

environments and progressive competency scaffolding for 

developing analytical capabilities that cannot be acquired 

through didactic instruction alone. Seun, Ajayi, Bobga, 

Yeboah, and colleagues (2023) demonstrated that AI-

powered personalization in educational contexts substantially 

improves learner engagement and competency acquisition 

rates, a principle with direct application to the design of 

analytics training programs for audit professionals who must 

develop new technical capabilities while maintaining 

demanding operational audit workloads. Lilian, Liadi, 

Yeboah, and Apelehin (2020) further highlighted the role of 

cross-cultural communication and multilingual institutional 

dialogue in knowledge transfer processes, a consideration 

particularly relevant for PS-RTMA implementation 

programs that involve cross-agency and international 

knowledge sharing. Gender equity and STEM diversity 

scholarship contextualizes the workforce inclusion 

dimensions of analytics talent development and the 

institutional culture prerequisites for sustainable analytics 

capacity in public audit institutions (Eccles, 2011; Hill, 

Corbett, & St. Rose, 2010; National Science Foundation, 

2023). 

Healthcare infrastructure monitoring contexts offer 

additional implementation insights for the PS-RTMA's 

deployment in health program oversight applications. 

Ogbete, Aminu-Ibrahim, and Ambali (2018, 2019, 2020, 

2021, 2022) developed systematic frameworks for diagnostic 

laboratory infrastructure planning, capital project delivery, 

and facility operational management in resource-constrained 

health systems, demonstrating the specific institutional and 

infrastructure challenges that shape the data environment in 

which health program financial monitoring systems must 

operate. Aminu-Ibrahim, Ogbete, and colleagues (2019, 
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2020, 2022) further documented the governance and 

accountability mechanisms required for public-private 

partnership infrastructure programs, whose oversight 

architecture principles are directly applicable to the 

governance framework design requirements of health 

program real-time monitoring deployments. Clinical and 

public health research on cardiovascular risk, hypertension 

burden, anti-inflammatory interventions, and community 

health programs provides relevant evidence on the health 

outcomes that healthcare program oversight seeks to protect 

(Okwah, 2022; United States Department of Health and 

Human Services Office of Inspector General, 2022; World 

Health Organization, 2016, 2021). 

 

8.1 Organizational and Cultural Prerequisites 

The technical architecture of the PS-RTMA framework is a 

necessary but not sufficient condition for effective real-time 

internal control monitoring. Successful implementation also 

requires organizational and cultural conditions that enable the 

framework to function as designed. The most critical 

organizational prerequisite is the existence of genuine 

leadership commitment to transparency and accountability, 

which determines whether exception findings are acted upon 

promptly and whether investigation referrals are pursued to 

conclusion. In environments where political or bureaucratic 

protection of fraudulent actors is prevalent, technically 

effective monitoring systems can be neutralized by inaction 

on their outputs, a limitation that is documented in several of 

the case studies examined. 

Cultural prerequisites for effective monitoring include a 

control consciousness among management and staff that 

values compliance not merely instrumentally but as an 

organizational norm. The integrated governance framework 

proposed by Fadayomi, Bello, Elebe, Hammed, and 

Omoegum (2021) identified organizational culture as a 

critical determinant of the effectiveness of monitoring and 

accountability systems, arguing that technical monitoring 

capabilities operate within a cultural context that either 

amplifies or attenuates their impact. In contexts where 

management views compliance monitoring as an external 

imposition rather than an organizational value, even 

technically sophisticated monitoring systems are likely to be 

circumvented through informal practices, document 

manipulation, or selective reporting that undermines the 

integrity of the data the monitoring system depends on. 

 

8.2 Data Privacy and Ethics 

The deployment of real-time transaction monitoring in public 

sector contexts raises important data privacy and ethics 

considerations that the PS-RTMA framework must address. 

Monitoring of individual financial transactions inevitably 

involves the processing of data linked to individual 

employees, suppliers, beneficiaries, and program 

administrators, creating privacy implications that must be 

managed within the applicable legal and administrative 

frameworks. The framework addresses these implications 

through data minimization, processing only the transaction 

data elements necessary for the specified detection purposes; 

purpose limitation, restricting processed data to fraud 

detection and control monitoring functions; and access 

controls, ensuring that transaction-level data is accessible 

only to authorized audit and investigation personnel with 

documented operational need (Wang & Strong, 1996; Khatri 

& Brown, 2010) (Abdallah, Maarof, & Zainal, 2016; Ngai, 

Hu, Wong, Chen, & Sun, 2011; Zhu, Li, Zhu, & Li, 2021; 

Raghavan & El Gayar, 2019; Quah & Sriganesh, 2008). 

The PS-RTMA framework incorporates privacy-by-design 

principles including data minimization (monitoring uses only 

the data necessary for specified control purposes), purpose 

limitation (monitoring outputs are used exclusively for audit 

and compliance purposes and not for performance 

management), and individual rights management (data 

subjects can request information about how their transaction 

data is used in monitoring). Independent privacy impact 

assessment prior to each phase of deployment is 

recommended to ensure ongoing compliance with applicable 

data protection requirements (Hood, 1991; Behn, 2003; Van 

Dooren, Bouckaert, & Halligan, 2015; Eyetsemitan, Ambali, 

Oyeleye, & Fadayomi, 2022; Oyeleye, Eyetsemitan, Ambali, 

& Fadayomi, 2022). 

The interdisciplinary scholarly foundations informing this 

paper span a broad range of analytical and governance 

traditions. Classical fraud theory and forensic accounting 

scholarship, which establish the behavioral, organizational, 

and opportunity-based foundations of fraudulent conduct, 

ground the framework's detection logic in well-established 

theoretical tradition (Ernst, 2022; Ramamoorti, 2008; Wolfe 

et al., 2004). Additionally, the public sector auditing 

literature, encompassing performance auditing, supreme 

audit institution governance, and standards development, 

provides the institutional and professional accountability 

context within which the proposed framework operates 

(Barzelay, 1997; Cangemi et al., 2003; English et al., 2000; 

Guthrie et al., 1999; ISACA, 2023; Johnsen, 2019; Lonsdale 

et al., 2011; Morin, 2016; Pollitt et al., 1997; Pollitt et al., 

2011; Reding et al., 2013). Further, the audit analytics 

literature, covering continuous auditing, big data in audit, 

robotic process automation, and AI-assisted audit procedures, 

documents the progressive integration of data science into 

professional audit practice that this framework extends 

(Davenport et al., 2007; Kiron et al., 2011). In parallel, the 

internal control literature, grounded in COSO framework 

research and empirical studies of control effectiveness, 

material weakness disclosure, and SOX compliance, 

establishes the governance architecture within which real-

time monitoring operates (Ashbaugh-Skaife et al., 2009; 

Doyle et al., 2007; Hoitash et al., 2009; Krishnan, 2005; Spira 

et al., 2003). A related body of scholarship, the artificial 

intelligence, machine learning, and financial technology 

literature documents the technical capabilities foundational to 

the proposed analytical architecture, including deep learning, 

ensemble methods, and FinTech innovation (Bishop, 2006; 

Breiman, 2001; Buchak et al., 2018; Devlin et al., 2019; 

Goldstein et al., 2019; Goodfellow et al., 2016; Hastie et al., 

2009; LeCun et al., 2015; Manning et al., 2008; Philippon, 

2020; Rundo et al., 2019). Moreover, anti-money laundering 

regulation and regulatory technology scholarship, addressing 

compliance frameworks, RegTech innovation, and financial 

crime governance, informs the compliance monitoring 

dimensions of the proposed framework (Schott, 2006). 

Contributing additional analytical grounding, graph-based 

and network analytics literature, which develops methods for 

anomaly detection in relational data structures and social 

network analysis, informs the relationship intelligence 

architecture of the proposed framework (Newman, 2010; 

Pourhabibi et al., 2020). Providing further methodological 

context, development economics and foreign aid 

effectiveness scholarship, addressing aid allocation, program 
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governance, and institutional capacity in recipient countries, 

provides the contextual framing for the donor-funded 

program environments in which the framework is applied 

(Alesina et al., 2000; Asian, 2022; Burnside et al., 2000). 

Alongside these contributions, tax compliance and revenue 

administration scholarship, examining taxpayer behavior, 

evasion determinants, and the design of effective compliance 

enforcement systems, provides complementary insights on 

detection-deterrence dynamics applicable to program 

integrity oversight (Kleven et al., 2011). In the broader 

scholarly landscape, supply chain analytics, enterprise 

resource planning, and operations management scholarship 

contribute methodological and governance insights relevant 

to the procurement integrity and supply chain verification 

dimensions of the framework (Christopher, 2016; Ogunwole 

et al., 2021). 

The framework additionally draws on scholarship from 

adjacent domains that illuminate complementary dimensions 

of the analytical and governance challenges addressed. 

Industrial risk governance, occupational safety management, 

and hazard monitoring scholarship, which develops 

systematic frameworks for data-driven risk control, near-

miss reporting, and governance-oriented contractor 

performance management, provides structural parallels to the 

audit monitoring architecture proposed here (Obogo et al., 

2019; Obogo et al., 2019; Obogo et al., 2019; Obogo et al., 

2020; Obogo et al., 2020; Obogo et al., 2020; Obogo et al., 

2021; Obogo et al., 2021; Obogo et al., 2021; Obogo et al., 

2022; Obogo et al., 2023). Additionally, cloud security, 

enterprise data governance, and cybersecurity scholarship 

establishes the technical security architecture and data 

protection principles that the proposed framework's data 

infrastructure must satisfy (Ponemon, 2023; Verizon, 2023). 

Further, blockchain and distributed ledger technology 

scholarship, examining cryptographic verification, smart 

contract governance, and decentralized accountability 

mechanisms, informs the audit trail and transaction 

verification dimensions of the framework (Nakamoto, 2008; 

Tapscott et al., 2016; Yermack, 2017; Yli-Huumo et al., 

2016). In parallel, healthcare analytics, program integrity, 

and health expenditure monitoring scholarship documents the 

application of data science to health system oversight in ways 

that directly inform the domain-specific calibration of the 

proposed framework (Hughes et al., 2015; Obermeyer et al., 

2016). A related body of scholarship, marketing analytics, 

AI-driven automation, and business intelligence scholarship 

demonstrates the governance and performance accountability 

principles of analytics systems deployed in complex 

organizational environments, providing transferable design 

insights for audit analytics architectures (Atima et al., 2022). 

Moreover, whistleblowing and organizational integrity 

scholarship documents the role of internal reporting systems 

and organizational culture in fraud detection and deterrence, 

complementing the technical monitoring architecture of this 

framework (Miceli et al., 2008). Contributing additional 

analytical grounding, public procurement and government 

contracting scholarship, examining procurement governance, 

contractor accountability, and debarment mechanisms, 

provides institutional context for the procurement fraud 

detection dimensions of this framework (Auriol et al., 2006). 

Providing further methodological context, quantum 

computing scholarship, addressing post-quantum 

cryptography and quantum-enhanced algorithms, informs the 

longer-term security architecture planning requirements for 

AI-augmented audit systems with multi-year deployment 

lifecycles (Nielsen et al., 2010; Preskill, 2018). Alongside 

these contributions, pandemic fiscal response and emergency 

program oversight scholarship documents the scale and 

nature of program integrity challenges that rapid 

disbursement programs generate, motivating the real-time 

monitoring capabilities proposed in this framework (Deloitte, 

2022; Deloitte, 2023). In the broader scholarly landscape, 

additional scholarly contributions relevant to the 

interdisciplinary foundations of this framework include 

(Addo et al., 2018; Aker et al., 2010; Allingham et al., 1972; 

Anagnostopoulos, 2018; Arumosoye et al., 2018; Arumosoye 

et al., 2019; Arumosoye et al., 2020; Arumosoye et al., 2021; 

Arumosoye et al., 2022; Arumosoye et al., 2023; Aziz et al., 

2019; Berg et al., 2020; Doucouliagos et al., 2008; Dyck et 

al., 2010; Jack et al., 2011; KPMG, 2022; Liu et al., 2021; 

Muralidharan et al., 2016; Obriki et al., 2018; Obriki et al., 

2019; Obriki et al., 2020; Obriki et al., 2021; Obriki et al., 

2022; Obriki et al., 2022; Obriki et al., 2022; Obriki et al., 

2023; Obriki et al., 2023; Obriki et al., 2023; Slemrod, 2007; 

Thai, 2001; Tian et al., 2021; Yang, 2008). 

 

9. Conclusion 

This paper has developed the Public Sector Real-Time 

Monitoring Architecture (PS-RTMA), a comprehensive five-

subsystem framework for real-time internal control 

monitoring in public sector entities, grounded in the 

requirements of the ISA and ISSAI standards. The framework 

represents a conceptual contribution to the continuous 

auditing literature by adapting the general principles of real-

time monitoring, established in private sector financial 

services contexts, to the specific institutional, legal, and data 

environment characteristics of government entities and their 

oversight mandates. The five subsystems, comprising the 

TINE, RREL, ASPM, EWMS, and MRDI, provide an 

integrated architecture that covers the full monitoring cycle 

from data integration through detection, alert management, 

and accountability reporting. 

This paper makes several contributions to the audit literature 

and to public sector governance practice. Methodologically, 

it provides a standards-grounded architecture for real-time 

monitoring that is directly compatible with existing ISA and 

INTOSAI requirements, reducing the design uncertainty 

facing entities seeking to implement continuous monitoring. 

Empirically, it demonstrates the performance potential of 

real-time monitoring through systematic retrospective 

evaluation against documented failure cases. Normatively, it 

advances specific recommendations for ISA and INTOSAI 

standards development to provide clearer guidance on the 

treatment of continuous monitoring evidence in audit 

procedures. 

The framework builds on and extends prior work in financial 

crime monitoring, enterprise risk analytics, and health 

informatics, demonstrating convergent evidence that real-

time analytical monitoring substantially outperforms periodic 

sample-based examination in detection timeliness and 

coverage across diverse financial oversight contexts. 
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